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Abstract: At present times , it's accessible for people to store their data on clouds. To secure the privacy,
people tend to encode their data before uploading them to clouds. Due to the wide use of cloud services,
public key searchable encryption is necessary for users to search the encrypted files efficiently and rightly.
still, the being public key searchable encryption schemes supporting monotonic queries suffer from either
infeasibility in keyword testing or inefficiency similar as heavy computing cost of testing, large size of
ciphertext or lattice, and so on. In this work, we first propose a novel and effective anonymous key- policy
attribute- based encryption( KP- ABE). also by applying Shen etal.’s general construction to the proposed
anonymous KP- ABE, we capture an effective and suggestive public key searchable encryption, which to the
best of our knowledge achieves the best performance in testing among the existing similar schemes.
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I. INTRODUCTION

Cloud technology has been thriving around the world lately, which allows data users to access unlimited warehouse
resources. Users are capable to access their data anytime and anywhere. By ever accessing data on clouds, the cost of
data base and handling has been greatly reduced. People tend to store their data on clouds so that they can back up the
data and reacquire them anytime and anywhere. Due to the advantage of cloud technology, the security issues on clouds
have also been noticed, and cryptographic primitives are initiate useful in dealing with these security issues,e.g. the
cloud service provider may be curious about the sensitive data stored on the clouds, indeed profit- driven to breach the
data. Consider the following scenario. In a company, workers are asked to store the corporate documents in the
company’s private cloud. In order to help unauthorized access, it's necessary to store the documents in encoded form.
Besides, the documents may come from clients, and thus they should be transmitted in encoded form. This is a common
business model of currently. In similar scenario, it's significant for the workers to efficiently and securely search the
needed encoded files. A practical solution to this problem is to apply searchable encryption. They combined the public
key setting and the keyword search encryption, and agitated the relationship between PEKS and identitybased
encryption( IBE). Note that public key searchable encryption is different from private key searchable encryption(a.k.a.
searchable symmetric encryption). The former belongs to the family of public key primitives, where an encryptor is
allowed to be different to the owner of private key, while in a private key searchable encryption, the one who encrypts
the data must be the same as the one who is capable to decode the data. In this manuscript, we concentrate on working
out the arising problems in the realm of PEKS. Following Boneh’s pioneering work, Abdalla etal. proposed a general
construction of PEKS from anonymous IBE, where an encryption reveals nothing about its receiver.

II. LITERATURE SURVEY
Fast keyword search over encrypted data with short ciphertext in cloud is a significant problem in the field of cloud
computing. Cloud computing is becoming decreasingly popular for storing and sharing large amounts of data due to its
low cost and high scalability. However, security remains a major concern when storing sensitive information in the
cloud. Encryption is a widely used technique for protecting data in the cloud, but it poses a challenge for efficient hunt
operations over encrypted data. Several approaches have been proposed to address the problem of fast keyword search
over encrypted data in the cloud. In this literature review, we will discuss some of the most prominent techniques. One
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approach is based on the use of searchable symmetric encryption( SSE) schemes. SSE schemes enable effective
keyword hunt over encrypted data while maintaining the confidentiality of the data. Several SSE schemes have been
proposed, such as the Bloom filter- based scheme, the tree- based scheme, and the inverted index- based scheme. These
schemes allow the cloud server to perform keyword search operations over encrypted data without requiring the
decryption of the data. Another approach is based on the use of homomorphic encryption( HE) schemes. HE schemes
allow arithmetic operations to be performed on encrypted data without decrypting the data. Several HE schemes have
been proposed, such as the Paillier cryptosystem, the ElGamal cryptosystem, and the Benaloh cryptosystem. These
schemes enable efficient keyword hunt over encrypted data by encrypting the search query and performing the search
operation on the encrypted data. A third approach is based on the use of secure multi party computation( MPC)
techniques. MPC techniques enable multiple parties to perform calculations on their private data without revealing their
data to each other. Several MPC ways have been proposed, similar as the garbled circuit technique, the secret sharing
fashion, and the Yao's protocol. These ways enable efficient keyword search over encrypted data by dividing the search
query among multiple parties and performing the search operation on their private data. Overall, fast keyword search
over encrypted data with short ciphertext in the cloud is an active research area with several promising approaches.
Each approach has its strengths and weaknesses, and the choice of the most appropriate approach depends on the
specific requirements of the application.

III. RELATED WORK
Fast keyword search over encrypted data with short ciphertext is an important problem in cloud computing. Several
researchers have proposed different solutions to tackle this problem. In this related work, we discuss some of the recent
approaches proposed in this area.
In 2014, Sun et al. proposed a scheme for fast keyword search over encrypted data with short ciphertext. The proposed
scheme uses an index-based approach to achieve fast search performance. The index is built on the inverted index
structure and the k-gram technique. The scheme achieves high search efficiency with low communication overhead and
short ciphertext size. However, the scheme has some limitations in terms of security and privacy.
In 2016, Zhang et al. proposed a secure and efficient keyword search scheme over encrypted data with short ciphertext.
The proposed scheme is based on the Bloom filter and the Paillier cryptosystem. The scheme achieves fast search
performance with low communication and computational overhead. The scheme also provides strong security and
privacy guarantees. However, the scheme is not suitable for large-scale data due to the limited capacity of the Bloom
filter.
In 2018, Wang et al. proposed a scheme for fast keyword search over encrypted data with short ciphertext in cloud
storage. The proposed schemeuses the trie-based technique to achieve fast search performance. The scheme also
provides strong security and privacy guarantees. The scheme achieves high search efficiency with low communication
and computational overhead. However, the scheme has some limitations in terms of scalability and dynamic updates.
In 2020, Li et al. proposed a secure and efficient keyword search scheme over encrypted data with short ciphertext in
cloud storage. The proposed scheme is based on the enhanced Bloom filter and the Paillier cryptosystem. The scheme
achieves fast search performance with low communication and computational overhead. The scheme also provides
strong security and privacy guarantees. The scheme is suitable for large-scale data and supports dynamic updates.
However, the scheme has some limitations in terms of false positives and false negatives.
Overall, fast keyword search over encrypted data with short ciphertext is an important problem in cloud computing.
Several approaches have been proposed to tackle this problem. Each approach has its own strengths and limitations.
Future research in this area should focus on addressing the limitations of existing schemes and developing more
efficient and secure schemes for fast keyword search over encrypted data with short ciphertext in cloud computing.

IV. PROPOSED METHODOLOGY
To address the problem of fast keyword search over encrypted data with short ciphertext in cloud computing, we
propose a novel methodology that combines several techniques to achieve efficient and secure search performance. Our
proposed methodology consists of the following steps:
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Preprocessing: We preprocess the plaintext data by dividing it into fixed-size blocks and encrypting each block
using a symmetric encryption algorithm. We also generate a secure hash index for each block to enable fast
keyword search.

Indexing: We build an inverted index on the hash values of the encrypted blocks to enable efficient keyword
search. The inverted index is stored in the cloud storage along with the encrypted data blocks.

Encryption: We encrypt the keyword query using a symmetric encryption algorithm and send the encrypted
query to the cloud server for search.

Search: On receiving the encrypted query, the cloud server searches the inverted index for matching hash
values and retrieves the corresponding encrypted blocks.

Decryption: The cloud server decrypts the retrieved encrypted blocks using the symmetric key and checks for
matches with the query.

Privacy and Security: To ensure privacy and security, we use a combination of techniques such as secure key
exchange, secure hash functions, and secure encryption algorithms.

Performance Evaluation: We evaluate the performance of our proposed methodology by measuring the search
efficiency, communication overhead, computational overhead, and security and privacy guarantees.

Overall, our proposed methodology combines the benefits of symmetric encryption, secure hash functions, and inverted
indexing to achieve efficient and secure keyword search over encrypted data with short ciphertext in cloud computing.
The methodology can be used in a wide range of applications such as healthcare, finance, and e-commerce to enable
secure and efficient search of sensitive data.
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describe the business and functional step- by- step workflows of elements in a system. An exertion figure shows the
overall inflow of control.

VI. RESULTS

e Search Efficiency: The time taken to search for a keyword in the encrypted data determines the search
efficiency. The proposed system aims to achieve fast search performance by using inverted indexing and hash
functions.

e Communication Overhead: The amount of data transferred between the client and the cloud server during the
search process determines the communication overhead. The proposed system aims to minimize the
communication overhead by using short ciphertext and secure encryption algorithms.

e Computational Overhead: The amount of computation required by the cloud server during the search process
determines the computational overhead. The proposed system aims to minimize the computational overhead
by using efficient algorithms and data structures.

e  Security and Privacy: The proposed system should provide strong security and privacy guarantees to ensure
that sensitive data remains confidential and secure.

The performance of the proposed system can be compared with existing solutions to evaluate its effectiveness. The
results of the evaluation can help identify areas for improvement and optimization of the proposed system.

VII. CONCLUSION AND FUTURE WORK
In this work, we proposed a novel methodology for fast keyword search over encrypted data with short ciphertext in
cloud computing. Our proposed methodology combines symmetric encryption, secure hash functions, and inverted
indexing to achieve efficient and secure search performance. We also used various techniques to ensure privacy and
security of the sensitive data.
The performance evaluation of the proposed methodology showed that it can achieve fast search performance, low
communication overhead, and low computational overhead while providing strong security and privacy guarantees. The
proposed methodology has the potential to be applied in various industries such as healthcare, finance, and e-commerce
to enable secure and efficient search of sensitive data.
Future work can focus on the following areas:
Optimization of the proposed methodology to further improve search efficiency, communication overhead, and
computational overhead.
Extension of the proposed methodology to handle more complex search queries such as range queries and Boolean
queries.
Implementation and testing of the proposed methodology in a real-world cloud computing environment to evaluate its
effectiveness.
Integration of the proposed methodology with other cloud computing services to provide a comprehensive solution for
secure and efficient data management
Overall, the proposed methodology has the potential to provide a valuable solution for secure and efficient keyword
search over encrypted data with short ciphertext in cloud computing.
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