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Abstract: The Non-Fungible Token (NFT) market is mushrooming in the recent couple of years. The 

concept of NFT original ly comes from a token standard of Ethereum, aiming to distinguish each token with 

distinguishable signs. This type of tokens can be bound with virtual digital properties as their unique 

identifications. With NFTs , all marked properties can be freely traded with customized values according to 

their ages, rarity, liquidity, etc. It has greatly stimulated the prosperity of the decentralized application 

(DApp) market. At the time of writing (May 2021V the total money used on completed NTT sales has 

reached 34,530,649.86 USD. The thousandfold return on its increasing market draws huge attention 

worldwide. However, the development of the NTT ecosystem is still in its early stage, and the technologies 

of NFTs are premature. Newcomers may get lost in their frenetic evolution due to fee lack of systematic 

summaries. In thi s technical report, we explore the NFT ecosystems in several aspects. We start wife an 

overview of state-of-the-art NFT solutions, then provide their technical components, protocols, standards 

and desired proprieties. Afterwards, we give a security evolution, with discussions on the perspectives of 

their design models, opportunities and challenges. To fee best of our knowledge, is the first systematic study 

on the current NFT ecosystems. 
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I. INTRODUCTION 

Non-FungibleiTokeni(NFT)iisiaitypeioficryptocurrencyi[78]ithatiisiderivedibyitheismarticontractsiofiEthereumi[115].i 

NFTiwasifirstlyiproposediiniEthereumiImprovementiProposalsi(EIP)-721i[112]iandifurtheridevelopediinEIP-1155 

[113].NFTidiffersifromitheiclassicalicryptocurrenciesi[101]isuchiasiBitcoini[94]iinitheiriinherentifeatures.iBitcoini[94]

iisiaistandardicoin,iiniwhichiallitheicoinsiareiequivalentiandiindistinguishable.iInicontrast,iNFTiisiuniqueiwhichicanno

tibeiexchangedilike-for-likei(equivalently,inon-fungible),imakingiitisuitableiforiidentifyingisomethingiorisomeone 

iniaiuniqueiway.iToibeispecific,ibyiusingiNFTsionismarticontracti(iniEthereumi[115]),iaicreatoricanieasilyiproveitheie

xistenceiandiownershipiofitheidigitaliassetsiinitheiformiofivideos,iimages,iartsi[79],ieventiticketsi[99],ietc.iFurthermor

e,itheicreatoricanialsoiearniroyaltiesieachitimeiofiaisuccessfulitradeionianyiNFTimarketioribyipeer-topeeriexchanging. 

Fullhistoryitradability,ideepiliquidity,iandiconvenientiinteroperabilityienableiNFTitoibecomeiaipromisingiintellectuali

propertyi(IP)protectionisolution.iAlthough,iiniessence,iNFTsirepresentilittleimoreithanicode,ibutitheicodesitoiaibuyeri

haveiascribedivalueiwheniconsideringiitsicomparativeiscarcityiasiaidigitaliobject.iItiwellisecuresisellingipricesiofithes

eiIP-relatediproductsithatimayihaveiseemediunthinkableiforinonfungibleivirtualiassets. 

Initheirecentiyears,iNFTsihaveigarnerediremarkableiattentionifromibothitheiindustrialiandiscientificicommunities.iItiw

asireportedithatithei24-houritradingivolumeioniaverageiofitheiNFTimarketiisi4,592,146,914iUSD1,iwhileithei24hour 

tradingivolumeiofitheientireicryptocurrencyimarketiisi341,017,001,809iUSD.iTheiliquidityiofiNFT-relatedisolutions 

hasiaccountedifori1.3%iofitheientireicryptocurrencyimarketiinisuchiaishortiperiodi(5imonths).iEarlyiinvestorsiobtainit

housandfoldireturnsibyisellingiuniqueidigitalicollectibles.iAtitheitimeiofiwritingi(Mayi2021),itheiNFTs-relatedimarket 

ihasisignificantlyiincreasedicompareditoioneiyeariagoi(January2020).iSpecifically,itheitotalinumberiofisalesiis 

i25,729ianditheiritotaliamountsispentionicompletedisalesireachi34,530,649.86iUSD2.iIniparticular,itheitotalinumber 

ofiprimary-marketisalesioccupiesi17,140,iwhileitheinumberiofisecondaryisalesi(user-to-

user)iisi8,589.iCorrespondingly,itheitotaliUSDiusedioniprimaryimarketisalesiisi8,816,531.10.iBesides,itheiactiveimark
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etiwalletsiachieve 

12,836,iwhichiisistilliincreasingiatiaihighispeediasitimeigoes.iSurprisingly,itheisaleiofiNFTsiwasiestimatediat 

i12imillioni(Decemberi2020)ibutiexplodeditoi340imillioniwithinijustitwoimonthsi(February 

i2021).iSuchiskyrocketiboomingidevelopmentimakesiNFTibecomeiaicraze,iorievenibeidescribedibyisomeiasitheifuture

iofidigitaliassets.  

Besidesitheiaboveidata,ipeopleihaveiexpressediinterestiinivariousitypesiofiNFTs.iTheyiparticipateiiniNFTrelatedigame

sioritradesiwithienthusiasm.iCryptoPunksi[20],ioneiofitheifirstiNFToniEthereum,ihasicreatedimoreithan 

i10,000icollectibleipunksi(6039imalesiandi3840ifemales)iandifurtheripromoteditheiERC721istandarditoibecomeipopul

ar. 

iCryptoKittiesi[19]iofficiallyiputiNFTsioninotice,iandihititheimarketiin017iwithitheigamificationiofitheibreedingimech

anics.iParticipantsifiercelyicompetediatihighipricesitoiauctionitheirareicats,ianditheihighestipriceireachesimoreithani99

9+iETH3i(equallyi999k+iUSD).iAnotherioutstandingiinstanceiisiNBAiTopiShoti[40],iwhichiisianiNFTitradingiplatfor

miuseditoibuy/sellidigitalishortivideosiofiNBAimoments.iThousandsiofiNBAifansifromiaroundiworldwideihaveicollec

tedioveri7.6imillionitopishotimoments,ibuildingitheirosteriofirookies,ivets,iandirisingistariplayers.iFollowingiprojectsi

alsoienjoyigreatisuccessiincludingiPicassoiPunksi[47],iHashmasksi[30],i3DPunksi[4],iunofficialipunksi[59],iPolkamon

i[48],iChubbiesi[14],iBullruniBabesi[12],iAavegotchii[5],iCryptoCatsi[18],iMooniCatsiRescuei[38],iNFTiboxi[42],iet

c.iThereiisinoidoubtithatithereiisiaihypeicycleisurroundingiNFTsiwhereimostiofiproductsicanibeisoldiwithihighiprices,

isomeievenihundredsiorithousandsiofiETHs.iBesidesigamesiandicollectibles,iNFTsialsoipromoteitheidevelopmentiofia

rti[104],iticketingieventi[99],ivaluei[73],[74],iIoTi[96],iandifinancei[76][93].iOtheritypesiofisurroundingimarketsiplayi

importantirolesiasiwellitoiprovideiinstantiinformationiandisecureienvironmentsilikeistatisticiwebsitesi(e.g.iNonFungibl

ei[45],iDappRadari[24],iNFTibank[41],iDefiPulsei[26],iCoingeckoi[15]),itradingimarketplacei(cryptoslami[21],iOpens

eai[46],iSuperRarei[55],iNiftyiGatewayi[44],iRariblei[51],iZorai[65])iandisocallediNFTiecosystemi(suchiasiDegoi[25]

).  

DespiteiNFTsihaveiaitremendousipotentialiimpactonitheicurrentidecentralizedimarketsianditheifutureibusinessiopportu

nities,itheiNFTitechnologiesiareistilliinitheiveryiearlyistage.iSomeipotentialichallengesiareirequireditoibeicarefullyitac

kled,iwhileisomeipromisingiopportunitiesishouldibeihighlighted.iFurther,ievenithoughimuchiliterature 

ioniNFTs,ifromiblogs,iwikis,iforumiposts,icodesiandiotherisources,iareiavailableitoitheipublic,iaisystematicistudyiisiab

sent.iThisipaperiaimsitoidrawiattentionitoitheseiquestionsiinsofariasiobservediandifocusionisummarisingicurrentiNFTi

solutions.iWeiprovideiaidetailedianalysisiofiitsicoreicomponents,itechnologyiroadmapistatus,iopportunities,iandichalle

nges.iTheicontributionsiareiprovidediasifollows. 

- Firstly,iweiabstractitheidesignimodelsioficurrentiNFTisolutions.iSpecifically,iweiidentifyitheicoreitechnicalicomponen

tsithatiareiuseditoiconstructiNFTs.iThen,iweipresentitheiriprotocols,istandardsianditargetediproperties. 

Secondly,iweigiveiaisecurityievaluationioficurrentiNFTisystems.iWeiadoptitheiSTRIDEithreatiandiriskievaluationi[10

2]itoiinvestigateipotentialisecurityiissues.iBasedionithat,iweialsoidiscussitheicorrespondingidefenseimeasuresiforitheiis

sues. 

- Thirdly,iweiexploreisomeifutureiopportunitiesiofiNFTsiinimanyifields.iApplyingiNFTsitoirealiscenariosiwilliboostiai

wideirangeiofinewiapplications.iWeigiveiaisetiofipracticaliinstancesi(projects)ileveragingiNFTsiwithigreatisuccessiori

prosperousimarket.  

- Finally,iweihighlightiaiseriesiofiopenichallengesiiniNFTiecosystems.iBlockchainbasediNFTisystemsistilliconfrontiuna

voidableiproblemsilikeiprivacyiissues,idataiinaccessibility,ietc.iWeioutlineiopenichallengesiexistediinistate-of-

theartiNFTisolutions.  

Theirestipartiofithisiworkiisiorganizediasifollows.iSectioni2iprovidesitheitechnicalicomponentsiuseditoibuildiNFTs.iSe

ctioni3ipresentsitheiprotocolsiandistandards.iBasedionithat,iSection4igivesiourisecurityievaluation.iSection 

i5idiscussesitheifutureiopportunities,iwhileiSectioni6ioutlinesitheiopenichallenges.iFinally,iSectioni7iconcludesithisiw

ork.iAppendix 

iAiandiAppendixiBiprovideiNFTicollectibleirankingiandianioverviewiofiexistingiNFTiprojects,irespectively. 
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II. TECHNICAL ICOMPONENTS 

Inithisipart,iweishowitheitechnicalicomponentsithatiareirelateditoitheiNFT’siactivities.iTheseicomponentsilayitheibuild

ingifoundationsiofiaifullyifunctionaliNFTischeme.iDetailsiareishowniasifollows.  

Blockchain.iBlockchainiwasioriginallyiproposedibyiNakamotoi[94],iwhereiBitcoiniusesitheiproofiofiworki(PoW)i[83]

ialgorithmitoireachianiagreementionitransactionidataiiniaidecentralizedinetwork.iBlockchainiisidefinediasiaidistributed

iandiattachedonlyidatabaseithatimaintainsiailistiofidatairecordsilinkediandiprotectediusingicryptographiciprotocolsi[82

].iBlockchainiprovidesiaisolutionitoitheilongstandingiByzantineiproblemi[88],iwhichihasibeeniagreediuponiwithiailarg

einetworkiofiuntrustediparticipants.iOnceitheisharedidataionitheiblockchainiisiconfirmediinimostidistributedinodes,iiti

becomesiimmutableibecauseianyichangesiinitheistoredidataiwilliinvalidateiallisubsequentidata.iTheimostiprevailingibl

ockchainiplatformiusediiniNFTischemesiisiEthereumi[115],iprovidingiaisecureienvironmentiforiexecutingitheismartic

ontracts.iIniaddition,iseveralisolutionsidropitheiricustomizedichainenginesioriblockchainiplatformsitoisupportitheirispe

cializediapplications,iandisomeiofithemiareiFlowi[2],iEOSi[63],iHyperledgeri[85][66],iandiFastiBoxi[28][107]. 

Smarticontract.iSmarticontractsiwereioriginallyiintroducedibyiSzaboi[103],iaimingitoiaccelerate,iverifyioriexecuteidigi

talinegotiation.iEthereumi[115]ifurtheridevelopedismarticontractsiinitheiblockchainisystemi[80][67].iBlockchainbasedi

smarticontractsiadoptiTuringcompleteiscriptingilanguagesitoiachieveicomplicatedifunctionalitiesiandiexecuteithorough

istateitransitionireplicationiovericonsensusialgorithmsitoirealizeifinaliconsistency.iSmarticontractsienableiunfamiliarip

artiesiandidecentralizediparticipantsitoiconductifairiexchangesiwithoutiaitrustedithirdipartyiandifurtheriproposeiaiunifi

edimethoditoibuildiapplicationsiacrossiaiwideirangeiofiindustries.iTheiapplicationsioperatingionitopiofismarticontracts

iareibasedionistatetransitionimechanisms.iTheistatesithaticontainitheiinstructionsiandiparametersiareisharedibyiallithei

participants,ithusiguaranteeingitransparencyiofitheiexecutioniofitheseiinstructions.iAlso,itheipositionsibetweenistatesih

aveitoistayitheisameiacrossidistributedinodes,iwhichiisiimportantitoiitsiconsistency. 

iMostiNFTisolutionsi[20][19][40][47][30][4]irelyionismarticontractibasediblockchainiplatformsitoiensureitheiriorder-

sensitiveiexecutions.  

Addressianditransaction.iBlockchainiaddressianditransactioniareianiessentialiconceptiinicryptocurrencies.iAiblockchai

niaddressiisiaiuniqueiidentifieriforiaiuseritoisendiandireceiveitheiassets,iwhichiisisimilaritoiaibankiaccountiwhenispend

ingitheiassetsiinitheibank.iIticonsistsiofiaifixedinumberiofialphanumericicharactersigeneratedifromiaipairiofipublicikey

iandiprivateikey.iToitransferiNFTs,itheiownerimustiproveiinipossessioniofitheicorrespondingiprivateikeyiandisendithei

assetsitoianotheriaddress(es)iwithiaicorrectidigitalisignature.iThisisimpleioperationiisiusuallyiperformediusingiaicrypto

currencyiwalletiandiisirepresentediasisendingiaitransactionitoiinvolveismarticontractsiinithe iERC-777i[86]istandard. 

Dataiencoding.iEncodingiisitheiprocessioficonvertingidataifromioneiformitoianother.iNormally,imanyifilesiareioftenie

ncodediintoieitheriefficient,icompressediformatsiforisavingidiskispaceioriintoianiuncompressediformatiforihighiquality

/resolution.iInitheimainstreamiblockchainisystemsisuchiasiBitcoini[94]iandiEthereumi[115],itheyiemployihexivaluesito

iencodeitransactionielementsisuchiasitheifunctioninames,iparametersiandireturnivalues.iThisiimpliesithatitheirawiNFTi

dataimustifollowitheseirules.iIfioneiclaimss/heiownsitheiNFT-basediintellectualiproperty, 

is/heiessentiallyiownsitheioriginalipieceiofihexivaluesisignedibyitheicreator.iOthersicanifreelyicopyitheirawidata,ibutit

heyicannoticlaimiownershipiofitheiproperty.iBasedionithat,iweicaniobserveithatitheiNFT-

relatediactivitiesi(e.g.ibuy/sell/trade/auction)ihaveitoibeiprocessediunderitheseifouriphases,isimilaritoitheibasiciprocess

ingiprocedureiofismarticontracts.  

 

III. PROTOCOLS, STANDARDS  AND  PROPERTIES 

ThisisectionipresentsitheibasicimodeliofiNFTischemes,iwithiemphasisionitheiriprotocols,itokenistandardsiandikeyipro

perties.  

 

3.1 Protocols 

TheiestablishmentiofiNFTirequiresianiunderlyingidistributediledgeriforirecords,itogetheriwithiexchangeableitransactio

nsiforitradingiinipeertopeerinetwork.iThisireportiprimarilyitreatsitheidistributediledgeriasiaispecialitypeiofidatabaseith

atistoresiNFTidata.iIniparticular,iweiassumeithatitheiledgerihaveibasicisecurityiconsistency,icompletenessiandiavailabi

lityicharacteristics.iBeyondithat,ianiNFTisystemialsoiconsistsiofianotheritwoiroles:iNFTiowneriandiNFTibuyer.iWeipr

ovideitheidetailediprotocoli(alsoisee iFig.1)iasifollows.  



IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 3, Issue 2, April 2023 
 

Copyright to IJARSCT               DOI: 10.48175/568 395 

www.ijarsct.co.in 

Impact Factor: 7.301 

- NFTiDigitize.iAniNFTiownerichecksithatitheifile,ititle,idescriptioniareicompletelyiaccurate.iThen,is/heidigitizesitheira

widataiintoiaiproperiformat.  

- NFTiStore.iAniNFTiowneristoresitheirawidataiintoianiexternalidatabaseioutsideitheiblockchain.iNoteithat,is/heiisialsoi

alloweditoistoreitheirawidataiinsideiaiblockchain,idespiteithisioperationiisigas-consuming.  

- NFTiSign.iTheiNFTiownerisignsiaitransaction,iincludingitheihashiofiNFTidata,iandithenisendsitheitransactionitoiaism

articontract.  

- NFTiMint&Trade.iAfteritheismarticontractireceivesitheitransactioniwithitheiNFTidata,itheimintingianditradingiproces

sibegins.iTheimainimechanismibehindiNFTsiisitheilogiciofitheiTokeniStandardsithaticanibeifoundiiniSection i3.2.  

- NFTiConfirm.iOnceitheitransactioniisiconfirmed,itheimintingiprocessicompletes.iByithisiapproach,iNFTsiwilliforeveri

linkitoiaiuniqueiblockchainiaddressiasitheiripersistenceievidence.  

 
Fig.1:iModeliofiNFTiSystems 

Iniaiblockchainisystem,ieachiblockihasiailimitedicapacity.iWhenitheicapacityiinioneiblockibecomesifull,iotheritransact

ionsiwillienteriaifutureiblockilinkeditoitheioriginalidataiblock.iInitheiend,iallilinkediblocksihaveicreatediailong-

termihistoryithatiremainsipermanent.iTheiNFTisystem,iiniessence,iisiaiblockchainbasediapplication.iWheneverianiNF

Tiisimintediorisold,iainewitransactioniisirequireditoisenditoiinvokeitheismarticontract.iAfteritheitransactioniisiconfirm

ed,itheiNFTimetadataiandiownershipidetailsiareiaddeditoiainewiblock,itherebyiensuringithatitheihistoryiofitheiNFTire

mainsiunchangedianditheiownershipiisipreserved.  

 

3.2 Token Standards 

Inithisipart,iweiclarifyitheidifferencesiinitokenistandardsirelateditoiNFTs,iincluding ERC-20i[77], iERC-

721i[111],iandiERC1155i[114]i(seeiAlgorithmi1).iTheseistandardsihaveiaigreatiimpactionitheidevelopmentiofitheiong

oingiNFTischemes.iWeidiscussithemiasifollows.  

TheimostiprevailingitokenistandardicomesifromiERC20i[77].iItiintroducesitheiconceptiofifungibleitokensithaticanibeii

ssuedionitopiofiEthereumionceisatisfyingitheirequirements.iTheistandardimakesitokensitheisameiasianotherionei(initer

msiofibothitypeiandivalue).iAniarbitraryitokeniisialwaysiequalitoiallitheiotheritokens.iThisistimulatesitheihypeiofiIniti

aliCoiniOfferingi(ICO)ifromi2015itoipresent.iAilotiofipublicichainsiandivariousiblockchainbasediDAppsi[71][98]igai

nisufficientiinitialifindingsiinithisiway.iInicontrast,iERC721i[111]iintroducesiainonfungibleitokenistandardithatidiffers

ifromitheifungibleitoken.iThisitypeiofitokeniisiuniqueithaticanibeidistinguishedifromianotheritoken.iSpecifically,iever

yiNFTihasiaiuint256ivariableicalleditokenId,ianditheipairioficontractiaddressiandiuint256itokenIdiisigloballyiunique.i

Further,itheitokenIdicanibeiusediasianiinputitoigenerateispecialiidentificationsisuchiasiimagesiinitheiformiofizombiesi

oricartoonicharacters.  

 

Algorithm i1:iNFTiStandardiInterfacesi(withiselectedifunctions)  

INTERFACE IERC721 I{  

functioniownerOf(uint256itokenId)iexternaliviewireturnsi(address);ifunctionitransferFrom(addressifr

om,iaddressito, iuint256itokenId)  

externalipayable;i...  

} IINTERFACE IERC1155 I{ functionibalanceOf(addressiowner, iuint256iid)iexternaliviewireturns 
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(address);ifunctionibalanceOfBatch(addressicalldataiowners,iuint256icalldata 

ids)iexternaliviewireturnsi(uint256imemory);ifunctionitransferFrom(addressifrom,iaddressito,iuint256iid, 

iuint256  

quantity)iexternalipayable;i...  

} 

 

AnotheristandardiERC-

1155i(MultiiTokeniStandard)i[114]iextendsitheirepresentationiofibothifungibleiandinonfungibleitokens.iItiprovidesiani

interfaceithaticanirepresentianyinumberiofitokens.iInipreviousistandards,ieveryitokenIdiinicontactionlyicontainsiaising

leitypeiofitokens.iForiinstance,iERC-20imakesieachitokenitypeideployediiniseparateicontracts.iAsiwell,iERC-

721ideploysitheigroupiofinon-fungibleitokensiiniaisingleicontractiwithitheisameiconfigurations.iInicontrast,iERC-

1155iextendsitheifunctionalityiofitokenId,iwhereieachiofithemicaniindependentlyirepresentidifferenticonfigurableitoke

nitypes.iTheifieldimayicontainiitsicustomizediinformationisuchiasitheimetadata,ilocktime,idate,isupply,iorianyiotheriat

tributes.iHere,iweiprovideianiillustrationi(see iFig.2)itoishowitheiristructuresiandiaforementionedidifferences.  

 

3.3 NFTS Desired Proprieties 

NFTischemesiareiessentiallyidecentralizediapplicationsi[70],iandithusienjoyitheibenefits/propertiesifromitheiriunderlyi

ngipubliciledgers.iWeisummariseitheikeyipropertiesiasifollows.  

- Verifiability.iTheiNFTiwithiitsitokenimetadataiandiitsiownershipicanibeipubliclyiverified.  

- TransparentiExecution.iTheiactivitiesiofiNFTsiincludeiminting,isellingiandipurchasingiareipubliclyiaccessible.  

- Availability.iTheiNFTisystemineverigoesidown.iAlternatively,iallitheitokensiandiissuediNFTsiareialwaysiavailableitoi

selliandibuy.  

- Tamperresistance.iTheiNFTimetadataiandiitsitradingirecordsiareipersistentlyistorediandicannotibeimanipulatedionceith

eitransactionsiareideemediasiconfirmed.  

- Usability.iEveryiNFTihasitheimostiup-to-dateiownershipiinformation,iwhichiisiuserfriendlyiandiinformation-clearly.  

- Atomicity.iTradingiNFTsicanibeicompletediinioneiatomic,iconsistent,iisolated,iandidurablei(ACID)itransaction.iThei

NFTsicaniruniinitheisameisharediexecutionistate.  

Tradability.iEveryiNFTsiandiitsicorrespondingiproductsicanibeiarbitrarilyitradediandiexchanged. 

 
Fig.2:iNFT-relatediTokeniStandard 

 

IV SECURITY IEVALUATION 

AniNFTisystemiisiaicombinationitechnologyithaticonsistsiofiblockchain,istorageiandiwebiapplication.iSecurityievaluat

ionionitheiNFTisystemiisichallengingisinceieachicomponentimayibecomeianiattackingiinterfaceithatimakesitheiwholei

systemireallyivulnerableiagainstitheiattacker.iThus,iweiadoptitheiSTRIDEithreatiandiriskievaluationi[102],iwhichicove

rsiallisecurityiaspectsiofiaisystem:iauthenticity,iintegrity,inonrepudiability,iavailabilityiandiaccessicontrol.iWeiinvestig

ateitheipotentialisecurityiissuesiandiproposeisomeiofitheicorrespondingidefenseimeasuresitoiadressitheseiissuesi(seeiTa

ble i1). 

 

Spoofing.iSpoofingiisitheiabilityitoiimpersonateianotherientityi(foriexample,ianotheripersonioricomputer)ionitheisyste

m,iwhichicorrespondsitoiauthenticity.iWheniaiuseriinteractsitoimintiorisellsitheiNFTs,ianimaliciousiattackerimayiexpl
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oitiauthenticationivulnerabilitiesioristealitheiuser’siprivateikeyitoitransferitheiownershipiofiNFTsiillegally.iThus,iweir

ecommenditoihaveiaiformaliverificationiforitheiNFTismarticontractianditoiuseitheicoldiwalletitoipreventitheiprivateik

eyileakage.  

Tampering.iTamperingirefersitoitheimaliciousimodificationiofiNFTidata,iwhichiviolatesiintegrity.iAssumeithatitheiblo

ckchainiisiairobustipublicitransactioniledgeri[81,82]iandiaihashialgorithmiisipreimageiresistanceiandisecondipreimagei

resistancei[100].iTheimetadataiandiownershipiofiNFTsicannotibeimaliciouslyimodifiediafteritheitransactioniisiconfirm

ed.iHowever,itheidataistoredioutsideiblockchainimayibeimanipulated.iTherefore,iweirecommendiusersitoisendibothith

eihashidataiasiwelliasitheioriginalidataitoitheiNFTibuyeriwhenitrading/exchangingiNFT-relatediproperties.  

Repudiation.iRepudiationirefersitoitheisituationiwhereitheiauthoriofiaistatementicannotidisputei[117],iwhichiisirelatedi

toitheisecurityipropertyiofinonrepudiabilityi[91].iIniparticular,itheifactithatiaiuserisendsiNFTitoianotheriusericannotide

ny.iThisiisiguaranteedibyitheisecurityiofitheiblockchainianditheiunforgeabilityipropertyiofiaisignatureischeme.iHowev

er,itheihashidataimayibeistolenibyiaimaliciousiattacker,ioritheihashidataimayibindiwithianiattacker’siaddress.iThus,iw

eibelieveithatiusingiaimulti-

signatureicontracticanipartlyisolveithisiissueisinceieachibindingimustibeiconfirmedibyimoreithanioneiparticipant.  

Informationidisclosure.iInformationileakageioccursiwheniinformationiisiexposeditoiunauthorizediusers,iwhichiviolates

iconfidentialityi[91].iInitheiNFTisystem,itheistateiinformationianditheiinstructionicodeiinitheismarticontractsiareientire

lyitransparent,iandianyistateiandiitsichangesiareipubliclyiaccessibleibyianyiobserver.iEveniifitheiuserionlyiputsitheiNF

Tihashiintoitheiblockchain,itheimaliciousiattackersicanieasilyiexploititheilinkabilityiofitheihashianditransaction.iThus,i

weirecommenditheiNFTideveloperitoiuseiprivacy-

preservingismarticontractsi[89][90]iinsteadiofiplainismarticontractsitoiprotectitheiuser’siprivacy.  

DenialiofiServicei(DoS).iDoSiattacki[92]iisiaitypeiofinetworkiattacksiiniwhichiaimaliciousiattackeriaimsitoirenderiais

erveriunavailableitoiitsiintendediusersibyiinterruptingitheinormalifunctions.iDoSiviolatesitheiavailabilityiandibreaksid

ownitheiNFTiservice,iwhichicaniindeedibeiusedibyiunauthorizediusers.iFortunately,itheiblockchainiguaranteesitheihig

hiavailabilityiofiuser’sioperations.iLegitimateiusersicaniuseitheirequirediinformationiwhenineedediandiwillinotiloseida

tairesourcesidueitoiaccidentalierrors.iHowever,iDoSicanialsoibeiuseditoiattackitheicentralizediwebiapplicationsiorithei

rawidataioutsideitheiblockchain,iresultingiinidenial-of-

serviceitoiNFTiservice.iRecently,iainewihybridiblockchainiarchitectureiwithiweakiconsensusialgorithmiwasiproposedi

[107],ibyiwhichithisiarchitectureisolvesitheiavailabilityiissuesiusingitwoialgorithms.  

ElevationiofiPrivilege.iElevationiofiPrivilegei[102]iisiaipropertyithatiisirelateditoitheiauthorization.iInithisitypeiofithre

at,ianiattackerimayigainipermissionsibeyondithoseiinitiallyigranted.iInitheiNFTisystem,itheisellingipermissionsiareima

nagedibyiaismarticontract.iAgain,iaipoorlyidesignedismarticontractimayimakeiNFTsiloseisuchiproperties. 

 

V. OPPORTUNITIES 

ThisisectioniexploresitheiopportunitiesiofiNFTs.iWeidiscussiseveralitypicalifieldsiwhichimayigetibenefitsifromiNFTs.  

Boostingigamingiindustry.iNFTihasigreatipotentialiinitheigamingiindustry.iThereialreadyiexistisomeicryptoigamesiarei

CrytpoKittiesi[19],iCryptocatsi[18],iCryptoPunksi[20],iMeebitsi[34],iAxieiInfinityi[9],iGodsiUnchangedi[29],iandiTra

deStarsi[57].iAifascinatingifeatureiofisuchigamesiisithei“breeding”imechanism.iUsersicanipersonallyiraiseipetsiandisp

endimuchitimeibreedinginewioffspring.iTheyicanialsoipurchaseitheilimited/rareieditionivirtualipets,iandithenisellithemi

atiaihighiprice.iTheiextrairewardiattractsilotsiofiinvestorsitoijoinitheigames,imakingiNFTsicomeitoiprominence.iAnoth

eriexcitingifunctionsiofitheiNFTiareithatiitiprovidesiownershipirecordsiofiitemsiinitheigamesiandipromotesieconomici

markingiplaceiinitheiecosystem,ibenefitingibothidevelopersiandiplayers.iIniparticular,igameidevelopersiwhoiareiNFTip

ublishersiofitheifeaturesi(e.g.,iweaponsiandiskins)icaniearniroyaltiesieachitimeitheiriitemsiarei(re-)soldonitheiopen 

market.iTheiplayersicaniobtainipersonaliexclusivityigameiitems.iThisiwillicreateiaimutuallyThisiwillicreateia 

mutuallyibeneficialibusinessimodeliiniwhichibothiplayersiandidevelopersiprofitifromitheisecondhandiNFTimarkets.iAf

terithat,itheiblockchainicommunitiesiextendiNFTsitoiailargeiextentithaticoversivariousitypesiofidigitaliassets.  

Flourishingivirtualievents.iTraditionalionlineieventsirelyionicentralizedicompaniesithatiprovideitrustianditechnology.i

Althoughiblockchainitakesioveriseveralitypesiofiactivitiesilikeiraisingimoneyi(eitheribyiICO/IFO/IEO/etc.),iitsiapplica

tionsiareistilliconstrainediiniaismallirangeiofievents.iNFTsigreatlyiextenditheiscopeiofiblockchainiapplicationsiwithith

eihelpiofitheiriadditionalipropertiesi(uniqueness,iownership,iliquidity).iThisienablesieachiindividualitoilinkitoiaispecifi
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cieventijustilikeitheipatternsiiniourirealilife.iWeigiveitheiinstanceiofitheiticketingievent.iWhenibuyingiticketsiiniaitradi

tionalieventiticketimarket,iconsumersimustitrustitheithirdiparty.iTherefore,ithereiisiairiskiofibuyingifraudulentioriinval

iditickets,iwhichiareicounterfeitioripossiblyicounterfeitiorimightibeicancelled.iTheisameiticketimayibeisoldimanyitime

sioriobtainedibyiextractingifromiticketiimagesipostedionlineiinianiextremeicase.i“NFTbasediticket”irepresentsiaiticket

iissuedibyitheiblockchainitoidemonstrateientitlementitoiaccessitoianyieventisuchiasicultureiorisports.iAniNFT-

basediticketiisiuniqueiandiscarce,imeaningithatitheiticketiholdericannotiresellitheiticketiafteriitiisisold.iTheiblockchain

basedismarticontractiprovidesiaitransparentiticketitradingiplatformiforitheistakeholdersisuchiasitheieventiorganizeriand

itheicustomer.iConsumersicanibuyiandisellitheicryptoiticketifromitheismarticontractiratherithanirelyionithirdipartiesiin

ianiefficientiandireliableiway.  

Protectingidigitalicollectibles.iDigitalicollectiblesicontainiaivarietyiofitypes,irangingifromitradingicards,iwinesi[64],idi

gitaliimagesi[55],ivideosi[40],ivirtualirealiestatei[1],idomaininamesi[27][60],idiamondi[31][43],icryptoistampi[17]iand

iotherireal/intellectualiproperties.iWeitakeitheifieldiofiartsiasianiexample.iFirstly,iartistsiinitraditionaliwaysihaveiveryif

ewichannelsitoidisplayitheiworks.iTheipricesicannotireflectitheitrueivalueiofitheiriworksidueitoitheiabsenceiofiattentio

n.iEvenitheiripublishediworkionisocialinetworksihasibeenichargediwithiintermediaryifeesibyiplatformsiandiadvertisem

ents.iNFTsitransformitheiriworkiintoidigitaliformatsiwithiintegratediidentities.iArtistsidoinotihaveitoitransferiownershi

piandicontentsitoiagents.iThisiprovidesithemiimpetusiwithilotsiofiprofits.iTypicaliinstancesiincludeiMadiDogiJones’si

REPLICATORi(sellingiwith4.1imillioniUSD),iGrimes’siworki(sellingiinitotaliaround 

i6imillioniUSD)iandiotheriworksifromigreaticryptoartistsilikeiBeeplei[10]i/iTrevoriJonesi[58].iFurthermore,iartistsiinig

eneralicasesicannotireceiveiroyaltiesifromifutureisalesiofitheiriworks.iInicontrast,iNFTsicanibeiprogrammed 

isoithatitheiartistireceivesiaipredeterminediroyaltyifeeieachitimeiwhenihisidigitaliartworkiexchangesiinitheimarketsi(e.

g.i[32],iSuperRarei[55],iMakersPlacei[33],iRareiArtiLab[50], 

iVIV3i[61]).iThisiisianiefficientiwayitoimanageiandiprotectidigitalimasterpieces.iIniaddition,iseveraliplatformsi(e.g.iM

intbasei[37]iandiMintablei[36])ihaveieveniestablisheditoolsitoisupportiordinaryipeopleitoicreateitheiriowniNFTiworksi

easily 

InspiringitheiMetaverse.iMetaverseiisiaicollectiveivirtualisharedispaceithatiallowsiallitypesiofidigitaliactivities.iGenera

lly,iiticoversiaisetiofitechniquesilikeiaugmentedirealityianditheiInternetitoiestablishitheivirtualiworld.iTheiconceptiste

msifromitheilastidecadesiandihasiaigreatiprocessiwithitheirapididevelopmentiofiblockchain.iBlockchainiprovidesianiid

ealidecentralizedienvironmentiforitheivirtualionlineiworlds.iParticipantsiunderithisiblockchain-

fueledialternativeirealitiesi[46]icanihaveimanyitypesiofiintriguingiuseicasesilikeienjoyingigames,idisplayingiself-

madeiarts,itradingiassetsiandivirtualipropertiesi(arts,ilandiparcels,inames,ivideoishots,iwearables),ietc.iIniaddition,iuse

rsialsoihaveiopportunitiesitoigetiprofitsifromitheivirtualieconomy.iTheyicanileaseitheibuildingsi(suchiasioffices)itoioth

ersitoiearnitheibondioriraiseirareipetsiandisellithemitoigetitheirewards.iPrimaryiblockchain-

empowerediprojectsiareiDecentralandi[1],iCryptovoxelsi[22],iSomniumiSpacei[53],iMegaCryptoPolisi[35]iandiSandb

oxi[3].iInifact,itheimetaverseiecosystemicoversialliaforementionediapplications.iWeilistiitiseparatelyihereisimplyibeca

useiitiisistilliinianiearlyistageidueitoitheicomplexity 

 

VI. CHALLENGES 

ToienableitheidevelopmentiofitheiaboveiNFTiapplications,iaiseriesiofibarriersihaveitoibeiovercomeiasiwithianyinasce

ntitechnologies.iWeidiscussisomeitypicalichallengesifromitheiperspectivesiofiusability,isecurity,igovernance,iandiexte

nsibility,icoveringibothitheisystemileveliissuesicausedibyiblockchain-

basediplatformsiandihumanifactorsisuchiasigoverns,iregulation,iandisociety.  

 

6.1 Usability Challenges 

Usabilityiisitoimeasureitheiusers’ieffectiveness,iefficiency,iandisatisfactioniwhenitestingiaispecificiproduct/design.iMo

stiofiNFTischemesiareibuilt ionitopiofiEthereum. 

iTherefore,iitiisiobviousithatitheimainidrawbacksiofiEthereumiareiinherited.iWeidiscussitwoimajorichallengesithatihav

eidirectiimpacts ionitheiuseriexperience.  

Slowiconfirmation.iNFTsiusuallyisenditheitransactionsitoitheismarticontractitoiachieveireliableianditransparentimanag

ementi(suchiasimint,isell,iexchange).iHowever,icurrentiNFTisystemsiareicloselyicouplediwithitheiriunderlyingiblockch
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ainiplatforms,iwhichimakesithemisufferifromilowiperformancei(Bitcoinireachesimerely 

i7iTPSi[105]iwhileiEthereumionlyi30iTPS).iThisiresultsiiniextremelyislowiconfirmationiofiNFTs.iConqueringithisiiss

ueirequiresiairedesigniofitheiblockchainitopologyi[109],ioptimizationiofiitsistructurei[106][84]ioriimprovement 

ionitheiconsensusimechanismsi[67].iExistingiblockchainisystemsicannotifulfilisuchirequirements. 

- Highigasiprices.iHighigasipricesihaveibecomeiaimajoriproblemiforiNFTimarketplaces,iespeciallyiwheniminti

ngitheiNFTsiatiailargeiscaleithatirequiresiuploadingitheimetadataitoitheiblockchaininetwork.iEveryiNFTrelateditransa

ctionsiareimoreiexpensiveithaniaisimpleitransferitransactionibecauseismarticontractsiinvolveicomputationaliresourcesi

andistorageitoibeiprocessed.iAtitheitimeiofiwriting,itoimineianiNFTitokenicostsioveriUSDi60i(equivalentlyiiniaroundi

5×102wei)i6.iToicompleteiaisimpleiNFTitradeicanirunibetweeniUSD60iandiUSDi100iforieachitransaction.iExpensiveif

eesicausedibyicomplexioperationsiandihighicongestionigreatlyilimitiitsiwideiadoption.iSourceicalculatedifrom 

ihttps://coinmarketcap.com/iand ihttps://ethereum.orgi/en/developers/docs/gas/ 

 

6.2 Security and Privacy Issues 

Theidataifromiusersiisiatitheifirstipriorityiofianyisystems.iHowever,itheidatai(storedioff-chainibutirelatesitoon-

chainitags)iconfrontsitheiriskiofilosingilinkageioribeingimisusedibyimaliciousiparties.iWeigiveidetailsiasifollows.  

- NFTidataiinaccessibility.iInitheimainstreamiNFTiprojectsi[2,1,3],iaicryptographici“hash”iasitheiidentifier,iinsteadiofia

icopyiofitheifile,iwillibeitaggediwithitheitokeniandithenirecordedionitheiblockchainitoisaveitheigasiconsumption.iThisi

makesitheiuseriloseiconfidenceiinitheiNFTibecauseitheioriginalifileimightibeilostioridamaged.iSeveraliNFTiprojectsii

ntegrateitheirisystemiwithiaispecializedifileistorageisystemisuchiasiIPFSi[68]iiniwhichiIPFSiaddressesiallowiusersitoif

indiaipieceioficontentisoilongiasisomeoneisomewhereionitheiIPFSinetworkiisihostingiit.iStill,isuchisystemsihaveiinevi

tableiflaws.iWhenitheiusersi“upload”iNFTimetadataitoiIPFSinodes,ithereiisinoiguaranteeithatitheiridataiwillibeireplica

tediamongiallitheinodes.iTheidataimayibecomeiunavailableiifitheiassetiisistoredioniIPFSianditheionlyinodeistoringiitii

sidisconnectedifromitheinetworki[69].iThisiissueihasibeenireportedibyiDECRYPT.IOi[69]iand 

iCHECKMYNFT.COMi[72].iAlso,ianiNFTimightipointitoianierroneousifileiaddress.iIfithatiisitheicase,iaiusericannoti

proveithatis/heiactuallyiownsitheiNFT.iIniaiword,iRelyingionianiexternalisystemiasitheicoreicomponenti(storage)iforia

niNFTisystemiisivulnerable 

- Anonymity/Privacy.iInitheicurrentistage,itheianonymityiandiprivacyiofiNFTsiareistilliunderstudied.iMostiNFTitransac

tionsirelyionitheiriunderlyingiEthereumiplatform,iwhichionlyiprovidesipseudoanonymityiratherithanistrictianonymityi

oriprivacy.iUsersicanipartiallyihideitheiriidentitiesiifitheilinksibetweenitheirirealiidentitiesiandicorrespondingiaddresse

siareiknownibyitheipublic.iOtherwise,iallitheiactivitiesiofiusersiunderitheiexposediaddressiareiobservable.iExistingipri

vacy-preservingisolutionsi(e.g.ihomomorphiciencryptioni[108],izeroknowledgeiproofi[110],iringisignaturei[95],imulti-

partyicomputationi[97])ihaveinotibeeniyetiapplieditoitheiNFTrelatedischemesidueitoitheiricomplicatedicryptographici

primitivesiandisecurityiassumptions.iSimilaritoiotheritypesiofiblockchainbasedisystems,idecreasingiexpensiveicomput

ationicostsibecomesitheikeyitoiimplementiprivacy-promisedischemes.  

 

6.3 Governance Consideration 

Similaritoitheisituationsiofimosticryptocurrencies,iNFTsialsoiconfrontitheibarriersilikeistrictimanagementifromitheigo

vernance.iOnitheiotheriside,ihowitoiproperlyiregulateithisinascentitechnologyiwithitheicorrespondingimarketiisialsoiai

challenge.iWeidiscussitwoitypicaliissuesifromibothisides.  

- Legalipitfalls.iNFTsiconfrontilegaliandipolicyiissuesiacrossiaiwideirangeiofiareasi[78][87].iPotentialiconcernediareasi

covericommodities,icrossborderitransactions,iKYCi(KnowiYouriCustomer)idata,ietc.iItiisiimportantitoiunderstandithei

relatediregulatoryiscrutinyiandilitigationibeforeimovingiintoitheiNFTitracks.iInisomeicountries,isuchiasiIndianiandiCh

ina,itheilegalisituationiisistrictiforicryptocurrencies,iandialsoiforiNFTisales.iExchanging,itrading,iselling,ioribuyingiN

FTsihaveitoiovercomeitheidifficultiesiofigovernance.iLegally,iusersicanionlyitradeiderivatesioniauthorizediexchangesi

suchiasistocksiandicommoditiesioriexchangeitokensiwithisomeoneipersontoperson.iSeveralicountries,isuchiasiMaltaia

ndiFrance,iareitryingitoiimplementisuitableilawsiwithitheiaimitoiregulateitheiserviceiofidigitaliassets.iElsewhere,iissue

siareiresolvedibyiusingiexistingilaws.iTheyirequireibuyersitoifollowicomplexiorievenicontradictoryiterms.iTherefore,i

undertakingidueidiligenceiisiainecessityibeforeiinvestingiseriousitokensiiniNFTs.  
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- Taxableipropertyiissues.iIPrelatediproductsi(includingiarts,ibooks,idomaininames,ietc.)iareitreatediasitaxableipropertyi

underitheicurrentilegaliframework.iHowever,iNFTbasedisalesistayioutiofithisiscope.iAlthoughifewicountries,isuchiasit

heiU.S.i(internalirevenueiservice,iIRS),itaxicryptocurrenciesiasiproperty,imostiareasiworldwideihaveinotiyeticonsidere

diit.iThisimayigreatlyiincreaseitheifinancialicrimesiundericoveriofiNFTitrading.iTheigovernmentsiwouldiloveitoimake

itheisaleiofiNFTsireliableiwithitaxiconsequences.iSpecifically,itheiindividualiparticipantsishouldihaveitheitaxiliability 

ionianyicapitaligainsithatiareirelateditoiNFTiproperties.iAlso,iNFT-forNFT,iNFT-for-

IP,iandiEthforNFTi(oriviceiversa)iexchangesishouldibeitaxed 

iFurthermore,iforihigh-profitiproperties,ioricollectibles,iaihigheritaxibracketishouldibeiapplied.iThus,iNFT-

relateditradesiareisuggesteditoiseekimoreiadviceifromiprofessionalitaxidepartmentsiafteritheiprofoundidiscussions.  

 

6.4 Extensibility Issues 

TheiextensibilityiofiNFTischemesiisitwofold.iTheifirstiisitoistressiwhetheriaisystemicaniinteractiwithiotheriecosystem

s.iTheisecondifocuses ioniwhetheriNFTisystemsicaniobtainiupdatesiwhenitheicurrentiversioniisileftibehind.  

- NFTiInteroperabilityi(crosschain).iExistingiNFTiecosystemsiareiisolatedifromieachiother.iUsersionceihaveiselectedion

eitypeiofiproducticanionlyisell/buy/tradeithemiwithinitheisameiecosystem/network.iThisiisidueitoitheireasoniofiitsiund

erlyingiblockchainiplatform.iInteroperabilityiandicrosschainicommunicationiareialwaysitheihandicapsiforitheiwideiado

ptioniofiDApps.  

Basedionitheiobservationsifromi[116],icrosschainicommunicationsicanionlyibeiimplementediwithitheihelpiofiexternali

trustediparties.iTheidecentralizationiproperty,iinithisiway,ihasibeeniinevitablyilostitoisomeiextent.iButifortunately,imo

stiofitheiNFTrelatediprojectsiadoptiEthereumiasitheiriunderlyingiplatform.iThisiindicatesithatitheyishareiaisimilaridata

istructureiandicaniexchangeiunderitheisameirules.  

UpdatableiNFTs.iTransitionaliblockchainiupdatesitheiriprotocolsithroughitheisoftiforksi(minorimodificationsithatiareic

ompatibleiforwards)iandihardiforksi(significantimodificationsithatimayiconflictiwithipreviousiprotocols).iAiformalidis

cussionihasibeeniprovidediini[75]istatingitheidifficultiesianditrade-

offsiwheniapplyingitheiupdatesitoianiexistingiblockchain.iDespiteitheigenericimodel,itheinewiblockchainistillihasistrict

irequirementsisuchiasitoleratingispecificiadversarialibehaviouriandistayingionlineiduringitheiupdateiprocess.iNFTische

mesicloselyirelyionitheiriunderlyingiplatformsiandikeepiconsistentiwithithem.iAlthoughitheidataiareioftenistorediinise

parateicomponentsi(suchiasitheiIPFSifileisystem),itheimostiimportantilogicianditokeIdiareistillirecordedion-

chain.iProperlyiupdatingitheisystemiwithiimprovementsiwillibeiainecessity. 

 

VII. RESULTS  
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VIII. CONCLUSION 

NonFungibleiTokeni(NFT)iisianiemergingitechnologyiprevailingiinitheiblockchainimarket.iInithisireport,iweiexploreit

heistate-of-the-artiNFTisolutionsiwhichimay re-shapeitheimarketiofidigital/virtualiassetsigoingiforward.i  

Weifirstlyianalyzeitheitechnicalicomponentsiandiprovideitheidesignimodelsiandiproperties.iThen,iweievaluateitheisecu

rityioficurrentiNFTsisystemsiandifurtheridiscussitheiopportunitiesiandipotentialiapplicationsithatiadoptitheiNFTiconce

pt.iFinally,iweioutlineiexistingiresearchichallengesithatirequireitoibeisolvedibeforeiachievingimass-

marketipenetration.iWeihopeithisireportideliversitimelyianalysisiandisummaryiofiexistingiproposedisolutionsiandiproje

cts,imakingiitieasieriforinewcomersitoikeepiupiwithitheicurrentiprogress. 
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