IJARSCT ISSN (Online) 2581-9429

P\ ® International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT

Impact Factor: 6.252

New Design of Secure Communication System

Based on Dynamic Linear Receiver

Yeong-Jeu Sun', Feng-Yi Sung?, Xiang-Yu Wang®
Professor, Department of Electrical Engineering'
Students, Department of Electrical Engineering >3

I-Shou University, Kaohsiung, Taiwan

Volume 2, Issue 2, December 2022

Abstract: In this paper, the design issues of the chaotic secure communication system will be scientifically
explored. Based on time-domain analysis, a new secure communication system with dynamic linear receivers
will be constructed. This secure communication system can not only make the error signal close to zero, but
also can correctly calculate its exponential convergence rate. Finally, several numerical simulation results
are proposed to illustrate the practicability and correctness of the main results.
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I. INTRODUCTION

In recent years, various types of secure communication systems have been extensively investigated and proposed by
experts and scholars; see, for instance, [1]-[8] and the references therein. Due to the highly unpredictability of chaotic
signals, the security communication system with chaos theory can be said to be the leader of the security communication
system.

It is well known that dynamic linear receivers have the advantages of easy hardware implementation and low cost. How
to design a secure communication system with a dynamic linear receiver has always been a subject that experts in
communication security systems are eager to overcome.

Based on the above reasons, this paper intends to design a chaotic secure communication system with a dynamic linear
receiver. Besides, time-domain analysis method is also used to verify the convergence of the error signal, and at the same

time, the exponential convergence rate is also calculated rigorously. Throughout this paper, ||x|| =+vx"-x denotes the

Euclidean norm of the column vector x and |a| denotes the absolute value of a real number a.

II. PROBLEM FORMULATION AND MAIN RESULTS
In this paper, we propose the following secure communication system with dynamic linear receiver and its architectural
diagram is shown in Fig. 1.

——— e — —— —

| System (1a)-(1d)

Transmitter Receiver

Fig. 1 Architectural diagram of secure communication system ( m, (t) is the sending signal and m, (t) is the receiving
signal).
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2.1 Transmitter

X =X, (1a)
X, =X (1b)
X, = ax, +bx, +cx; +dx[x,, V>0 (1c)
2(e)= e e)+ ey e) (1d)
#lt)=Cx(t)+m(t), V0. (le)

2.2 Receiver

()= =0+ 50 (2a)
zz(t)=%zl(t)+%y(t), (2b)
2,(0)= %Zz(t)"”%j/(’f)s 20)
my(t)=p(t)-C=(t), V>0, (2d)

where x(t):z [x] (t) X, (t) X, (t)]T eR™ is the state vector of transmitter, y(t) eR is the output of transmitter,
20)=[z,0) z,() z()] eR™ is the state vector of receiver, m,(¢) is the sending signal, and m,(¢) is the receiving
signal. In addition, parameters «, 8 and nonzero matrix C eR”® can be designed arbitrarily with af >0 . It is noted
that the Moore-Spiegel chaotic oscillator is the special case of the system (1) with a =—-6,b=14,c=-1,and d =-20.
Apparently, a high-quality secure communication system means that we can recover the sending signal ml(t) in the
receiver system; i.e., the error vector e(t) =m, (t)— m (t) can approach zero.

The definition of exponential secure communication system is as follows.

Definition 1: If there are positive numbers £ and y satisfying the inequality

le(¢) := |m, (£)—m, () < kexp(-y 1), V20,
system (1) with (2) is called exponential secure communication system. In this case, the positive number y is called the

exponential convergence rate.
Now we present the main results.

Theorem 1: The system (1) with (2) is an exponential secure communication system. Besides, the guaranted exponential
L a
convergence rate is given by y =—.

Proof. Let us define

wo)=[w(e) wole) wi =x(e)-z(e) ot 3)

Thus, from (1)-(3), it can be readily obtain that
Wl(t) = %Wl(l)’
Wz(t) = %Wl(t)’

It follows that
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Thus, one has

It is easy to see that
|e(t] = |m2(t)— ml(t]
o)~ Col0)- 40+ )
<)

s‘/l+(%J +[%J ~||C||~|wl(0]~e%t, V120,

in view of (1e), (2d), and (4). This completes the proof.
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“4)

Remark 1: It is worth mentioning that the dynamic linear receiver of (2) has the dual advantages of easy hardware

implementation and low cost.

III. NUMERICAL SIMULATIONS

Consider the new secure communication system of (1)-(2) with (a,b,c,d):(— 6,14,—1,—20), (a, ﬂ):(I,O.l), and

C= [4 1 O]. By Theorem 1, the signals m, (t) and m, (t) can achieve global exponential synchronization.

-5 I I I I

t (sec.)

Fig. 2. Sending signal of m, (t) described in the transmitter of (1).
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Moreover, the guaranteed exponential converence rate is given by =10 . The sending signal m, (t), the receiving signal
m, (t), and the error signal are shown in Fig.2-Fig. 4, respectively. It can be clearly seen that the two signals of m, (t) and

m,(¢) can reach the goal of synchronization after about 0.8 seconds.
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Fig. 3. Receiving signal of m, (t) described in in the receiver of (2).

0.6

0.5 -

0.3 H B

0.2 B

-0.1 I I I I I
(0] 1 2 3 4 5 6

t (sec.)

Fig. 4. Error signal of e(t):= m, (t)—m,(¢).

IV. CONCLUSION
In this paper, the design issue of the chaotic secure communication system has been scientifically explored. Based on
time-domain analysis, a new secure communication system with dynamic linear receivers has been developed. This secure
communication system can not only make the error signal close to zero, but also can correctly calculate its exponential
convergence rate. Finally, several numerical simulation results have been proposed to illustrate the practicability and

correctness of the main results.
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