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Abstract: With the aim to save cloud storage space, safe deduplication algorithms have been developed.
We will begin with AES encryption algorithm, it encrypts the messages using a message-derived key. In the
result, we found out that identical plaintexts generate similar ciphertexts. AES encryption algorithm
encompasses convergent encryption and provides precise security definitions, was proposed. Cloud
computing is the advancement of sharing very large amounts of data via network. There are multiple
approaches available for providing data security in the cloud storage space. Whereas present approaches
are more closely tied to the ciphertext. So, we are suggesting a cloud-based data collection, sharing, and
restricted dissemination plan that will preserve multi -owner privacy, in this paper. In this, the database
owner will be able to securely share confidential data with a group of clients through the cloud.

Keywords: Cloud Computing

I. INTRODUCTION

It is a network-based computer system with a very large storage space where only authorized users will be able to
access the platform from anywhere and at any time using a good internet or network connection. Secure deduplication
solutions have been proposed to preserve cloud storage space because of increasing development of media content.

In the beginning, the AES encryption algorithm was established, which uses a message -derived key, for message
encryption. In the result, we found out that identical plaintexts generate similar ciphertexts. AES encryption algorithm
encompasses convergent encryption and provides thorough security, was proposed. It is the advancement of sharing
huge amounts of data via network. There are multiple methods for delivering data security in the cloud. Whereas
present approaches are more closely tied to the ciphertext. As a result, we propose that data should be gathered, shared,
and distributed in a controlled environment. We need to create a plan that can protect the privacy of several owners, in
the cloud. The owner of the data will be able to share this data here and store the data securely
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I11. PROPOSED SYSTEM
We are going to use the AES encryption algorithm for encryption and decryption in the suggested system, as well as data

security and secure access management. The MD 5 algorithm will be used for avoid data duplication.
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Figure 1: The System Architecture.

IV. ALGORITHM
AES algorithm is a symmetrical block cypher method which accepts plain text in format of 128-bit blocks and converts
it into ciphertext using keys of 128, 192, and 256 bits. The AES algorithm is a worldwide standard because it is
considered one of the most secure algorithms. The Advanced Encryption Standard (AES) algorithm is a symmetric
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block cypher that the United States government has chosen with aim to safeguard confidential data. AES algorithm is
used to encrypt sensitive data in software and hardware all over the planet. It is very critical for government computer
security, cybersecurity, and data security.

MDS: The MDS5 message-digest technique produces a 128-bit hash value and it is cryptographically broken but still
used frequently. Even though MDS5 was created with the aim of being used as a cryptographic hash function, it has been
discovered to have multiple flaws. Java is an object-oriented programming language with a high level of abstraction and
as few implementation dependencies as possible. Java applications are normally compiled to bytecode, which can
execute on any Java virtual machine, regardless of the computer architecture.
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V. CONCLUSION

Deduplication is an Important technique to save the storage
Space and network bandwidth ,Which eliminates duplicate copies of identical data
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