IJARSCT

ISSN (Online) 2581-9429

International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
Volume 2, Issue 1, August 2022

Impact Factor: 6.252

Review Paper on Cyber Security and Types of
Cyber Attacks
Mr Pradeep Nayak1, Mohammed Sufiyan2, Monisha N S3, Moolly Gautami Bhaskar4, Mohan Raju5
Assistant Professor, Department of Information Science and Engineering1
Students, Department of Information Science and Engineering2,3,4,5
Alvas Institute of Engineering and Technology, Mijar, Moodbidri, Karnataka, India
pradeep@aiet.org.in, 4al20is027@gmail.com, 4al20is028@gmail.com
4al20is029@gmail.com, 4al220is030@gmail.com
Abstract: Cyber attacks have become increasingly dangerous and quite common in world of internet.so the
demand of cyber security has been increased to safeguard the information personal data and computer
network .now a days everything has been computerized and transaction are done online thus economic
reimbursement are increasing due to cyber attacks as the technological evolution comes the progress of
cyber-crime increases thus develops the new types of attacks are reported throughout the study the exact
number of attack type determination is quite difficult however the most common cyber attacks are described
in this article .the aim of this study is to survey and convincing manner review the strength and weakness
presented in the field of cyber security. the article aim is to analyze various type of attacks existing to
understand the state of being exposed to the possibility of being attacked. The main goal is to handle cyber
attacks.
Keywords: types of cyber attacks, goals of cyber security, importance of cyber security, awareness,
protection.
I. INTRODUCTION
Digital protection is a technique for outer dangers. Network protection experts a by and large recruited by organizations
to get restricted intel, safeguard staff efficiency, and lift client trust in items and administrations. The business standard
of privacy, respectability, and accessibility, or CIA, oversees the field of network safety. Just approved clients can get
to information; just approved clients can add, change, or eliminate data. The utilization of validation frameworks is a
critical part of Cyber Security. A client name, for instance, shows a record that a client needs to get to, however a secret
word is a security component. The essential objective of cybercrime is to upset ordinary organization tasks and
fundamental foundation. Cybercriminals habitually use taken information to benefit monetarily, cause monetary
misfortune, hurt an individual's standing, accomplish defending organizations and gadgets from military points, or
spread strict or political philosophies. A few programmers needn't bother with motivation to hack; they simply need
to flaunt their abilities. Network safety is the method of forestalling digital assaults or advanced assaults on PC
frameworks, organizations, projects, and information.
The expression "digital" alludes to the investigation of robotics. The expression "digital" is a prefix or descriptive word
that alludes to or portrays data innovation (IT), PCs, and computer generated reality. The study of correspondences and
programmed control gadgets or machines, as well as living organic entities, is known as robotics. The expression
"digital" was instituted in the mid 1980s as a shorthand for "computer science."
Thus, network safety envelops anything that shields PCs, data innovation, computer generated reality, and other
comparative gadgets.
II. CATEGORIES OF CYBER SECURITY
The act of getting a PC network against gate crashers, whether designated aggressors or crafty malware, is alluded to
as organize security. Application security is worried about keeping dangers from entering programming and gadgets. A
hacked application could give others admittance to the data being careful. Security begins with the plan stage, some
time before a program or gadget is sent
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Information trustworthiness and protection are safeguarded in both capacity and travel by data security. The exercises
and choices that go into security. The conventions that manage how and where information might be kept or traded, as
well as the consents individuals have while getting to an organization, fall under this umbrella.
∙Debacle recuperation and business coherence are terms used to depict how an organization responds on account of a
network protection break or on the other hand whatever other disaster that outcomes in the deficiency of tasks or
strategies characterize how an association returns tasks and data to similar functional capacities as before the debacle.
Business progression is the arrangement that an association utilizes when it can't work because of an absence of assets.
End-client training center around the most flighty part of network protection: individuals. By neglecting to follow
fitting safety efforts, anybody can inadvertently bring an infection into a generally safeguarded framework. It is basic to
show customers how to eliminate dubious email connections, not to connect new USB drives, and other significant
security examples
III. CYBER SECURITY THREATS
The expression "digital" was first utilized during the 1950s to allude to artificial intelligence, a part of science worried
about the control and development of machines and creatures. "Digital," which means "automated," was added after
that a new digital related state arose during the 1990s. The expression "the internet" was instituted to portray a made-up
actual space that a few people trusted existed behind the electronic action of PCs.
Digital dangers are a main pressing issue dealing with and safeguarding information resources are alluded to as
functional Electrical Poweroutages, disappointment of military hardware, and breaks of public safety privileged insights
are for the most part potential results of digital strikes. They can prompt the robbery of significant and delicate data,
like clinical records. They can intrude on telephone and PC organizations, as well as deaden frameworks, delivering
information difficult to reach. It's anything but an embellishment to express that digital dangers might affect how we
carry on with our lives.
Dangers are additionally turning out to be more perilous. "Network safety dangers invade each association and aren't
frequently under IT's immediate control," as per Gartner. Business chiefs are pushing forward with their advanced
business endeavors and they are settling on innovation related risk choices consistently. Expanded digital gamble is
genuine, yet information security arrangements are too."
IV. CATEGORY OF CYBER THREATS
4.1. Malware
The expression "malware" envelops different kinds of assaults including spyware, infections, and worms. Malware
utilizes a weakness to break an organization at the point when a client clicks a "planted" risky connection or email
attachment which is utilized in programming inside the framework. Malware and malignant records inside a PC
framework can:
 Prevent admittance to the basic parts from getting the organization
 Acquire data by recovering information from the hard drive
 Disturb the framework or even render it inoperable
 Malware is normal to such an extent that there is a huge assortment of usual methodology. The most widely
recognized types being:
 Viruses: these taint applications connecting themselves to the instruction sequence. The infection reproduces
itself, tainting other code in the PC framework. Infections can likewise connect themselves to executable code
or partner themselves with a document by making an infection record with a similar name however with an
.exe augmentation, accordingly making a distraction which conveys the infection.
 Trojans: a program stowing away inside a valuable program with malevolent purposes. Dissimilar to
infections, a trojan doesn't reproduce itself and it is regularly used to lay out an indirect access to be taken
advantage of by aggressors.
 Worms: unlike infections, they don't go after the host, being independent projects that proliferate across
organizations and PCs. Worms are many times introduced through email connections, sending a duplicate of
themselves to each contact in the contaminated PC email list. They are normally used
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to over-burden an email server and accomplish a forswearing of administration assault.
Ransomware: a sort of malware that denies admittance to the casualty information, taking steps to distribute or
erase it except if a payment is paid. Progressed ransomware utilizes crypto viral coercion, encoding the
casualty's information so it is difficult to decode without the unscrambling key.
Spyware: a sort of program introduced to gather data about clients, their frameworks or perusing propensities,
sending the information to a distant client. The assailant can then utilize the data for the purpose of extorting
or download and
introduce other noxious projects from the web.

4.2 Phishing
Phishing assaults are very normal and include sending mass measures of deceitful messages to clueless clients, masked
as coming from a solid source. The false messages frequently resemble being authentic, yet connect the beneficiary to a
vindictive document or content intended to concede assailants admittance to your gadget to control it or accumulate
recon, introduce noxious contents/records, or to separate information like client data, monetary data, and more.
Phishing assaults can likewise happen by means of interpersonal organizations and other web based networks, through
direct messages from different clients with a secret plan. Phishers frequently influence social designing and other public
data sources to gather information about your work, interests, and exercises giving assailants an edge in persuading you
they're not who they say. There are a few distinct kinds of phishing assaults, including:
 Phishing: targeted assaults coordinated at explicit organizations and people.
 Whaling: attacks focusing on senior chiefs and partners inside an association.
 Pharming: leverages DNS store harming to catch client certifications through a phony login point of arrival.
 Phishing assaults can likewise happen by means of call (voice phishing) and through instant message (SMS
phishing). This post features extra insights concerning phishing assaults, how to detect them and how to
forestall them.
4.3. Man-in-the-Middle (MitM) Attacks Happens when an aggressor
captures a two-party exchange, embedding themselves in the center. From that point, digital aggressors can take and
control information by interfering with traffic. This sort of assault normally takes advantage of safety weaknesses in an
organization, like an unstable public WIFI, to embed themselves between a guest's gadget and the organization. The
issue with this sort of assault is that it is truly challenging to identify, as the casualty naturally suspects the data is going
to an authentic objective. Phishing or malware assaults are frequently utilized to complete a MitM assault.
4.4 Forswearing of-Service (DOS) Attack
DoS assaults work by flooding frameworks, servers, as well as organizations with traffic to over-burden assets and
transfer speed. The outcome is delivering the framework unfit to process and satisfy genuine solicitations.
Notwithstanding forswearing of administration (DoS) assaults, there are additionally dispersed disavowal of
administration (DDoS) attacks. DoS assaults immerse a framework's assets fully intent on blocking reaction to support
demands. Then again, a DDoS assault is sent off from a few tainted have machines fully intent on accomplishing
administration refusal and taking a framework disconnected, in this way preparing for one more assault to enter
the
organization/environment. The most normal kinds of DoS and DDoS assaults are the TCP SYN flood assault, tear
assault, smurf assault, ping-of passing assault, and botnets.
4.5. SQL Injections
This happens when an assailant embeds vindictive code into a server utilizing server question language (SQL)
compelling the server to convey safeguarded data. This kind of assault ordinarily includes submitting vindictive code
into an unprotected site remark or search box. Secure coding practices, for example, utilizing arranged explanations
with defined inquiries is a successful method for forestalling SQL injections. When a SQL order utilizes a boundary as
opposed to embedding the qualities straightforwardly, it can permit the backend to run pernicious
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Benefits:
1. Defends against infections, worms, spyware, and other possibly destructive projects.
2. Anti-burglary assurance for information.
3. Prevents programmers from accessing the PC.
4. Reduces the possibilities of your PC slowing down or crashing.
5. Provides clients with security
DISADVANTAGE:
1. Firewall setup can be muddled. 2) Incorrectly planned firewalls might keep clients from undertaking explicit
Internet exercises until the firewall is appropriately set.
2. Slows the framework down considerably more than already.
3. New programming should be refreshed constantly to keep up with security.
4. It could be costly for the commonplace client.
5. End: One of the most vital pieces of the high speed, always changing advanced world is network safety. Its
dangers are challenging to excuse, along these lines figuring out how to make preparations for them and
showing others how to do so is basic
V. CONCLUSION
Organizations are finding themselves under the pressure of being forced to react quickly to the dynamically increasing
number of cybersecurity threats. Since the attackers have been using an attack life cycle, organizations have also been
forced to come up with a vulnerability management life cycle. The vulnerability management life cycle is designed to
counter the efforts made by the attackers in the quickest and most effective way. This chapter has discussed the
vulnerability management life cycle in terms of the vulnerability management strategy. It has gone through the steps of
asset inventory creation, the management of information flow, the assessment of risks, assessment of vulnerabilities,
reporting and remediation
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