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Abstract: Blockchain has played a major role in financial, sales, medical, cryptocurrency, gaming, and 

other areas or fields. blockchain comes into focus mainly due to the bitcoin cryptocurrency. and now 

blockchain has been used in the development of various applications to help make records such as files, 

audio, video, paintings, gaming nfts secured and provide greater transparency, improved traceability, 

efficiency, and speed, and reduced cost. in this paper, we will be looking at what blockchain is, what is 

blockchain consists of, its structure, framework, and how blockchain works in a distributed network 

environment. 
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I. INTRODUCTION 

Blockchain is a shared ledger technology allowing any participant in the business network to see the system of record 

and provide a secure and distributed mechanism to record transactions. Blockchain considers a decentralized architecture 

consisting of blocks containing immutable transactions. Blockchain was first proposed in 2008 by a person named 

Satoshi Nakamoto and implemented in 2009. Blockchain stores all committed transactions in a chain of blocks. The 

chain grows continuously as each block gets appended to it. Blockchain saves time, and cost and improves efficiency. 

Bitcoin application is based on blockchain. Although blockchain is very famous in the cryptocurrency area blockchain 

is not limited to cryptocurrency. Blockchain can be used in other areas as well such as financial service, gaming, online 

payment, education, etc. Even though blockchain technology has great potential for future internet systems. It still has 

several challenges to resolve. Such as scalability interoperability, privacy, costs, etc. 

 

II. BLOCKCHAIN ARCHITECTURE 

Blockchain consists of blocks connected in a sequence. With each block connected to the pre- previous block (via hash 

value) called the parent block. In Blockchain architecture single block is made up of two parts, firstly header which 

stores the metadata about a block, and the second body which stores the list of all transactions. (fig. 1) 

Figure 1: Blockchain 

The header consists of the following metadata 

 Version - the current version of the block structure 

 Previous Block Hash - the reference value of the parent block in the current block 

 Merkle Root Hash - a cryptographic hash of all of the transactions. 

 Timestamp - the time when the block was created 
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 nBits - the current difficulty that was used to create this block 

 Nonce (“Number Used Once”) - a random value that the creator of a block is allowed to manipulate however 

they so choose 

Apart from headers, the rest of the block consists of transactions. 

Figure 2: Block 

 

III. BLOCKCHAIN FRAMEWORK 

Figure 3: Blockchain Framework 
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1. Transaction: A blockchain transaction is the transfer of cryptocurrency from one address to another. 

2. Wallet: A blockchain wallet is a digital wallet that allows users to manage, store, and transfer bitcoin and any 

other cryptocurrency 

3. Signature: The signature is the main building block of the blockchain, used to validate or authenticate 

transactions, transaction must be signed by use be- fore transfer to the network by using his/her private key 

4. Mempool: Mempool is an area where all unverified and newly added transactions are stored before it is verified 

and added to block in blockchain by miners. 

5. Network: Blockchain work in a p2p dis- tributed network where all user is connected to each other called nodes 

and each user has access to the blockchain. 

6. Consensus: It’s an algorithm that validates the block on a network e.g., PoW (Proof of Work) and PoS (Proof 

of Stake) 

7. Hashing: Hashing is used to encrypt the transactions on the block, in blockchain SHA256 algorithm is used to 

encrypt the block data, also hashing is used on the private key to generate a public key using the elliptic curve 

digital signature algorithm (ECDSA)  Algorithm 

8. Block: A block is a single unit in blockchain that consists of metadata about block and transactions info. 

9. Blockchain: Block connected with hash value form a chain. 

 

IV. HOW BLOCKCHAIN WORK 

Suppose Alice wants to send money to Bob, then Alice first opens his bitcoin wallet and searches or copies bobs address 

and enters the transferring and handling fee amount. After that block is created which represents the transaction created 

by Alice. After which transactions are sent and wait in the mining pool where all newly created and unverified 

transactions are waiting for the miner to handle. Miners then choose these newly created transactions and mine. After 

successful mining miner broadcast the block to every node in the network. Other nodes confirm the block legitimacy and 

transaction correctness. Nodes receive a reward for Proof of Work (PoW). The block is added to the existing blockchain. 

The transaction is now finished, and the amount is now transferred from Alice to bob’s wallet. 

 

V. KEY BENEFITS 

 Time savings- Transaction time is reduced from days to minutes. transaction settlement is faster because it 

doesn’t need verification by a central authority. 

 Cost savings- Blockchain networks need less oversight because the network is self-monitored by network 

participants. also, no need for Intermediaries required to exchange cryptocurrency. 

 Security- Blockchain protects transactions against tampering, fraud, and cybercrime. 

 Privacy- Through the use of IDs and per- missions, users can specify which transaction details they want other 

participants to be permitted to view. Per- missions can be expanded for special users such as auditors who may 

need access to more transaction detail. 

 

VI. ADVANTAGE 

 Distributed - Since blockchain data is stored on a distributed network of nodes. data is less prone to technical 

failure and cyber-attacks. There is no single point of failure as each node on the network is store a copy of the 

database. Even if one node goes offline does not affect the availability and security of the network. 

 Stability - the block is very unlikely to be reversed once mined successfully. Once the data has been stored in 

blockchain, it is very difficult to alter the data or remove it. This is the reason blockchain is a great technology 

for storing financial records. 

 Trustless system - In a payment system that we use today like GPay, BHIM UPI, PhonePe, etc. transactions 

not only involve sender and receiver but also an intermediary such as banks, and credit card companies. But 

when we use blockchain there is no third party involved as a node on the network verifies and validates 

transactions using a process called mining. For this reason, blockchain refers to a trustless system. 

 Transparency - Blockchain transaction history is transparent everywhere, all the node in the network shares a 

copy of the transaction. any change that occurs in the transaction is visible to other nodes on the same network. 
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VII. DISADVANTAGES 

 Scalability- The biggest disadvantage of blockchain technology is scalability as it cannot be scaled due to the 

fixed size of the block. Block can store up to 1MB of data onto it. Due to this, it can store a couple of transactions 

on a single block. 

 Trust- About nearly 95 percent of cryptocurrencies are fake. People around the world are afraid to invest in 

cryptocurrency because it is so hard to identify which cryptocurrency is fake and which one genuine 

 Inefficient- Blockchains especially those which work on PoW (Proof of Work), are highly inefficient. Since 

mining requires a lot of computational power it requires lots of servers and computer computers to do a lot of 

work to solve a complex mathematical problem. These computers and servers consume more energy than 

countries such as Nigeria and Ireland 

 

VIII. CONCLUSION 

Blockchain is a promising technology and is highly appreciated and accepted for its peer-to-peer and deserialized 

infrastructure. blockchain has been changing how people do business as blockchain is designed to eliminate the in- 

intermediaries role, particularly in the financial transaction space. blockchain uses an algorithm for verifying transactions 

using a consensus mechanism that provides security. 

Blockchain showed its potential through cryptocurrency applications, but now blockchain is being used beyond the 

digital currency field. blockchain can be used across various domains, as this paper demonstrated in healthcare, media, 

energy, advertising and media, and many others. 

Blockchain is a future of banking and finance, but blockchain facing some issues with scalability, security, and most 

important regulation. because there are no regulations and rules blockchain is being used for money laundering across 

the world. another problem with blockchain is that it is hard to find which blockchain is genuine and which one is fake. 

because of this people are afraid to invest in blockchain. 

Another problem with blockchain is that blockchain needs a lot of energy to validate a transaction by solving complex 

math problems before adding to the block. this problem can be solved using the PoS (Proof of Stake) consensus 

mechanism over PoW (Proof of Work) which consumes a lot of energy. Ethereum runs on PoS whereas Bitcoin uses 

PoW. 
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