
IJARSCT 
 ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 2, Issue 1, July 2022 
 

Copyright to IJARSCT                  DOI 10.48175/568 503 
www.ijarsct.co.in 

Impact Factor 6.252 

Health Care using Blockchain Technology Review 
Shashank Kumar  

Student, Department of MCA 

shashanktiw456@gmail.com 

Late Bhausaheb Hiray S S Trust's Hiray Institute of Computer Application, Mumbai, India 

 

Abstract: Since its introduction a decade ago, blockchain technology has drawn significant interest from a 

variety of industries, including finance, government, energy, and health. This article provides a thorough 

overview of blockchain technology's use in the healthcare industry. In truth, the field's continuous study is 

advancing quickly. As a result, we have found a number of current use cases for blockchain technology, 

including as the sharing of electronic medical data, remote patient monitoring, drug supply chains, etc. 

Blockchain technology is a constant force for upheaval and development. It is a network of blocks that protects 

information and upholds interpersonal trust no matter how far apart people are. Since its introduction a 

decade ago, blockchain technology has drawn significant interest from a variety of industries, including 

finance, government, energy, and health. This article provides a thorough overview of blockchain 

technology's use in the healthcare industry. In truth, the field's continuous study is advancing quickly. As a 

result, we have found a number of current use cases for blockchain technology, including as the sharing of 

electronic medical data, remote patient monitoring, drug supply chains, etc. Blockchain technology is a 

constant force for upheaval and development. It is a network of blocks that protects information and upholds 

interpersonal trust no matter how far apart people are. 
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I. INTRODUCTION 

Somewhat recently, blockchain is arising as one of the most encouraging innovation that catches considerations of a few 

scholastic explores and industry. This idea was initially presented by Satoshi Nakamoto in a white paper in 2008. It is 

characterized as a decentralized, dispersed, unchanging record which is utilized to safely keep exchanges across numerous 

PCs in a shared organization, without the need of outsider. 

The original of blockchain, Blockchain 1.0, is fundamental on Bitcoin which is the primary execution of blockchain in 

view of cryptographic money applications1. The future, called Block chain 2.0, is arisen with the idea of shrewd 

agreement that it is considered as a piece of code characterized, executed and kept in the disseminated record. The third 

era of blockchain innovation, Blockchain 3.0, manages non-monetary applications like government, energy, wellbeing, 

and so on. Truth be told, a few associations have embraced this innovation and applied it for a few use cases in the 

medical services space. The most intriguing elements with regards to blockchain that are valuable to medical services 

applications is decentralization, protection and security since blockchain innovation might guarantee for instance a solid 

admittance to clinical information for patients and different partners (insurance agency, clinics, specialists, and so on.). 

In view of the directed writing survey, we accept that no audit paper up to this point led an extensive order for blockchain 

innovation in medical care applications. To address this deficiency, we point, in this paper, to furnish with specialized 

foundation in different blockchain-based medical care applications, zeroing in on most recent improvement as well as 

accomplishments around here. This paper gives an expansive specialized investigation of ongoing blockchain innovations 

sent in medical care, and examinations their assets and shortcomings. 
  

II. PROBLEM STATEMENT 

Healthcare is considered as one of the application areas of blockchain technology. But the technology adoption in the 

healthcare industry is relatively slow, and has been highlighted in the background paper on conceptual issues related to 

the health system, where the authors state that, “Pragmatic solutions already exist to address many of the greatest global 

health challenges, yet progress remains frustratingly slow on the grounds that numerous wellbeing frameworks are 

compelled and can't completely operationalize them. 
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2.1 Approach Followed 

In this research paper I have followed the concept of qualitative approach to find the solution of use of blockchain in the 

healthcare industry. There are different research papers studied and analysed to answer the problem statement in this 

research paper 

 

2.2 Outline and Architecture of Blockchain 

Basically, blockchain is a shared organization that sits on top of the web which was presented in 2008 as a component of 

a proposition for Bitcoin. The blockchain is a public record comprised of a grouping of blocks, which holds a full history 

of exchange records that happened inside the organization. A block is comprised basically by a header and a body. The 

header of each block contains the hash of the past block. Hence, the blocks structure a chain or a connected rundown 

where each block structure depends on the past one. 

Block headers likewise contain a timestamp demonstrating the hour of when the block was distributed, a nonce, which is 

an inconsistent number that diggers would change habitually to get a specific hash worth to tackle a numerical riddle and 

a Merkle tree that on a very basic level reductions the effort expected to really take a look at exchanges inside a block. 

A Blockchain exchange can be characterized as a little unit of errand that is put away openly impedes. Every exchange 

is confirmed by agreement of a larger part of the framework members. Along these lines, carefully designed is guaranteed 

whenever exchanges are stuffed into the blockchain. With respect to blockchain permanence, an equivalent duplicate of 

the record is reproduced, facilitated and kept up with by all members. 

No matter what the sort of blockchain, the business rationale is encoded utilizing shrewd agreements, a self-executing 

code on the blockchain system that consider straight-through handling. When implanted in the blockchain, savvy 

contracts turns out to be for all time carefully designed, as nobody can change what's been modified, self-confirming 

because of mechanized conceivable outcomes and self- implementing when the standards are met at all stages. 

Among the significant highlights of Blockchain, decentralization by making the record open by all members, permanence, 

so blockchain is almost difficult to alter and is oversight safe, accessibility by giving all companions a duplicate of the 

blockchain to get access all timestamped exchange records, and secrecy, where every client can collaborate with the 

blockchain with a created address, that doesn't uncover the genuine personality of the client. 

 

2.3 Scientific classification of Blockchain Systems 

Current blockchain frameworks are arranged into four kinds: public, private, consortium and hybrid blockchains. 

Public Blockchain: Public blockchains give a completely decentralized network, where each part can get to the blockchain 

content and could partake in the agreement cycle (for example Bitcoin and Ethereum). 

Private Blockchain: Private blockchains are committed for single endeavour arrangements and used to monitor 

information trades happening between various offices or people. Each member need agree to join the organization and 

considered as a known part whenever it has been stuck. 

Consortium Blockchain: A consortium blockchain is a permissioned organization and public just to a special gathering. 

It is utilized as an auditable and dependably synchronized circulated information base that monitors member's information 

trades. 

Hybrid Blockchain: Hybrid blockchains join the advantages of private and public blockchains. Subsequently, a public 

blockchain is utilized to make the record completely open, with a private blockchain running behind the scenes that have 

some control over admittance to the changes in the record. 

 

2.4 Need of blockchain in medical care 

Taking everything into account, the earnestness of improvement increments to additional unbelievable velocities. Today 

the need is for quality wellbeing offices upheld by cutting edge and fresher innovations. Here, Blockchain would assume 

a basic part in changing the medical care area. Moreover, the scene of the wellbeing framework is moving towards a 

patient-fixated approach zeroing in on two principal viewpoints: open administrations and fitting medical services assets 

consistently. The Blockchain improves medical services associations to give sufficient patient consideration and excellent 

wellbeing offices. Health data information exchange is some other tedious and dull cycle that prompts high wellbeing 

industry costs, immediately figured out utilizing this innovation. Utilizing Blockchain innovation, residents might partake 
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in wellbeing concentrate on programs. Moreover, better examination and shared information on open prosperity will 

upgrade treatment for various networks. A concentrated information base is utilized to deal with the whole medical 

services framework and associations. 

Up to this point, the main issues confronted are information security, sharing, and interoperability in populace wellbeing 

the executives. This specific issue is solid by utilizing Blockchain. This innovation improves security, information trade, 

interoperability, respectability, and continuous refreshing and access when accurately carried out. There are likewise 

huge worries about information assurance, particularly in the fields of customized medication and wearables. Patients 

and clinical work force require protected and clear method for recording, sending, and counselling information over 

networks without wellbeing concerns; in this way, Blockchain innovation is executed to determine these issues. 

 

2.5 Electronic Medical Records 

To change medical care, the centre ought to be ascribed to the administration of Health data information that could be 

improved from the possibility to interface heterogeneous frameworks and increment Electronic Health Records (EHRs) 

exactness. While Electronic clinical records (EMRs) and EHRs are utilized conversely, there is a distinction between the 

two terms. EMRs term showed up first, which is a computerized rendition of the paper graphs in the clinician's office. 

An EMR contains the clinical and treatment history of the patients in a single practice. Notwithstanding, EHRs centre 

around the all-out strength of the patient-going past standard clinical information gathered in the supplier's office and 

comprehensive of a more extensive view on a patient's consideration [1]. 

From the planning study, blockchain innovation upholds the administration of EHRs. In this unique situation, Ekblaw et 

al. present [2] MedRec, an EHR-related execution that proposes a decentralized way to deal with oversee approval, 

consents, and information dividing among medical services partners. MedRec utilizes etherium stage to empower patients 

to have information and data on who can get to their medical services data. 

Health data information security is a main concern for all wellbeing frameworks and associations, yet the rising volume 

of information and inquiries regarding overseeing it are critical obstacles for suppliers. Here, blockchain could help as it 

utilizes changeless records that are persistently refreshed all the while on all taking part network hubs. This implies there 

is definitely not a solitary entryway from which information can be messed with, as in a focal store. 

However giving various entryways that are not secure could likewise introduce an issue, blockchain is intended to relieve 

this gamble. Inside blockchains, the information "blocks" are associated with every one of the blocks that precede and 

subsequent to utilizing exceptional marks or "chains." If information inside a block should be refreshed, another block is 

added, meaning the update, as opposed to the old block being modified. This makes a record, with timestamps, of all 

information that is added or refreshed. 

Blockchains additionally work utilizing decentralized agreement, implying that all gatherings engaged with the 

consortium utilizing the blockchain should settle on how information is checked and recorded. For a troublemaker to 

endeavour to take advantage of this and control the information, they would have to oversee a larger part of the hubs in 

the organization all the while and modify the whole blockchain worried about the information they are focusing on. This 

isn't unimaginable, however it is very troublesome in light of the enormous number of hubs in a medical care related 

network. 

 

2.6 Distant Patient Monitoring 

To have the option to remotely screen the situation with the patient, distant patient observing covers the assortment of 

clinical information through cell phones, body region sensors and IoT (Internet of Things) gadgets. Blockchain assume 

a significant part in putting away, sharing and recovering the somewhat gathered biomedical information. 

In this specific circumstance, Ichikawa et al. [5] present an application where cell phones are utilized to communicate 

information to a blockchain-put together application with respect to Hyperledger Fabric. 

Griggs et al. [6] show how Ethereum savvy contracts gives computerized mediations in a solid climate by supporting 

constant patient checking application. Other proposed approaches present the extraordinary possibilities of Internet of 

Things (IoT) in numerous areas, particularly it's vigorously taken advantage of and utilized in e-wellbeing. Toward this 

path, Ray et al. propose IoBHealth [7], an information stream design that joins the IoT with blockchain and can be utilized 

for getting to, putting away and overseeing of e-wellbeing information. 
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2.7 Pharmaceutical (Medical) Supply Chain 

A significant test across the medical services area, as in numerous others, is guaranteeing the provenance of clinical 

products to affirm their legitimacy. Utilizing a blockchain-based framework to follow things from the assembling point 

and at each stage through the inventory network empowers clients to have full perceivability and straightforwardness of 

the merchandise they are purchasing. 

This is a first concern for the business, particularly in creating markets where fake physician recommended prescriptions 

cause a huge number of passings yearly. It is progressively significant for clinical gadgets which are multiplying rapidly 

with the reception of more distant wellbeing checking, and subsequently likewise drawing in light of a legitimate concern 

for troublemakers. 

MediLedger is a main illustration of a blockchain convention that empowers organizations across the physician endorsed 

drug production network to check the genuineness of meds, as well as expiry dates and other significant data. 

Bocek et al. [8] present Modum.io AG, a start-up that utilizes blockchain to accomplish information unchanging nature. 

To check the consistence to quality control temperature necessities, this start-up makes public openness of the temperature 

records of drug items during their transportation. Drug organizations are determinedly attempting to work on the nature 

of medication as well as concoct new medication for different illnesses. Such medication is expected to go through a long 

cycle guaranteeing patent security, wellbeing, viability, measurable legitimacy and endorsement from administrative 

specialists. Regularly, this cycle requires numerous years, beginning from revelation to commercialization, where clinical 

preliminaries involve a significant piece of the span [9]. Thusly, such a long interaction is powerless against drug review 

and fake because of the absence of safety and protection [10]. This snag could be disposed of by utilizing blockchain 

innovation all through the entire drug process. We could hold the protection and guarantee security by utilizing 

blockchains disseminated record, by guaranteeing that each preliminary occasion is kept in the blockchain hubs which is 

carefully designed. A private blockchain could be utilized to guarantee that all drug stick to the conservation of patent 

insurance. This should be possible by utilizing a savvy contract that gives trustworthiness, detectability and 

straightforwardness [11]. As per a new report [12], around a little over half of drug organizations are either working or 

exploring different avenues regarding blockchain, which mirrors the possibilities of blockchain in such industry. 

 

III. CONCLUSION IMPACT 

 The review gave an outline about the use of Blockchain in Healthcare. As a matter of fact, because of the 

dramatic development of this innovation, blockchain has been applied in a few use cases fully intent on 

improving the robotization of clinical benefits. 

 My study shows that the majority of researches applying blockchain in healthcare are concentrated towards 

sharing Electronic Health Records. 

 Blockchain technology is very helpful in maintaining health records, remote patient monitoring, pharmaceutical 

supply chain, insurance management etc. 

 The major impact of the blockchain in healthcare is that the patients can have full control on their data and have 

the choice that with whom they want to share their data. 

 It maintains data confidentiality, availability and integrity. 

 

3.1 Disadvantages 

 Despite the fact that, blockchain innovation offers promising highlights, there is as yet a requirement for more 

examination to more readily comprehend, proficiently and safely create and assess this innovation. 

 Progressing endeavours have been directed to conquer limits in adaptability, security and protection to work on 

partners' trust in involving this innovation and to expand its reception in medical care. 

 The block size limit in blockchain is planned to diminish execution above and forestall the versatility expected 

to oblige the huge measure of patient wellbeing information. 

 The efficiency factor of the blockchain innovation in medical care needs to explored more that can give an 

improved answer for this methodology. 
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