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Abstract: One of the most effective ways to ensure secure authentication is to use digital multifactor 

authentication. The Multi-Factor Authentication method was implemented after many experiments to protect 

the data by raising its security level to the next level with additional authentication. Various authentication 

factors have been introduced, which are then linked to direct access. All aspects of modern culture are now 

rapidly expanding as a result of digitalization. Verification is one of the most powerful empowering factors 

in breaking the pattern. It includes online payments, organization, access rights management, and other 

aspects of living in a hyper-connected world. The growing interest in high-security applications has sparked 

interest in obtaining sensitive information through the use of passwords, tokens, and other methods. 

Modernized mystery key gathering projects discover quick, obvious, and easy-to-guess passwords such as 

names and ages easily. Malware is a persistent threat to security and protection, both in terms of quantity 

and consistency. As data becomes more available, hacking, secret key breaking, and online misrepresentation 

become less effective. The multi-factor confirmation proposition ensures a higher level of safety by increasing 

the single verification factor. 

 

Keywords: Authentication, Multi-Factor Authentication, Sensors, Cryptography, Face recognition, One 

Time Password (OTP), Password, Biometrics, Token, Verification, Data Protection 

 

I. INTRODUCTION 

Authentication is critical, especially in online services. There are several methods for authenticating users. These range 

from simple systems like a username and password combination to complex systems like biometric and/or one-time usage 

based variable tokens. 

 

1.1 Authentication  

Authentication is the use of one or extra mechanisms to prove our identification. The use of one or more mechanisms to 

prove our identity is known as authentication.[1] 

 

II. HOW AUTHENTICATION WORK 

The first step is to enter your login information on a login page or in the username and password bar. The following step 

is to validate your login information. When the server you're attempting to access decrypts the personalized information 

it receives, the authentication process begins. Finally, the computer either approves or rejects your authentication 

request.[2] 

 
Fig.1Working of authentication 
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III. WHY IS AUTHENTICATION IMPORTANT? 

Cybercriminals spend their days preying on unsuspecting victims. To stay safe as an active online user, you must protect 

your devices from unauthorized access. 

User authentication is effective in reducing cyber threats to their most basic form. Attackers' antics are only credible if 

they gain access to your network. The authentication acts as a barrier that keeps them out. They can't pull it down as long 

as it's strong. 

User authentication protects the confidentiality, builds trust, and ensures privacy.[2] 

 

IV. TYPE OF AUTHENTICATION 

 Single Factor 

Authentication 

Two Factor Authentication Multi Factor 

Authentication 

Definition Single-factor 

authentication is the 

simplest form of 

authentication methods. 

With SFA, a person 

matches one 

credential(password) to 

verify himself or herself 

online[3] 

Two-factor authentication uses the 

same password/username combination, 

but with the addition of being asked to 

verify who a person is by using 

something only he or she owns, such as 

a mobile device. Simply put, it uses two 

factors to confirm an identity.[3] 

Multi-factor authentication 

combines three factors: 

something you know, 

something you have, and 

something you are. MFA[3] 

is a subset of 2FA.[3] 

Why is it 

used 

The process of single 

factor authentication is 

much simpler and 

faster.[4] 

Two-factor authentication provides a 

higher level of security than single-

factor authentication (SFA)[4]. 

It has more security layers 

than 2FA[4]. 

Pros Single FA is simple 

because you only have to 

go through one process[6]. 

The main advantage of such two-factor 

authentication software is its ability to 

be used in the absence of cellular 

coverage or Internet access[7]. 

To use a stolen MF software 

/ hardware authenticator, an 

attacker still requires the 

second factor[8]. 

Cons It is capable of leaking 

passwords. A keylogger or 

screen capture can be used 

to steal the password[6]. 

If the device is factory reset or lost, or 

the authenticator application is 

accidentally deleted, the token is lost 

and recovering it is difficult[7]. 

The second factor is on the 

same device as the first. 

When the second factor is 

verified locally, such as with 

an OTP software generator 

on a smartphone, both the 

second factor and the secret 

key used to generate the OTP 

may be compromised at the 

same time[8]. 
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V. LITERATURE REVIEW 

To better comprehend the elements at work with authentication, it's far critical to first comprehend what authentication 

is. Authentication and the various measures of authentication are used to confirm that a specific consumer or manner is 

who they claim to be. It really is that simple. There are four well-known methods for authenticating customers [9]: 

 Something you Know: This is the most basic type of authentication with which most customers are familiar. 

This well-known is typically provided as a username or password that the consumer understands best. 

 Something you own: This type of authentication is represented by the consumer having ownership of a physical 

entity or tool. This can be represented as a physical token consisting of the consumer's cellphone or other media 

device producing a brief and, on occasion, single use authentication code [9]. 

 Something You Are: A biometric signature, which includes a fingerprint, retina scan, or facial recognition, 

represents this type of authentication. When done correctly, this is usually visible as one of the most powerful 

types of authentication. 

 Someplace you are: This type of authentication corresponds to the location of a consumer or method, and in 

response offers or denies access to sources accordingly. This well-known can be accomplished by employing a 

large number of IP addresses or geographic area points [9]. 

The efficient use of biometrics and other authentication methods ensures the implementation of a future market standard 

of a three-factor authentication approach. Dependability breeds confidence, and confidence breeds efficiency. The 

increased dependability of a more secure platform with three-factor authentication is difficult to dismiss. With additional 

research, the software could be expanded to allow users to create their own accounts and save credentials and biometric 

reference tags in each user's account [9]. 

Multi Factor authentication (MFA) is a secure tool type that uses multiple forms of authentication to confirm the 

legitimacy of a transaction. In contrast, single component authentication (SFA) requires only a person ID and password. 

In two-factor authentication, the person provides two forms of identification, one of which is normally a physical token, 

such as a card, and the opposite of which is normally something memorized, such as a security code. Other authentication 

strategies that may be used in MFA include finger scanning, iris reputation, facial reputation, and voice ID [10,11,12, 

and 13]. 

The proposed system is an MFA scheme that benefits from various authentication schemes. Users have complete control 

over whether or not the 3-D password is entirely recall, biometrics, recognition, or token based, or a combination of 

schemes or more. This type of option is critical because users are unique and have different requirements. As a result, in 

order to ensure high user acceptability, the user's freedom of choice is critical. 

 

VI. PROBLEM DEFINITION 

The risk of critical data breaches grows in lockstep with the rate of digitization. As a result, robust systems capable of 

preventing or limiting the spread of stolen personal data are required. This could be accomplished by using a combination 

of multifactor authentication to strengthen a user's identity. Most authentication systems have varying requirements, both 

in terms of security and the complexity of the user authentication process. As a result, continuous authentication may be 

an effective way to provide additional security while remaining undetected by the user. As smartphones and wearable 

technology become more widely available, new authentication methods that are both easier to use and more secure than 

passwords are being proposed. 

There are numerous methods for gathering user identifying features on smartphones because they contain a range of 

sensors. Apple, for example, uses both fingerprint and facial recognition as methods of authentication. [14,15] 

 

VII. OBJECTIVE 

The objective is to maintain a greater level of user authentication security. Users will be given access to set passwords at 

will. Text encryption, such as a pass phrase, a PIN or pattern-based password, and multi-factor authentication are all 

included. This way, whether you break the first or second level, or it's impossible to postpone a third, the bot or anybody 

else will have a harder time cracking password. As a result, as technology advances, new and unconventional methods 

are employed. The major goal of the multi-factor authentication security strategy is to provide a unique arcane lesson on 

how to use a 3-level authentication such as OTP as a password to make the system incredibly safe. 
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VIII. RESEARCH METHODOLOGY 

Every day, corporations, government agencies, and other organizations spend a lot of money on computer memory to 

preserve their data. Although online password guessing has been known since the dawn of the internet, there has been 

little teaching on how to avoid it. This paper examines multi-factor authentication in the context of a safe authentication 

system. When setting a password, for example, the user can choose three click points using a PIN or pattern. After 

evaluating the checkpoint, the user must log in again and confirm the next step of the login procedure, which is the 

delivery of the Soft Token to the phone number. 

 
Fig. 2 How Multi-factor works[16] 

As a result, this feature encourages users to select Image and click difficult-to-guess points. Remote login is presently 

full and growing due to brute force and dictionary password attacks. Despite the threat of such an attack, allowing 

legitimate users to log in quickly is a critical issue. Automatic Turing Check is being developed as an effective, simple-

to-use solution - using the default login detection method charges users automatically. 

 

8.1 Shamir’s Secret Sharing Scheme  

Shamir's Secret Sharing scheme[16] can be used to divide an integer into s to n shares. If a certain number of shares, t, 

are available, the secret integer, s, can be successfully modernized. The Dealing algorithm is used to split the integer, and 

the reconstruction algorithm is used to modernize the secret. 

The Dealing algorithm is given in Fig. 3 and Reconstruction algorithm in Fig. 4 

 
Fig. 3 Proposed Dealing algorithm 

 
Fig. 4 Proposed Reconstruction algorithm 
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Multi-factor authentication using fingerprints and user-specific random projection 

The proposed multi-factor authentication method [18] is divided into two phases: enrolment and verification. The 

fingerprint and the secret key are required inputs during the enrollment phase (user-specific PRN). The PRN is used to 

generate a user-specific random matrix mxm RR, which is then stored on a smartcard. A fixed length vector n Rx is 

extracted from the fingerprint and then projected onto a random subspace using the user-specific R, resulting in a 

revocable and privacy-preserving biometric template n Rt, which is then stored in the template database. 

Random projection is a tool for reducing dimensionality. It can also be used to create biometric templates that are 

revocable while maintaining privacy. 

During the verification phase, the user asserts his or her identity and provides a fingerprint and a PRN. The same template 

generation action used in the enrolment phase is then used to generate a template n' Rt. The similarity between t and 't is 

calculated. Between two vectors, the Euclidean range was used. If the Euclidean range between their query and enrolled 

templates is less than a predetermined threshold, the users are verified to be who they claim to be. 

 
Fig . 5 Proposed Multi Factor Authentication System 

 

IX. ANALYSIS & FINDINGS 

A survey was administered to the group of people with the goal of learning about authentication as well as comparing 

and selecting various schemes and approaches. The survey form was filled out by 301 respondents in total and we received 

valid responses. 

The respondents were asked three primary questions, the contents of which can be described as follows: 

Q1. What authentication schemes do you know? 

Q2. What multifactor authentication methods do you know? 

Q3.  In what applications have you used authentication or multi-factor authentication methods? 
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9.1 Authentication Schemes known by the Respondents 

For this question, respondents were asked to select the authentication schemes they were familiar with from a list. Text 

passwords, one-time passwords (OTP, tokens), and mobile-based authentication were the most well-known schemes. 

This question was answered by all respondents. The full results of this question are shown in Table 2, which shows the 

number of survey respondents who are familiar with each authentication scheme. 

 
 

Table 1: Number of respondents that know each authentication scheme. 

 

9.2 Multifactor Authentication Methods known by the Respondents 

For the second question, respondents were given a brief explanation of multifactor authentication. Following that, they 

were asked what multifactor authentication methods they were familiar with. The most well-known of these was the 

combination of text passwords and OTP. This question was answered by  305 survey participants. The complete results 

of this question can be found in Table 3, which shows the number of survey respondents who are familiar with each 

multifactor authentication method. 
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Table 2: Number of respondents that know each authentication method. 

 

9.3 Authentication Schemes and Methods used in Application by the Respondents 

The respondents were then asked which authentication methods they had used in the application. The majority of 

applications were either mobile applications or banking and commerce applications. This question was answered by 136  

survey respondents. The complete results of this question can be seen in the graphs of Figures 6, which show the 

authentication schemes and methods that were used, as well as the contexts of the applications that were used. 

 
Table 3: Authentication schemes and methods used by the respondents. 

 

X. LIMITATIONS 

Multi-factor authentication takes more time Not only does having to enter two or more types of authentications add time 

to a process, but the installation itself can be tedious. Good multi-factor authentication should be programmed for both 

internal and external vendors, and getting everyone installed with the right access and tools does not occur overnight. 

 

XI. CONCLUSION 

Regardless of the issues with some authentication methods, it is clear that using multi-factor authentication in some form 

or another is far more secure than simply using a username and password. With users becoming more aware of security 

issues and the importance of protecting their online data, one of the first steps they should take to improve the security 

of their accounts is to enable multi-factor authentication. 
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