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Abstract: Cyber Security plays an important role in the field of information technology. Acquiring knowledge 

has become one of the biggest challenges of today. Various governments and corporations are taking steps 

to curb cyberthreats. Despite the various measures, online security is still a major problem for many. This 

paper focuses on the challenges facing Internet security in the most sophisticated technology. It also focuses 

on the ultimate in terms of online safety practices, ethics and practices that change the face of online safety. 

Companies continue to invest in technology to run their businesses. Now, they are deploying additional 

systems in their IT networks to support remote work, improve customer experience, and generate value, all 

of which create a powerful new threat. At the same time, the enemy — no longer just a single character — 

consists of complex organizations that use integrated tools and skills in mechanical engineering and learning. 

The scope of the threat is increasing, and no organization is immune. Small and medium enterprises, 

municipalities, and provincial and federal governments face similar risks with large corporations. 
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I. INTRODUCTION 

Today man is in a position to send and receive any sort of data could also be an e-mail or an audio or video just by the 

press of a button but did he ever think how securely his data id being transmitted or sent to the opposite person safely 

with none leakage of information? The answer lies in cyber security.  

Today Internet is that the fastest growing infrastructure in a day life. In today’s technical environment many latest 

technologies are changing the face of the person kind. But thanks to these emerging technologies we are unable to 

safeguard our private information during a very effective way and hence lately cyber crimes are increasing day by day. 

Today quite 60 percent of total commercial transactions are done online, so this field required a high quality of security 

for transparent and best transactions. Hence cyber security has become a contemporary issue. The scope of cyber security 

is not just limited to securing the knowledge in IT industry but also to varied other fields like cyber space etc. 

Even the newest technologies like cloud computing, mobile computing, E-commerce, net banking etc also needs high 

level of security. Since these technologies hold some important information regarding an individual their security has 

become a requirement thing. Enhancing cyber security and protecting critical information infrastructures are essential to 

every nation's security and economic wellbeing. Making the web safer (and protecting Internet users) has become integral 

to the event of latest services also as governmental policy. Today many nations and governments are imposing strict laws 

on cyber securities so as to stop the loss of some important information.  

  

II. TRENDS ON CYBER SECURITY 

 So these are some of the trends that are having a huge impact on cyber security. 

 

2.1 Web Servers 

The trouble of attacks on web operations to pull data or to implement code. Cyber culprits distribute these code via legal 

webservers they ’ve compromised. But data- stealing attacks, numerous of which get the attention of media, are also a 

big trouble. Now, we need a lesser emphasis on guarding web technologies and web operations. Web servers are 

especially the stylish platform for these cyber culprits to steal the data. Hence one must always use a safer mode or 

softwares and especially during important deals in order not to fall as a prey for these crimes. 
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2.2 Cloud Computing and Services 

These days all small, medium and enormous companies are slowly adopting cloud services. In other words the technology 

is slowly moving towards the cloud service . This latest trend presents an enormous challenge for cyber security, as traffic 

can go around traditional points of inspection. Additionally, because the number of applications available within the 

cloud grows, policy controls for web applications and cloud services also will got to evolve so as to stop the loss of 

valuable information. Though cloud services are developing their own models still tons of issues are being mentioned 

about their security. Cloud may provide immense opportunities but it should be noted that because the cloud evolves so 

as its security concerns increase. 

 

2.3 Advanced Persistent Threat 

Advanced Persistent Threat is a whole new level of cyber crime ware. For years network security capabilities like web 

filtering or IPS have played a key part in identifying such targeted attacks (mostly after the initial compromise). As 

attackers grow bolder and use more vague techniques, network security must integrate with other security services so as 

to detect attacks. Hence one must improve our security techniques so as to stop more threats coming within the future. 

 

2.4 Mobile Networks 

Today we are ready to hook up with anyone in any a part of the planet . But for these mobile networks security may be a 

very big concern. These days firewalls and other security measures are getting porous as people are using devices like 

tablets, phones, PC’s etc all of which again require extra securities apart from those present in the applications used. We 

should believe the safety problems with these mobile networks. Further mobile networks are highly susceptible to these 

cyber crimes tons of care must be taken just in case of their security issues. 

 

2.5 IPv6: New Internet Protocol 

IPv6 is that the new Internet protocol which is replacing IPv4 (the older version), which has been a backbone of our 

networks generally and therefore the Internet at large. Protecting IPv6 is not just a question of porting IPv4 capabilities. 

While IPv6 may be a wholesale replacement in making more IP addresses available, there are some very fundamental 

changes to the protocol which require to be considered in security policy. Hence it's always better to modify to IPv6 as 

soon as possible so as to scale back the risks regarding cyber crime. 

 

2.6 Encrypt Code 

Encryption is that the method of encoding messages (or information) in such how that eavesdroppers or hackers cannot 

read it.. In an encryption scheme, the message or information is encrypted using an algorithm, turning it into an unreadable 

text. This is usually through with the utilization of an encryption key, which specifies how the message is to be encoded. 

Encryption at a really beginning level protects data privacy and its integrity. But more use of encryption method brings 

more challenges in cyber security . Encryption is additionally wont to protect data in transit, for instance data being 

transferred via networks . Hence by encrypting the code one can know if there's any leakage of data . 

 

2.7 OTP Threat 

Just when you think your mobile phone is finally free of any potential threat from hackers, a new attack is always lurking. 

A new attack has now been discovered where hackers are ready to redirect SMS bound for the victim’s telephone number 

to their systems. Hackers use text-messaging management services, meant for business, to hold out the attack, because 

of the exploit in these services. So, in a way, these attacks are possible because of the negligence of the telecom industry, 

at least in the US, and hackers are in for a treat. The attack, hackers can redirect important messages, such as those 

containing OTP or login links for services such as WhatsApp. 

Just to avoid being a victim of such mishaps, it is advised that you do not rely much on SMS services. For two-factor 

authentication (2FA), it is better to use authenticator apps such as Google Authenticator or Authy. And for bank-related 

OTPs, it's better to possess your email address registered together with your account to receive the OTPs. Although, 

without your banking details, the OTP will not be of much use to the hacker, anyway.Live TV 
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2.8 Software Vulnerability 

Network connectivity provides connectivity but vulnerabilities in the software abiding in computers mainly compound 

the cyber security problem. The software development styles that have been the norm fail to give the high- quality, 

dependable, vulnerabilities exploit infected software can replicate itself and be carried across networks to damage in 

other systems critical, the former to minimize damage moment and the ultimate to establish a foundation of knowledge 

and capabilities that will help the cyber security professionals of hereafter reduce the threat and minimize damage for the 

long term. Hence these above are some of the trends on cyber security. 

  

III. CYBER SECURITY BREACHES SURVEY 

 
In organisation 24% organiser change or updated firewall or system configuration for complex security purpose and its 

good decision for organisation. 

19% In It industry change or update antivirus or anti malware software made flexible software and easy to use for the 

users without any issues.  

18% In organisation provided training for the employees to avoid all issues to the cyber security. 

12% Its own software build by organisation for security purpose and not used any other software because of data security. 

6% organisation also outsourced for cyber security related needs 

14% organisation not taken any action for security purpose 

 

IV. WHAT ARE THE SECURITY ISSUES IN THE IOT? 

Although IoT devices play a major role in IoT security discussions, putting all the emphasis on this IoT aspect does not 

give a complete picture of why security is necessary and what it entails. There are many factors that make IoT security 

more important today. These security issues include the following: 

 Vulnerabilities: Risk is a major problem that often afflicts users and organizations. One of the main reasons why 

IoT devices are at risk is because they do not have the ability to integrate built-in security. Apart from the devices 

themselves, risks to web applications and related software for IoT devices can lead to compromised applications. 

 Malware: In addition to the limited computer capacity of most IoT devices, malware is still infected. Other 

families of malware include cryptocurrency mining malware and ransomware. 

 Information theft and unknown exposure: Like anything related to the Internet, connected devices increase the 

chances of being exposed to the Internet. Important technical information and personal information may be 

stored anonymously and may be directed to these devices. 

 Device mismanagement and misconfiguration: Security monitoring, password breach, and device maltreatment 

can all contribute to the success of these threats. 

  

V. THE MOST IMPORTANT SECURITY PROBLEMS WITH IOT DEVICES 

 Incorrect access control: The services provided by the IoT device should be accessible only to the owner and 

the people in their immediate area who trust them. However, this is often insufficiently enforced by the device 

protection system. IoT devices may trust the local network at this level so no further confirmation or 

authorization is required. Any other device connected to the same network is also trusted. 

 Outdated software: As software risks are identified and resolved, it is important to distribute the updated 
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version to protect yourself from the risk. This means that IoT devices must be shipped with the latest software 

without any known risks, and that they must have a review function to detect any known risks after the device 

is released. 

 Lack of encryption: If the device speaks in plain text, all exchange information on the client device or 

background service can be found . Anyone who is able to find a position on the network path between the device 

and its storage area can check network traffic and be able to access sensitive data such as login details. 

 Application vulnerabilities: Acknowledging that software contains original risks is an important step in 

protecting IoT devices. Software bugs can make it possible to activate the device on a device not intended by 

the developers. 

 Insufficient privacy protection: Customer devices often store sensitive information. Devices used on the 

wireless network store the password for that network. IoT devices and related services must handle sensitive 

information efficiently, securely, and only with the consent of the end user of the device. This applies to both 

the storage and distribution of sensitive information. 

 Intrusion ignorance: When a device is compromised, it usually ends up operating normally from a user 

perspective. Any additional bandwidth or power consumption is usually not detected. Most devices do not have 

the function of login or alert to notify the user of any security issues 

 User interaction: Vendors can promote secure shipping of their devices by making it easier to configure them 

securely. With due diligence in use, design, and documentation, users can be moved to configure secure settings. 

There is a slight discrepancy between this section and the other categories listed above. For example, the problem 

of controlling the wrong access mentioned above involves using unsafe or suspended passwords. One way to 

solve this is to make the user interaction with the device much easier or forced to set a secure password. In most 

of the above security categories, it is difficult for a non-professional user to check if a device meets the 

requirement. However, user interaction, by definition, can be seen by the end user, so the consumer can check 

how well the device is performing in user interaction. User interaction is an important step in ensuring that the 

security measures used are effective and efficient. If it is possible to change the default password, but the user 

does not know or can not find the function, it does not help. 

 

VI. THE IOT SKILL GAP 

Companies are facing a significant IoT skills gap that prevents them from taking full advantage of new opportunities, 

according to Forbes (30 July 2019). 

As it is not always possible to hire new talent, the option is to rely on existing teams. Skills training and development 

programs must be developed. When your team members know and prepare for IoT; Your IoT will be much stronger. 

 

VII. EFFECTIVELY HANDLING IOT SECURITY CONCERNS 

Ensuring that the goals of the three safety pillars are achieved is a matter of proper design by design. By using advanced 

security options such as device and authentication management solutions, based on encryption techniques, with expert 

information collected as quickly as possible, companies can prevent unauthorized access to data, tools, and software. 

Next, these controls help to ensure data integrity and service availability. 

 

VIII. EMERGING ISSUES 

The lack of foresight on the industry provides little time for strategic development and protection against common threats 

to the growth of the IoT ecosystem. Anticipation of emerging problems is one of the reasons why IoT security research 

should be conducted on an ongoing basis. Here are some of the emerging issues to consider: 

 

Prevalence of remote work arrangements 

It has brought major home-based (WFH) applications to organizations around the world and suppressed the most complex 

reliance on home networks. IoT devices also proved to be useful in WHF setup for multiple users. These changes highlight 

the need to re-evaluate IoT security processes. 
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5G connectivity. 

Switching to 5G comes with high expectations and expectations. It is a development that will make some technologies 

change. Currently, much research on 5G is still focused on how it will affect businesses and how to use it safely. 

 

IX. HOW TO SECURE THE IOT 

 No quick fix will address the security issues and threats posed in this article. Certain strategies and tools may be 

needed to properly protect special systems and IoT features. However, users can use a few best practices to 

reduce risk and prevent threats: 

 Assign an administrator of things 

Having someone to act as a controller for IoT devices and networks can help reduce security surveillance and 

exposure. They will be responsible for ensuring the safety of the IoT device, even at home. 

 Regularly check for patches and updates 

Risk is a major and persistent problem in the IoT sector. This is because risks can arise from any layer of IoT 

devices. 

 Use strong and unique passwords for all accounts 

Password managers can help users create unique and strong passwords that users can store in the app or the 

software itself. 

 Prioritize Wi-Fi security 

Some of the ways users can do this include enabling the router firewall, disabling WPS and enabling the WPA2 

security protocol, and using a strong Wi-Fi access password. 

 Secure the network and use it to strengthen security 

IoT devices can put networks at risk, but networks can also serve as a standard area where users can apply 

security measures covering all connected devices. 

 Secure IoT-cloud convergence and apply cloud-based solutions 

IoT and cloud are increasingly integrated. It is important to consider the safety implications of each technology. 

Cloud-based solutions can also be considered to bring additional security and processing power to IoT devices 

on the edge. 

 Consider security solutions and tools 

The biggest challenge users face when trying to protect their IoT ecosystem is the limited amount they can use 

to take these steps. Some device settings may have limited access and are difficult to configure. 

 Secure the heavy use of GPS 

Some IoT devices and applications use GPS extensively, carrying potential security concerns. Organizations, in 

particular, need to be aware of situations in which GPS signals can be congested, especially when using 

production, monitoring, and other systems. 

 

X. CONCLUSION 

Top security issues are no doubt related to access control and featured services. In addition, IoT devices should use the 

best security methods such as encryption. Vendors can help secure the use of their products by providing documentation 

and contacting users and security professionals. When designing IoT projects, it is important to start thinking about 

security from the earliest stages of research and development. However, ensuring strong cybersecurity security for 

devices, networks, and data in IoT environments. 
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