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Abstract: The current paper is related to the application of the machine learning approach to cloud security. 

This is a review article. Some important papers are chosen to identify research gaps in the cloud security 

field. Cloud computing is becoming increasingly popular and widely used. Several businesses are investing 

in this field, either for their own use or as a service to others. The emergence of various security issues for 

both industry and consumers is one of the consequences of cloud development. Machine Learning is one 

method for securing the cloud (ML). ML techniques have been used in a variety of ways to prevent or detect 

Cloud attacks and security gaps. The primary goal of this research is to perform a thorough examination of 

the machine learning approaches used to address, identify, and prevent cloud security concerns and 

vulnerabilities. Finally, it is concluded that SVM is the most commonly used ML in both hybrid and standalone 

models. KDD and KDD CUP'99 are the most used datasets by previous researchers. 
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I. INTRODUCTION 

Cloud computing is a technical advancement that provides information technology facilities, platforms, and applications as 

Internet services. It is seen as the realization of a long-held ideal known as "Computing for Use," and it is increasingly being 

adopted by businesses as private, public, or hybrid Clouds. Its major goal is to allow consumers to use and pay for what 

they want, providing on-demand software and infrastructure services. Although cloud computing is widely seen as a huge 

and positive IT infrastructure transition, substantial security work is still to be done to mitigate its flaws. Cloud security 

concerns and vulnerabilities must be recognized and addressed since a considerable quantity of personal and business data 

is stored in cloud data centers.  

Cloud infrastructure is vulnerable to assaults since it employs common Internet protocols and virtualization methods. 

Traditional sources of these attacks include Address Resolution Protocol, IP spoofing, Denial of Service (DoS), and so on. 

They might potentially originate from somewhere else. Zero-day attacks, also known as unknown assaults, are regarded as 

a serious issue in the cyber security area. Traditional detection and prevention strategies are inefficient in dealing with these 

threats while simultaneously dealing with a big data flow. Machine Learning (ML) approaches are extremely useful for 

detecting attacks, whether traditional or zero-day. Machine learning is a collection of algorithms that can learn patterns from 

data and predict them. 

To improve prediction, machine learning combines computer science and statistics. There are three forms of learning in 

machine learning: supervised, unsupervised, and semi-supervised. The classification model for supervised machine learning 

is built using categorized data that has been trained. Unsupervised learning techniques allow you to train a model without 

using any instructions. Nearest Neighbor, Nave Bayes, Decision Trees, Linear Regression, Support Vector Machines 

(SVM), and more techniques are available for each. Unsupervised algorithms like K-means clustering are an example. Deep 

Learning (DL) allows multi-layered computer models to learn data representations at different levels of abstraction. It has 

made substantial progress in a variety of areas, including image analysis, speech recognition, and text recognition. 

The primary goal of this research is to perform a thorough examination of the machine learning approaches used to address, 

identify, and prevent cloud security concerns and vulnerabilities.  

 

 



IJARSCT 
 ISSN (Online) 2581-9429 

    

 

          International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

 

 Volume 2, Issue 6, May 2022 
 

Copyright to IJARSCT    DOI: 10.48175/IJARSCT-4254    343 
www.ijarsct.co.in  

Impact Factor: 6.252 

II. LITERATURE SURVEY 

2.1 Types of Attacks in Cloud Computing 

In order to protect the Cloud from those threats and prevent any damage, the attacks that can be launched need to be identified 

and understood. The attacks most often discussed in cloud computing are the following: [1], [2], [3]  

(a) Denial of Service (DoS) attack: This is an attempt to affect service availability for users. Distributed Denial of 

Services (DDoS) is used to launch DoS using multiple computers. 

(b) Zombie attack: When an attacker floods the victim with requests from innocent hosts in the network. Such an 

assault interrupts Cloud's anticipated behavior, influencing the accessibility of Cloud services. 

(c) Phishing attack: This is an attempt to manipulate and gain personal information from innocent people by redirecting 

them to a false link. At Cloud, an attacker may be hosting a Cloud service to hide the accounts and services of other 

cloud users via a phishing attack site. 

(d) Man-in-the-Middle attack: Where an attacker is able to access the communication path between two users. An 

intruder can access information interactions between data centers in the Cloud There are other attacks such as 

Cloud malware injection attacks, breach of confidentiality, authentication attacks, attacks on virtualization, etc. 

    There are other attacks such as cloud malware injection attacks, breaches of confidentiality, authentication attacks, attacks 

on virtualization, etc. 

 

2.2 Application of Machine Learning Methods of Attack Detection for Cloud Computing   

We discovered that ML is utilized in a variety of methods for detecting Cloud attacks in the articles we collected. Traditional 

detection, which detects and warns users when an attack occurs, is one of the most used methods. Another method of 

detection is to evaluate the Cloud security for any gaps or weaknesses before the assault begins. 

Table 1. List of Researchers Work on Similar Topics 

Researchers   Year                   Work Done by Researcher 

 

1. H. Tabrizchi and M. 

Kuchaki Rafsanjani[4] 

 

2020 
 

 
2. L. Alhenaki, A. 

Alwatban, B. Alamri, and N. 

Alari[5] 

 

2019 
 

  
3. R. Kumar and R. 

Goyal[6] 

 

2019 

 

 
4. L. B. Bhajantri and 

T. Mujawar[7] 

 

2019 
 

 
5. K. V. Uma and E. S. 

Blessie[8] 

 

2019 
 

 
6. D. Dave, N. 

Meruliya, T. D. Gajjar, G. T. 

Ghoda, D. H. Parekh, and R. 

Sridaran[9] 

 

2018 
 

 

7. I. Avdagic and K. 

Hajdarevic[10] 

 

2018 
 

 



IJARSCT 
 ISSN (Online) 2581-9429 

    

 

          International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

 

 Volume 2, Issue 6, May 2022 
 

Copyright to IJARSCT    DOI: 10.48175/IJARSCT-4254    344 
www.ijarsct.co.in  

Impact Factor: 6.252 

8. D. Kwon, H. Kim, J. 

Kim, S. C. Suh, I. Kim, and 

K. J. Kim[11] 

 

2017 
 

 
9. G. Nenvani and H. 

Gupta[12] 

 

2016 

 

 
10. B. Nelson and T. 

Olovsson[13] 

 

2016 

 

 
11.  S. G. Kene and D. 

P. Theng[14] 

 

2015 
 

 
12.  C. Modi, D. Patel, 

B. Borisaniya, A. Patel, and 

M. Rajarajan[15] 

 

2013 
 

 

13. C. Modi, D. Patel, 

B. Borisaniya, H. Patel, A. 

Patel, and M. Rajarajan[16] 

 

2013 
 

 
14. A. Patel, M. 

Taghavi, K. Bakhtiyari, and 

J. C. Júnior[17] 

 

2013 
 

 

15. M. T. Khorshed, A. 

B. M. S. Ali, and S. A. 

Wasimi[18] 

 

2012 
 

 
16. M. T. Khorshed, A. 

B. M. S. Ali, and S. A. 

Wasimi[19] 

 

2011 
 

 

 

III. RESULTS AND DISCUSSIONS 

 
Figure 1. Performance Metrics Employed by Researchers 
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Figure 2. Data Sets Employed by Researchers 

In their investigation, 20 articles included performance metrics. We ended up with more than 30 measures after gathering 

the metrics they utilized. As a result, we'll only include metrics that are utilized several times. True Positive Rate is the most 

commonly utilized of the 13 metrics we obtained. It's also known as detection rate, recall, or sensitivity. TPR is the value of 

accurately anticipated or categorized normal data. Accuracy is used by 16 studies to evaluate performance because it 

demonstrates the effectiveness of their machine learning model. Twelve studies utilize the False Positive Rate to describe 

when a value of normal data is wrongly predicted or categorized. The frequency with which a model properly predicts a 

good outcome is known as precision. Six articles employed the True Negative Rate, also known as specificity, to calculate 

the value of anticipated normal data. False Alarm Rate comes in second in terms of frequency of use, with five research 

using it. Following that are Detection value and Specificity, both of which are employed in four investigations. F-measure, 

also known as F-score or F-value, is the average of recall and accuracy. Only twice is the False Negative Rate utilized to 

compute the data that was incorrectly anticipated. Figure 1 shows the performance metrics employed by researchers. 

    Data sets are critical in arriving at a model evaluation and in achieving the optimal result. As a result, we undertook an 

assessment of the data sources utilized in the relevant publications, resulting in 36 datasets. The datasets that were used, as 

well as their frequency, are shown in Figure 2. KDD and KDD CUP '99 are the most popular datasets, with four research 

publications per dataset being utilized for assessment. The NSL KDD '99 dataset and Real datasets, which are utilized in 

three studies, are next. CADIA and UNSW each have two papers. The remaining datasets are utilized only once. 

 

IV. CONCLUSION 

The primary goal of this research is to perform a thorough examination of the machine learning approaches used to address, 

identify, and prevent cloud security concerns and vulnerabilities. Finally, it is concluded that SVM is the most commonly 

used ML in both hybrid and standalone models.KDD and KDD CUP'99 are the most used datasets by previous researchers. 
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