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Abstract: Malware detection is the study and prevention of malicious sofiware in the realm of computer
security. It isn't the only way to protect a business against a cyber-attack. Companies as well as
administrators must assess their risk in order to be effective. In this study, we will look at many different
ways of detecting computer malware and malicious software, websites, as well as future instructions in this
field of study, and we'll also talk about the rise of computer viruses and worms and how to combat them.
Innovative procedures and strategies such as the behavioral-based model and the signature-based model
are replacing traditional detection methods. Future instructions will include the development of improved
security solutions to combat cyber fraud, which has increased in recent years, particularly in the Asia-
Pacific region. With the rise in cyber security fraud and other dangerous activities, traditional approaches
are no longer sufficient to protect computers, as they have numerous limitations. To address these
challenges, researchers have developed new techniques such as heuristic analysis and static and dynamic
analysis, which can detect over 90% of malware samples with no false positives or negatives.

Keywords: Behaviour-based approach, Dynamic analysis, Static analysis, Heuristic, Malware,
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I. INTRODUCTION
With the rise in malware threats, it's more necessary than ever to secure our computers and cellphones with anti-virus

software. Machine learning is a valuable technology for detecting malicious software. It has been trained on millions of
samples so that it can learn to recognise their properties at scale, even when new varieties of malware are discovered. It is
a type of artificial intelligence that may be used to detect malware. It works by extracting information from a file and
comparing it to known malware signatures. It also entails scanning the entire system or portions of it, extracting harmful
software traits, matching these features to known behaviors, and detecting malware. The battle between malware designers
and examiners is fierce. Both the research and hacking communities are working in the same direction; one is constructing
a malware detection system, while the other is designing malicious software that will assault computer and network
resources. Malware examiners look for known malware and try to detect it so that the user's computer systems are not
attacked.
The virus has a variety of impacts, including:

e File system destruction.

e  The file size has changed.

e Delete the whole contents of the DVD.

e Damage to the file allocation table, rendering the information on the disc unreadable.

e  Various harmless but frightening graphic/sound effects

1.1 Motivation

Malicious code can infect our systems. Malicious code is software that is designed to harm or disrupt computer systems.
Malicious code is code that is embedded in a program with the goal to destroy, corrupt, disable, or gain access to sensitive
information. Malware is constantly growing and becoming more complex in order to take advantage of our devices'
capabilities. Manufacturers, developers, and customers all need to be concerned about device security. This will lower the
likelihood of malware being used in the future. The manner of delivery is frequently used to classify malicious
code.Dropped malware and Drive-by malware are the two most popular varieties.
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The malware that is dropped refers to programs that are transmitted by email, Facebook chat, instant messages, Skype
contacts, and other social media platforms.
Drive-by Malware is a term used to describe programs or malware that are distributed when a user visits an infected
website or downloads an infected file, believing it to be legitimate. Users who download free software from the internet
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without checking its reputation run the danger of acquiring malware and viruses, which could compromise and invade
their privacy and sensitive information.

Before it can cause any harm, the malicious code must infiltrate and subvert the legitimate system. On a compromised
device, a malicious program frequently downloads and executes more dangerous programs. It accomplishes this by taking
advantage of flaws in the computer's operating system.

II. RELATED WORK

Malware detection can be done using a number of techniques. Malware authors, on the other hand, have employed a
variety of tactics to elude detection, necessitating the development of new and more precise approaches. It's hard to
identify malware. New malware will continue to emerge even after upgrades, making this a never-ending battle.
Traditional signature-based malware detection isn't a good answer because fresh samples can easily circumvent current
methods. A vision-based approach is a recent way that employs deep learning techniques in the Al process to detect
malicious software features. However, this method is ineffective when there are no examples or when they are not
available for training.

II1. LITERATURE REVIEW

Jagsir Singh and Jaswinder Singh (2020) published a journal review on Machine learning-based malware detection in
executable files, which addresses the problem of harmful file proliferation. This document discusses trojans, worms,
backdoors, spyware, logic bombs, ransomware, and viruses, among other harmful applications. Various strategies,
including as behavior-based models, signature-based models, dynamic and static analysis, hybrid malware detection
techniques, and hypervisor type I and II, have been developed to combat such threats. The malicious material is extracted
from training samples.

The review of several potential signature-based techniques is presented in this part. Karnik et al. (2007) proposed a
method for malware detection that employed a set of functions. The op-code group was represented by the element in the
series. In addition, function series were represented in the signature of the malicious file in order to detect malware
variations. To deal with the obfuscation strategies, the cosine similarity measure was developed. However, advanced
obfuscation tactics (equivalent instruction replacement) and packaged malware were incompatible with this methodology.

A graph-based malware classification approach was reported by Bruschi et al. (2007). This approach, according to the
author, tackles some simple obfuscation strategies. The control flow graphs were created from binary files and then
compared to graphs of previously identified dangerous files. Two methods were used to detect the virus. The first method
compares the graphs of the binary file B (under test) with the already known file M (malware), while the second algorithm
matches the reduced graphs of the B file with the known file M. The author examined 78 malware files against the
aforementioned two methods, with a false-positive rate of 4.5 for the first algorithm and 4.5 for the second algorithm,
respectively. This method, however, could not tackle zero-day malware.

Zhang et al. demonstrated an approach for detecting and classifying malware using n-gram byte sequence
characteristics. The most important n-gram bytes that potentially represent the malware file were retrieved using a
selection method. Then, using a probabilistic neural network approach, a classifier was created. A set of decision-rules for
identifying malware was included in each classifier. Three types of malware were chosen for categorization from the
online VX Heavens database.

Moskovitch et al suggested a machine learning strategy based on opcodes for detecting unknown harmful files. The
operation codes were classified as 1-byte, 2-byte, 3-byte, 4-byte, 5-byte, and 6-byt The heuristic malware detection
method was proposed by Griffin et al. The goal of this approach was to develop a 48-byte sequence that might be used to
detect virus variations. Despite utilising a single component signature, the author employed numerous component
signatures to train the classifier here. During the runtime, however, the impact of various component signatures was
unclear.

Copyright to IJARSCT DOI: 10.48175/568 205
www.ijarsct.co.in



(4 IJARSCT ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJARSCT

Impact Factor: 6.252

Gavrilut et al. (2009) employed a one-sided machine learning algorithm cascade to distinguish between benign and
malicious code. The goal of this innovation was to use this algorithm to decrease the number of false positives. They
started with a basic one-sided perception cascade. Then they included a cascade kernelized one-sided perceptions
approach, which improved the detection technique's accuracy (88.78) by chevaliering the execution flow of malware files.
On the basis of the execution flow, malware control flow graphs were created utilising function calls. After that, the graph
was compared to the malware file's contained templates of malware CFG. Malware templates had previously been saved.
If the computed CFG was part of a template, the malware detector was classed as a harmful file. The difficulty with these
arcane tactics, such as code reordering, is that they can elude malware detection since they modify the harmful files' real
execution pathways.

Searles et al. (2017) developed a malware detection approach based on a control flow graph. The Shortest Path Graph
Kernel (SPGK) is a method that was developed to find commonalities between the CFG retrieved from binary files. The
SVM approach is then used to train the classifier more efficiently and accurately using a comparable matrix.
Parallelization was also employed to cut costs and speed up the classifier, which resulted in higher accuracy than the 2 or
3gram model.

Volume 2, Issue 5, May 2022

III. METHODOLOGY

This method compares the outcomes of five different categorization algorithms for prediction. Based on a previously
trained model, an ML model is used to predict the class for a certain file. The Ada-boost, decision tree, gradient boosting,
and gaussian machine learning models were among the models tested. Algorithms must be trained to analyse data patterns.
Android was originally introduced in 2008, and ML is already infiltrating the system. As the popularity of Android
applications expanded, security vulnerabilities became more prominent. Because numerous academics are continually
finding and proposing new ML-based solutions, there has been an increasing emphasis on applying machine learning for
software security in the previous five years. Based on the study's findings, we devised a number of research topics. The
next stage was to come up with a search strategy for finding completed studies that may answer our research objectives.
The database's purpose, as well as the criteria for inclusion and exclusion, were set at this time. The study selection
criteria were developed in order to find publications that addressed the stated research goals.

3.1 Architecture
A. Naive bayes

It's the most powerful and accurate probabilistic machine learning algorithm available. The naive bayes algorithm has
the benefit of being quick and economical to train, and it can generalise well from modest quantities of training data. The
Naive Bayes algorithm is a probabilistic classification technique that is part of the expected-a-posteriori algorithm family.
Each event is treated as a random variable in the probabilistic method, and its probability is calculated by dividing the
number of occurrences by the total number of occurrences. All features are assumed to be independent in the Naive Bayes
classifier.

B. Ada-boost

e Ada-boost is a top-performing algorithm on the market that has been developed for over a decade. It's a patented
machine learning approach that enhances results for machine learning challenges by being fast and precise. It has
been used to solve challenges ranging from data mining to natural language processing to computer vision.

e The Ada-boost algorithm is a simple machine learning system design algorithm. It works by gradually increasing
the effectiveness of a classifier on a training dataset as more data becomes available. It should be emphasised that
the approach is designed to fit the classifier's parameters to the training data sequentially. Ada-boost needs
sequential training and cannot be used with data that is not in sequence. Bernard Widrow and Ted Smith created
the algorithm at the beginning.

C. Decision tree
e A decision tree is a tree structure in which each leaf node signifies the outcome and each interior node reflects a
property (or attribute). The uppermost node of the tree is the root node. Recursive partitioning is a technique for
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recursively dividing a tree. This decision-making aid has a flowchart-like format. It's a flowchart visual
representation of human thought. Decision trees are therefore straightforward to understand and interpret.

e Advantages, a new algorithm, adds a lot of new functionality. Advantages is a decision-tree-based method that
may be used in a variety of scenarios and disciplines. The objective is to identify the optimal set of options to
pursue.

e The goal is to determine the optimal set of options that are worthwhile to pursue for some objective function, but
with time, money, or other resources restrictions. One of the algorithm's main advantages is that it may be used to
find good near-optimal solutions to a wide range of difficult situations.

e Advantages is a decision tree algorithm that suggests the optimal solution in each given circumstance. Machine
learning is used to investigate all possibilities and discover the most efficient solution. Power users may also
design their own decision trees for the algorithm to investigate, or download decision trees made by others.

D. Gini Index/Gini Impurity
e [t detects impurity in the tree's node. Its value ranges from 0 to 1. As a result, a Gini index of 0 indicates that the
sample is fully comparable and that all items are identical, whereas a Gini index of 1 indicates that there is
maximal disparity among the elements.

IV. SYSTEM DESIGN AND FLOW

4.1 Architecture of Hypervisor

Hypervisor It is an important piece of software that enables virtualization. The machines and operating systems they run
on are theoretically guests of the effective hardware. There are two hypervisors in this architecture. There are two types of
hypervisors: type I and type II. Type-I hypervisors are referred to as bare metal or native metal, whilst Type-II hypervisors
are referred to as hosted hypervisors. Hypervisor is employed.

To separate the operating system and application from their basic hardware in this project. It produces a virtualization
that separates the hardware and software.
The virtual machine's CPU, followed by its RAM and other hardware resources.

1. A bare metal hypervisor (Type-I) can access hardware resources directly. It is made up of several VMM
(Virtual Type-I Hypervisor: Machine Monitors) depending on the hardware and requirements. This hypervisor is
likewise thought to be safe. VMware, ESXi, XEN, and AHV are examples of Type-I hypervisors.

2. Type-II Hypervisor: A Type-II hypervisor runs inside an operating system and adapts to the hardware
requirements. VMM (Virtual Machine Monitors) are used in Type-II hypervisors, which include Virtual Box,
VMware Player, and QEMU. The fundamental distinction between Type-I and Type-II hypervisors is that Type-
II hypervisors are usually placed on top of an existing operating system.

VM-I VM-II SRR VM-n
- - -
VMM

OvVmware, ESXi, XEN, Nutanix AHWV)

-

!

[ Hardware ]

Type-1
Figure 1: Type I Hypervisor
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Figure 2: Type II Hypervisor

4.2 Architecture of Signature-based Model

Techniques based on signatures are quick and abstract. Using a hash is one simple technique to create signature-based
malware files.

e  Algorithm: The hash algorithm is an encryption algorithm that is used to ensure data integrity. MDS5, SHA-1,
SHA-2, NTLM, and LANMAM are some of the most regularly used hash algorithms. The infection is detected
using this signature-based approach based on a general pattern of behaviour.

e  Files: The data samples are first obtained in Malware and Benign samples in this method. Malware samples are
examined. Develop defences and resolve the hazard technique.

These two categories of samples are static feature extractions of software. Many tools are available in the signature-
based model. Malware detection and detection tools have been created. The signature could be made up of strings, bytes,
an executable file, or something else different. The use of assemblers such as IDA Pro, Capstone, which further extract n-
gram bytes which can detect malicious files, and the four algorithms applied over the n-byte feature sets include Nave
Bayes (NB), Ada boost, Decision tree (DT), and Artificial Neutral Networks, is one of the most popular (ANN). Basically,
this technology uses a pattern matching approach to identify malicious code. This method detects malicious code by
scanning for sequence within it.

However, due of their short execution duration or easy operation, many frequent harmful actions may be missed using
this strategy. Despite the fact that this technique can detect malicious files to some extent. This method does not work if
the pattern has been changed by a virus, hence it may be difficult to identify new infections using this method alone
because it relies on a database of known patterns shared by numerous anti-malware products. Antivirus or anti-malware
software frequently use this strategy, relying on a signature database to determine what virus or other harmful code is
installed on a computer.

Because of the following factors, this approach has become less effective:

1. The growth of polymorphic code.

2. Malware insertion is increasingly employing encryption and encoding techniques to avoid detection during
transmission.

3. The growing number of known and undiscovered variants that attackers can use to sign malicious code with valid
keys, preventing it from being identified as such. Clustering is the process of grouping unlabeled examples in

Copyright to IJARSCT DOI: 10.48175/568 208
www.ijarsct.co.in



O

IJARSCT

ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT

Impact Factor: 6.252

Volume 2, Issue 5, May 2022

machine learning. Unsupervised machine learning is required. The marked examples, on the other hand, are
utilised for clustering and then classification. K-means, SVM, RF, and k-NN are the algorithms employed in this
strategy.
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4.3 Architecture of Behavior based model

Malware can infect a computer in a variety of ways. Allowing malware to be detected based on behaviour might
improve security against new or modified viruses. In the computing industry, behavior-based malware detection is also
known as heuristic detection, and it differs from the usual method of scanning executables. For example, there is no need
to scan executables that are only performed in memory, such as scripts or web pages, for harmful activities because they
cannot be executed without an executable present. It can detect new malware mutations and distinguish between benign
and harmful files. Malware is easy to detect on the surface since it manifests as a process or a file on the system. However,
behavior-based detection approaches look for more subtle symptoms of infection, such as changes in start up sequence
frequency and duration.

Behavior-based approaches are more durable but take a long time to implement. Malware behaviour is influenced by a
variety of factors. APIs, browsers, operating systems, and network events all influence behaviour. This method provides a
solution to the obfuscated malware. The obfuscation approach is utilised to solve this strategy. It is a technique for making
textual and binary data difficult to read, making it difficult for attackers to discover malware files.

Malware samples and benign samples are used to acquire data samples. The behavioural properties of these two types of
samples are extracted. Process Explorer, Wireshark, Regshot, and T Dump are among the tools utilised in Malware
samples. Static and dynamic analyses are used to examine benign samples. It use sandboxes to identify suspicious activity
in virtual machines. Cuckoo, CW Sandbox, Anubis, and Norman are the sandboxes used. File actions, Registry changes,
Network artefacts, and System calls are removed and converted. It is the most effective method for distinguishing between
malicious and benign files.

Traditional detection methods and machine learning are used to convert the characteristics. The tools utilised in the

traditional method are rule-based, graph matching based on API calls, and statistical methods. The methods employed in
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machine learning algorithms are classification and clustering; the algorithms used in this approach are SVM, DT, KNN,
NB, Ensemble, CNN, RNN, K-means, and so on.

[xata Samples

Malware Benign
Samples Samples
e ) _—
l——mmwﬁmmﬁ
Using Tousls Uisimg
Process Explorer, sanidbarxes
Wireshark Hegshor, Cuckoo, CWSandbax

Tepdimgs Anibsis, noreEn

- |

Syaewn Calls

1B 5 s bk VY
rrgapenkes W
e L 1
[T T—— ey
AR AT

Traddibogal detaotion method Alachs 1 esming
S
J-: |
Classdication And Closiering
2%, DU KNP WH, Enscmblc. CTIN
Soaiseticnl Mokod BEM, K hEonns, Tic

Figure. Behavioural — based Mosdel

Fig: Behaviour-based Model

4.4 Architecture of Hybrid Based Malware Detection

Because signature and behavior-based algorithms have both dos and don'ts, researchers have developed hybrid malware
detection to address these difficulties. In this architecture, harmful and benign files are analysed in both static and
dynamic methods.

These files are fed into malware classifiers for training. It's a way for categorising malware samples into different
malware families. These classifiers are used to solve a variety of key security issues. Finally, testing is carried out in both
signature-based and behavior-based analytic techniques. Finally, the malware detector database is updated using these
strategies for both files.

Both detection methods are used to identify known and unknown malware files. As a result, utilising this technique
reduces malware scanning time and reduces false positives. It also has the best detection rates for polymorphic malware.

Viruses, worms, bots, and Trojans are all examples of polymorphic malware. This hybrid approach to malware threats is
more accurate, faster, and more robust. Another way is to use data samples, which are a collection of known malicious
files and normal programme files, to uncover patterns that can effectively identify malware.
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Fig: Hybrid Based Malware Detection

4.5 Application

The performance of this malware detection is to examine and understand how a researcher tackled the problem. The
researchers together discover the fastest alternate method of detection and analysis of malware that is by using machine
learning. So, by using Machine Learning it is easy to determine the best extraction features, representation and
classification methods for the malware detection. Machine Learning consist of various fields that are subdivided into
supervised and unsupervised learning, which are further used for malware detection. The techniques that are used are
Naive Bayes and Neural Networks.

V. PROJECT IMPLEMENTATION
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= 53443 VirusShare_cdd16c83894da634999d50285e5f8ae0  cdd16c83894da634999d50285e5f8ae0 332 224 258 10
= 53444 VirusShare_b5a53c731460211d3b559Mcc2ccebrg b5a53¢731460211d3b5591CC2ccchbr9 332 224 258 10
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VI. ADVANTAGES AND DISADVANTAGES

6.1 Advantages
e Detect polymorphic malwares.
e Can analyse patterns and prevent from similar attacks.
e  Could distinguish between malicious and legitimate files.
e Functions as an early warning system for computer security.
e Detects unconceived type of malware attacks.

6.2 Disadvantages
e  Algorithms need to be taught to analyse data patterns.
e ML displays a risk of running insufficient algorithms and making limited predictions.
e Sales number of threats aggressively rising so it’s the amount of data analysed could built Robert defense against
attack.

VII. CONCLUSION AND FUTURE SCOPE

This research intention is to detect malware using malware analysis techniques such as behavioral and dynamic analysis
and various machine learning techniques such as navie bayes, random forest, decision tree is used to identify malware. So
this project present some of existing machine learning algorithms directly applied implemented on data or datasets of
malware. The Navie Bayes classifier is a probabilistic machine learning model. It uses bayes theorem to calculate the
posterior probability of each class given a particular piece of feature. This paper also explains how algorithms will play a
role in detecting malware with excessive accuracy and predictions.

Other data sets can be added to enhance accuracy, and more algorithms with higher performance can be added to
enhance accuracy. It can be specified on the web for real-time reasoning of exe files in the cloud. One could attempt
categorizing data into separate malware categories. One can further build a valid set, experiment with different methods.
Evolution of a hybrid approach with two heads. Dynamic analysis will also be taken out, to use both automatic and boring
methods, as well as a diversity of dynamic instruments. Naive Bayes is a simple, but strong probability-based classifier
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that automatically does a few of the heavy-lifting for you. You can also utilize it to calculate some useful parameters for
some other machine learning algorithms. Ada-boost is a set of tools to make marketing more predictive with insights from
machine learning. It supports with marketing attribution, forecasting marketing spend & ROI, and showing marketing ROI
over time
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