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Abstract: Deepfake media generated or altered using artificial intelligence can imitate real people
and events with increasing visual realism, creating challenges for digital trust, privacy, cybersecurity,
Jjournalism, and forensic investigation. This paper presents a comparative literature-based study of
deep learning techniques used for deepfake detection. Representative approaches are examined across
spatial, temporal, frequency-aware, transformer-based, and hybrid categories. Major public datasets,
including FaceForensics++, Celeb-DF, and the DeepFake Detection Challenge dataset, are also
compared. The analysis shows that CNN-based methods provide efficient spatial feature extraction,
temporal models capture frame-to-frame inconsistencies, frequency-aware methods expose
complementary forensic traces, and transformer-based methods offer broader contextual modelling at
higher computational cost. Recent benchmark and generalization studies indicate that performance
measured only within the training distribution can overstate practical reliability. The paper therefore
emphasizes cross-dataset evaluation, robustness to compression, computational efficiency,
explainability, and reproducibility as important criteria for practical deepfake detection.
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L. INTRODUCTION
The rapid growth of generative artificial intelligence has made it increasingly possible to synthesize or modify visual
media so that manipulated faces appear authentic. Deepfake generation commonly involves identity replacement, facial
reenactment, expression manipulation, and other forms of synthetic editing. Earlier work such as FaceForensics++
established the importance of benchmark-based evaluation for facial manipulation detection and demonstrated that
large-scale manipulated-media datasets can support automated forensic analysis [1].
The detection problem is difficult because modern manipulations can preserve many visual characteristics of genuine
media while hiding or weakening traditional forensic traces. Compression, resizing, changes in lighting, camera
characteristics, and social-media processing can further alter the evidence available to a detector. MesoNet
demonstrated that compact deep neural networks could detect facial video manipulation efficiently, while later work
moved toward representations designed to generalize across manipulation methods [2], [3].
A central concern in the literature is generalization. A detector may perform well when training and testing data are
drawn from similar distributions but degrade when exposed to unseen manipulation techniques or different datasets.
Face X-Ray addressed this issue by learning a representation associated with blending boundaries rather than relying on
artifacts tied to one specific manipulation family [4]. More recent work has continued to investigate frequency-domain
bias, domain adaptation, and cross-domain generalization [5], [6].
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This paper does not claim a new benchmark score. Instead, it synthesizes published research and compares
representative approaches using common dimensions: forensic evidence exploited, architecture, computational
characteristics, data requirements, robustness, generalization, and practical deployment considerations.

A. Problem Statement

The central problem is reliable identification of manipulated facial images and videos when the detector cannot assume
that the manipulation method, dataset, compression level, or content distribution is the same as that used during
training. A practical system should minimize false decisions while retaining useful performance on previously unseen
media.

B. Aim

The aim of this study is to compare major deep learning techniques for deepfake detection and identify the factors that
influence their effectiveness, robustness, generalization, computational requirements, and suitability for practical
deployment.

C. Objectives
*  Study the nature of deepfake generation and the forensic evidence available for detection.
* Classify representative detection methods into spatial, temporal, frequency-aware, transformer-based, and
hybrid categories.
¢ Compare widely used public datasets and evaluation practices.
* Examine the strengths and limitations of major deep learning approaches.
* Identify generalization, compression, explainability, and computational challenges.
* Develop an evaluation-oriented framework for selecting and validating detection approaches.

II. LITERATURE REVIEW
The literature on deepfake detection has evolved from compact CNN classifiers toward increasingly diverse systems
that use temporal information, frequency representations, attention mechanisms, semi-supervised learning, and domain
adaptation. Early approaches established that facial manipulation leaves detectable artifacts, but subsequent research
has shown that detector performance is highly dependent on data distribution and evaluation protocol.
A. CNN-Based Spatial Detection
CNN-based detectors learn spatial representations directly from face crops. MesoNet used relatively shallow networks
to focus on mesoscopic facial properties and reported high detection rates on the evaluated Deepfake and Face2Face
data [2]. FaceForensics++ further demonstrated the value of deep learning and domain-specific forensic knowledge
under varying compression conditions [1]. CNNs remain attractive because they are comparatively simple to train and
deploy, and pretrained image backbones can provide strong feature extraction.
However, a CNN can learn cues correlated with a particular dataset rather than cues intrinsic to manipulation. This
becomes problematic when the generation pipeline changes. Gong and Li report that conventional CNN-based
approaches can have limited generalization to unseen data and emphasize evaluating detectors across datasets and
manipulation types [7].

B. Temporal and Video-Based Detection

A video contains information unavailable in an isolated frame. Temporal approaches attempt to capture inconsistencies
across adjacent frames, including changes in facial appearance, motion, or other signals. CNN features can be
combined with recurrent or sequence-processing components, while 3D CNNs can jointly model spatial and short-term
temporal information. The advantage is a richer evidence source, but the cost is greater data and computational
requirements. Frame sampling strategy can also influence results.
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C. Frequency-Aware Detection

Frequency-domain analysis provides a complementary view of image evidence. Qian et al. proposed F3-Net, which uses
frequency-aware decomposed components and local frequency statistics to detect face forgery [5]. Their findings
indicate that frequency information can remain useful under compression, where subtle spatial artifacts may be
weakened. Recent research has extended this direction by studying frequency bias itself. Kashiani et al. identified
spectral bias in deepfake detectors and proposed FreqDebias to reduce over-reliance on specific frequency bands,
reporting improved cross-domain generalization [6].

D. Generalization-Oriented Representations

Face X-Ray represents a notable attempt to learn manipulation-related evidence that is less tied to a particular
generator. The method models blending boundaries between image sources and was evaluated on unseen manipulation
techniques, where the authors reported stronger generalization than several existing detectors [4]. This direction is
important because a useful detector should respond to characteristics shared by different manipulations rather than
memorizing one generation pipeline.

E. Transformer and Attention-Based Methods

Transformer-based architectures provide mechanisms for modelling long-range relationships and global contextual
information. Recent surveys group transformer-based detection as a distinct research direction and report growing
interest in attention-based modelling [7]. Their potential advantage is richer global representation, particularly when
artifacts are distributed across a face or across a sequence. The trade-off is computational complexity, memory demand,
and a greater need for carefully controlled training data.

F. Benchmark and Standardization Research

DeepfakeBench highlighted a major methodological issue: results reported by different studies can be difficult to
compare when preprocessing, datasets, experimental settings, and evaluation metrics differ [8]. The benchmark
integrates multiple datasets and detection methods under a more unified evaluation framework. This supports a key
principle of the present study: a detector should not be ranked using one accuracy value from one dataset alone.

Study Main contribution Evidence / approach Main implication
[FaceForensics++ |[Large-scale benchmark forlCNN and forensic cues; compression-Standardized  evaluation  is
[1] facial manipulation aware benchmark essential
MesoNet [2] Compact  facial  videoMesoscopic spatial features Efficient CNNs can be effective

detector
[Face X-Ray[4] [More general forgeryBlending-boundary representation Generalization beyond known|
representation manipulation is possible
IF3-Net [5] Frequency-aware detection [DCT and local frequency statistics Frequency cues complement]
spatial cues
FreqDebias [6]  [Frequency-domain Frequency debiasing + consistency |Avoiding  spectral  shortcuts|
generalization improves robustness
IDeepfakeBench |Unified benchmark Multiple datasets/methods/protocols  [Fair comparison requires|
[8] standardized evaluation
ICNN, semi-supervised, Generalization remains a major|
Gong & Li [7] Contemporary survey transformer, biological-signal groups [challenge

III. METHODOLOGY
This study uses a structured literature-review and comparative-analysis methodology. The purpose is not to report a
new model trained by the authors, but to organize published evidence into a consistent framework. Numerical results
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from different papers are not directly combined because datasets, preprocessing, train-test splits, and evaluation
measures differ.
A. Literature Selection
The review prioritizes peer-reviewed conference and journal publications, established benchmark papers, dataset
papers, and recent survey literature. Foundational studies were retained when they introduced widely used datasets or
detection concepts. Recent work was included when it addressed generalization, frequency bias, domain adaptation, or
standardized evaluation.
B. Inclusion Criteria

¢ Studies addressing automated detection of manipulated facial images or videos.

*  Methods using deep learning, including CNNs, temporal models, frequency-aware models, transformers, or

hybrid systems.

¢ Research introducing or evaluating recognized deepfake datasets or benchmarks.

* Studies examining generalization, robustness, compression, explainability, or deployment.

*  Survey and benchmark studies that synthesize or standardize the detection field.
C. Comparative Dimensions
Each method is compared using six dimensions: (1) primary forensic evidence, (2) architecture, (3) computational
characteristics, (4) data requirements, (5) robustness/generalization potential, and (6) deployment and explainability
considerations. This multi-dimensional view avoids treating accuracy as the only measure of detector quality.
D. Evaluation Principles
The literature supports a layered evaluation protocol. First, in-dataset testing measures whether a model can learn the
intended task. Second, cross-dataset testing measures robustness to distribution shift. Third, compression and quality
stress tests examine whether the detector remains useful after resizing, transcoding, blur, noise, or other common
transformations. Metrics should include accuracy, precision, recall, F1-score, ROC-AUC, false-positive rate, and false-
negative rate. For video systems, inference time and resource consumption are also relevant.

= Manipulation / Forensic Deep Learning Real / Fake
RealMedia Detector Decision

Fig. 1. Conceptual Deepfake Detection Pipeline

IV. DEEPFAKE DETECTION TECHNIQUES
A. Spatial CNN Methods
Spatial CNN methods analyse individual frames or face crops. They are useful as baselines because their behaviour is
easier to benchmark than more complex multi-stage systems. Their main limitation is sensitivity to dataset-specific
visual cues and reduced access to temporal evidence.
B. Temporal Models
Temporal models process multiple frames and can learn inconsistencies that are not visible in a single image. They are
suitable for video-level detection but require careful frame sampling and increased computation. A temporal model can
also inherit the weaknesses of the spatial feature extractor on which it depends.
C. Frequency-Aware Models
Frequency-aware models analyse information that may be difficult to observe directly in RGB space. They can
complement CNN features, particularly under compression. However, recent work shows that frequency patterns
themselves can become model biases, so frequency-based systems should also be evaluated on unseen manipulation
types [5], [6].
D. Transformer / Attention Models
Transformers and attention mechanisms can model relationships across larger spatial regions or sequences. Their main
attraction is flexible contextual modelling, but the increased computational and data requirements can make them less

suitable for resource-constrained deployment.
Copyright to IJARSCT E- E DOI: 10.48175/IJARSCT-38924 179

www.ijarsct.co.in




.(I IJARSCT

v i \
Xx International Journal of Advanced Research in Science, Communication and Technology l\ |
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal IED S
ISSN: 2581-9429 Volume 6, Issue 3, October 2026 Impact Factor: 8.2

E. Hybrid and Fusion Approaches

Hybrid systems combine complementary evidence sources, such as spatial and frequency features or spatial and
temporal representations. The rationale is that a manipulation may leave different traces in different domains. The
drawback is additional model complexity and the need for careful fusion so that one biased feature source does not
dominate the final decision.

V. COMPARATIVE ANALYSIS
The comparative analysis indicates that no single architecture can be considered universally best for all deepfake
detection conditions. CNNs offer a strong baseline and lower complexity; temporal models provide additional video
evidence; frequency-aware methods contribute complementary forensic information; transformers provide broader
contextual modelling; and hybrid systems can combine these advantages at the cost of greater complexity.

|Approach Main evidence  [Strength Limitation Compute Generalization |[Use case
CNN Spatial artifacts [Simple, efficient Dataset shortcuts [Low—  [Moderate Baseline / edge
Med

CNN +HFrame sequence [Motion consistency [More compute [Med—  [Moderate \Video analysis

temporal High

3D CNN Spatio-temporal Joint feature learning |[Data intensive  |[High Moderate 'Video

Frequency-  [Spectral cues Compression Spectral biasMed Potentially IForensics

aware complement possible strong

Transformer |Global/contextualLong-range Memory/data cost [High Promising Research / servers
modelling

Hybrid fusion [Multiple cues Complementary Complex pipeline [High Potentially High-assurance
evidence strong systems

A. Dataset Comparison

Dataset choice strongly influences reported detector performance. FaceForensics++ contains manipulated material
generated with several facial manipulation methods and was designed to support standardized evaluation [1]. Celeb-DF
was developed with a focus on realistic visual quality and contains 590 original videos and 5,639 corresponding
DeepFake videos in version 2 [9]. The DFDC dataset was created as a large-scale challenge dataset and contains more
than 100,000 videos in its full version [10].

IDataset Type Important characteristic |Comparative purpose
[FaceForensics++ [[mage/video Multiple manipulation methods; compressionBaseline and controlled
[1] settings comparison
Celeb-DF v2[9] [Video High visual quality; 5,639 fake + 590 realGeneralization /  realistic
source videos media
IDFDC [10] 'Video ILarge-scale challenge dataset; Large-scale video evaluation
100k videos
IDeepfakeBench [8] Benchmark Multiple datasets and standardized protocols [Cross-method comparison
framework

B. Evaluation Metrics

Accuracy is useful when class distributions are balanced, but it should not be reported alone. Precision measures the
proportion of predicted fake samples that are actually fake, while recall measures the proportion of fake samples
detected. Fl-score balances precision and recall. ROC-AUC summarizes ranking performance over classification
thresholds. False-positive and false-negative rates are especially important in applications where incorrect authenticity
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decisions have different consequences. For video systems, latency, memory usage, and throughput should also be
reported.

Input Pre-process Spatial + Temporalj Feature Fusion / Decision +
Media \ & Face Crop i‘ + Frequency Attention > | Evidence

Evaluation: in-dataset - cross-dataset + compression/quality stress test
Fig. 2. Proposed Evaluation-Oriented Comparative Framework

VI. RESULTS AND DISCUSSION
Because this paper is a literature-based comparative study, the results presented here are synthesized findings rather
than new experimental measurements. Reported numerical values from individual papers are not merged into a single
leaderboard because the studies use different datasets and protocols.
A. Comparative Findings
First, spatial CNN methods remain important baseline systems because they can learn manipulation artifacts directly
from images and can often be implemented with moderate computational cost. However, the literature identifies a gap
between strong in-distribution performance and robust performance on unseen data [7], [8].
Second, temporal approaches can provide evidence that is unavailable in a single frame. Their value is greatest when
manipulations create inconsistencies across time. The additional information comes with increased processing cost and
dependence on frame sampling. Therefore, temporal modelling should be selected when video-level evidence justifies
the additional complexity.
Third, frequency-aware methods provide a complementary signal. F>-Net showed that frequency information can
expose forgery patterns and remain useful across compression qualities [5]. Recent FreqDebias research further
indicates that detectors may become overly dependent on particular frequency bands, demonstrating that frequency
analysis should be designed for generalization rather than used as an isolated solution [6].
Fourth, transformer-based methods provide a flexible mechanism for global relationships, but their higher resource
requirements can make them less attractive for lightweight applications. Their practical advantage should therefore be
demonstrated under consistent cross-dataset evaluation rather than inferred from architecture size.
Finally, hybrid approaches appear promising because deepfakes can leave multiple kinds of evidence. A system that
combines spatial, temporal, and frequency information can reduce dependence on a single artifact family. However,
fusion increases complexity and must be evaluated carefully to ensure that the model does not simply learn dataset-
specific correlations from several input branches.
B. Reported Evidence from Selected Studies
FaceForensics++ demonstrated the value of a large benchmark and reported that domain-specific knowledge could
improve detection under compression [1]. MesoNet showed that compact networks could achieve high detection rates
on the evaluated manipulation types [2]. Face X-Ray specifically targeted generalizable blending evidence and reported
effectiveness on unseen manipulation techniques [4]. F3-Net demonstrated the usefulness of frequency-aware cues,
particularly under lower-quality media [5]. More recent generalization research has moved toward domain adaptation
and frequency debiasing rather than simply increasing model size [6], [11].
These findings support a broader interpretation of detector performance: the best practical system is not necessarily the
one with the highest accuracy on a familiar benchmark. Robustness to distribution shift, compression, unseen
generation methods, and operational constraints should be treated as first-class evaluation objectives.

Copyright to IJARSCT  [m]3r.Z/[s] DOI: 10.48175/JARSCT-38924
www.ijarsct.co.in =

181

| 2581-9429 |8
t\ 1JARSCT /3
& <




({ IJARSCT

y [/
xx International Journal of Advanced Research in Science, Communication and Technology l\
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 6, Issue 3, October 2026 Impact Factor: 8.2

C. Practical Recommendation

For a practical research prototype, a CNN-based spatial detector can be used as the baseline. A frequency-aware branch
can then be evaluated as a complementary component, followed by temporal modelling if video-level information is
required. Cross-dataset testing should be mandatory before drawing conclusions about generalization. Transformer or
multi-branch architectures should be considered when their additional computational cost is justified by measurable
robustness improvements.

VII. RESEARCH GAP
The reviewed literature reveals several connected research gaps. The first is the gap between benchmark performance
and real-world generalization. Detectors can learn shortcuts associated with identities, backgrounds, compression
patterns, or particular generation pipelines. DeepfakeBench was developed in part because inconsistent preprocessing
and evaluation practices can make reported results difficult to compare [8].
The second gap concerns robustness after media processing. Online platforms routinely resize and recompress media,
which can remove or alter forensic traces. A detector should therefore be tested under controlled quality degradation
rather than only on clean benchmark inputs.
The third gap is the absence of a universally reliable detector. As generation methods evolve, artifacts that once
distinguished fake content may become less useful. Recent work on domain adaptation and frequency debiasing
indicates that continual improvement and adaptation are necessary [6], [11].
The fourth gap is explainability. A binary label or probability score does not necessarily indicate why a sample was
classified as fake. For high-impact applications, evidence localization, confidence calibration, and human review can
make automated detection more useful and safer.
The fifth gap is efficiency. Large transformer and hybrid models may improve representation capacity but can require
substantial computation. Future research should report not only accuracy-related measures but also latency, memory,
throughput, and energy requirements when deployment is a goal.

VIII. CHALLENGES AND LIMITATIONS

* Dataset bias: public datasets may overrepresent specific identities, manipulation pipelines, or recording
conditions.

* Cross-dataset generalization: performance can decline when the test distribution differs from the training
distribution.

*  Compression and low quality: transcoding, blur, resizing, and noise may remove useful forensic traces.

* Adversarial adaptation: generation systems can evolve in response to known detection strategies.

*  Computational cost: video and multi-branch models can require substantial processing resources.

¢ Explainability: detector scores do not automatically identify the forensic evidence behind a decision.

* Privacy and ethics: face datasets contain biometric information and require responsible collection, storage, and
use.

* No universal detector: deepfake detection should be treated as probabilistic forensic analysis rather than an
infallible authenticity oracle.

IX. FUTURE SCOPE
e Development of generalizable detectors trained to recognize manipulation-independent evidence.
e Combination of spatial, temporal, frequency, and multimodal evidence with controlled fusion.
e Self-supervised and semi-supervised learning to reduce dependence on expensive labelled fake data.
e Domain adaptation and continual learning for new manipulation families while limiting catastrophic
forgetting.
e Robustness testing under compression, resizing, noise, blur, and real social-media transformations.
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e Explainable detection with frame-level or region-level evidence localization and calibrated confidence.
e Lightweight architectures suitable for mobile, edge, and real-time moderation systems.
e Standardized evaluation using multiple datasets and consistent preprocessing and metrics.

X. CONCLUSION
Deepfake detection has developed from compact CNN-based classifiers into a broad research area involving spatial,
temporal, frequency-aware, transformer, and hybrid approaches. The literature reviewed in this study shows that each
family provides a different form of forensic evidence. CNNs remain useful and efficient baselines, temporal models
add information across frames, frequency-aware methods provide complementary spectral evidence, and transformer-
based approaches offer broader contextual modelling. Hybrid systems can combine these signals but introduce
additional complexity.
The most important finding of the comparative study is that detector quality should not be judged by in-dataset
accuracy alone. Generalization to unseen manipulation methods, robustness to compression and quality changes,
reproducibility, explainability, and computational cost are equally important for practical deployment. Benchmark work
such as FaceForensics++ and DeepfakeBench demonstrates the value of standardized evaluation, while recent studies
on domain adaptation and frequency debiasing show that generalization remains an active research challenge [1], [6],
[8].
For future implementation, a layered evaluation strategy beginning with a strong CNN baseline and extending to
complementary frequency and temporal evidence is recommended. Such a design can provide a practical balance
between detection capability, robustness, and computational requirements. The study concludes that reliable deepfake
detection is best viewed as an evolving forensic problem requiring continuous evaluation against new forms of
synthetic media.
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