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Abstract: Facial recognition is an sub-category of biometric security. It is an way of using technology for
confirming and identifying and individual’s identity using their face. Hence while a person is subjected to
facial recognition their face becomes their signature. There are various other forms of biometric security
which includes voice recognition, fingerprint scanner, heart-beat scanner etc. options are available from a
pool of biometric security scans available. The main purpose of Facial recognition system is to enhance
and upgrade the current workflow at many workplaces, institutional bodies and for improving the work
quality and efficiency and effectiveness. In Facial Recognition technology facial geometry of an individual
is extracted and stored in a face database which on use is then pumped into an recognition algorithm which
then does the further processing of face recognition when in use. The survey hereby includes how facial
recognition works i.e. step by step, the practical implementations of facial recognition system, operations of
facial recognition systems.
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I. INTRODUCTION

Facial recognition on a large scale can be categorically divided into 2 phases namely: Face verification, Face
Identification. In first stage a face is located in a scene or an image. In the latter phase features & traits are extracted to
identify or recognize the individual. Facial recognition is a way of relating or attesting an existent’s identity using their
face. Facial recognition systems can be used to identify people in prints, vids or in real time. Facial recognition is a order
of biometric security. Utmost facial recognition technology relies on 2D rather than 3D images because it can more
accessibly match a 2D image with public prints or those in database. The software reads the figure of your face. Crucial
factors include the distance between your eyes, the depth of your eye sockets, the distance from forepart to chin, the shape
of your cheekbones, and the figure of the lips, cognizance and chin. The end to identify the facial milestones that are
crucial to distinguishing your face. The face identification transforms raw analog information (a face) into a refined set of
processed digital information (data) grounded on the person’s facial features. Your face’s analysis is basically turned into
a fine formula. The numerical law is called a face print. As each individual as an unique face print so does each individual
has an unique thumbprint.

II. METHODOLOGY
2.1 How does Facial Recognition Work?
Multitudinous people are familiar with face recognition technology through the Face ID used to unleash iPhones (still,
this is only one operation of face recognition). Generally, facial recognition does not calculate on a massive database of
prints to determine an existent’s identity — it simply identifies and recognizes one person as the sole owner of the

instrument, while giving limited access to others.
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Beyond unleashing phones, facial recognition factory by matching the faces of people walking past special cameras, to
images of people on a watch list. The watch lists can contain cinema of anyone, including people who are not suspected of
any wrongdoing and the images can come from anywhere — indeed from our social media accounts. Facial technology
systems can vary, but generally, they have a tendency to work as follows

e Step 1: Face Discovery: The camera lens discovers and pinpoints the image of a face, either alone or during a
crowd. The image may show the person looking straight ahead or by profile.

e Step 2: Face Analysis: Next, a image of the face is captured and scrutinized. Utmost facial recognition
technology relies on 2D rather than 3D images because it can more conveniently match a 2D image with public
prints or those in a database. The software reads the figure of your face. Pivotal factors include the distance
between your eyes, the depth of your eye sockets, the distance from forehead to chin, the shape of your
cheekbones, and the figure of the lips, cognizance, and chin. The end is to identify the facial mileposts that are
pivotal to distinguishing your face.

e Step 3: Converting the Image to Data: The face internee process transforms analog information (a face) into a
set of digital information (data) predicated on the person's facial features. Your face's analysis is principally
turned into a fine formula. The numerical law is called a face print. In the same way that thumbprints are unique,
everyone has their own face print.

e Step 4: Chancing a Match: Your face print is also compared against a database of other given faces. For
illustration, the FBI has access to over to 650 million prints, drawn from various state databases. On Facebook,
any print tagged with a person’s name becomes a part of Facebook's database, which may also be used for facial
recognition. However, also a determination is made, If your face print matches an image in a facial recognition
database.

Of all the biometric measures, facial recognition is considered the most natural. Privately, this makes sense, since we
generally recognize ourselves and others by looking at faces, rather than thumbprints and irises. It's estimated that over
half of the world's population is touched by facial recognition technology regularly.

II1. IMPLEMENTATION
Practical Implementation of FRT Facial Recognition Technology merchandisers includes both domestic enterprises and
global companies. The systems seek to achieve a range of objects more identification of lawbreakers, law enforcement use
at railroad stations, passenger check- sways at airfields, biometric attendance at companies, and indeed pupil
authentication mechanisms.

3.1 FRT System at Railway Stations

As part of a broader Indian Railroads plan to install facial recognition tech at railroad stations to “identify lawbreakers”.
Western Road has commissioned 470 videotape cameras featuring real- time FRT developed by the Russian videotape
analytics firm NTechLab. This has been certified by the Research Designs and Standard Organization (RDSO), a
specialized counsel and adviser to the Indian Roads. The camera system, which is a said to ensure contemporaneous
recognition of up to 50 people in a single frame, will be used on the busiest section of the network. The video analytics
system can be used to ““ shape strategy” by counting passenger business on the network at any given time, alongside the
stated ideal of “ relating law breakers” and “ searching for missing persons”, according to the systems dealer.

3.2 FRT System at Airfields

FRT systems are in the process of being stationed at airfields in Kolkata, Varanasi, Pune, Vijayawada, and Bengaluru &
Hyderabad as part of a trial under the Ministry of Civil Aviation’s Digi Yatra Initiative. For four of these airfields-
Kolkata, Varanasi, Pune and Vijayawada-that are managed by the Airfields Authority of India (AAI), Japanese electronics
company NEC has been roped in for the perpetration.

3.3 FRT System at Law Enforcement Agencies
The NCRB, which compiles criminality statistics and maintains a database, is seeding “ an automatic FRT system”
directed at easing “ better identification of lawbreakers, anonymous dead bodies & missing/ factory children and persons
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“The Home Ministry has articulated that the automatic FRT system will use “ police reports and will be accessible solely

to Law Enforcement bureaus ”

3.4 Operations OF Facial Recognition
There are numerous operations where face recognition ways are successfully used to perform a specific task. Many of
them are described as under:

A. Surveillance

The word surveillance has been deduced from a French expression which means" watching over". Then (sur means
“from over | and veiller means” to watch"). Surveillance is used to watch the existent’s actions, conditioning, or beside
other affiliated information for securing the people safety. This can be achieved by means of electronic tools i.e.
exclusive- circuit TV (CCTV) cameras) or interception of electronically transmitted information. Surveillance system
offer no. of benefits to different associations. For illustration, it's being used by governments for intelligence gathering,
control the crime, covering the process, person, crowd or object, or the inquiry of crime. Still, on the other side,
surveillance is frequently considered as a violation of sequestration, and in similar cases it's frequently blamed by civil
societies, groups and activists. Liberal republic has laws which bounds original governments and law agencies to use
surveillance, generally confining them in those circumstances where public safety is compromised. Licit associations have
frequently been levied similar domestic restrictions. Still, transnational surveillance is analogous among all types of
countries. Also experimenters are trying to achieve more advanced and gratified results through the use of rearmost
algorithms in face recognition.

B. Time & Attendance

Biometric Time Attendance technologies have been used for Access Control analysis and these are among the rearmost
results over traditional systems (23). In this technology, end users are needed to expose their face into the machine’s
camera by making a certain distance and remove any physical contact with the device. This eliminates any possibility of
being tempering or instrumentality modification through its non- contact system procedure.. In order to acknowledge the
face, facial image is regularized as to line-up eyes and mouth. Also it performs matching with precise vectors from
database. Eventually face recognition system verifies face and allows for marking attendance or access sale. These
machines could also be enforced for other results, where biometric identification/ verification is needed; similar as canteen
operation, payment distribution, and social services.

C Access Control

Access control allows the authorized group of people to enter the particular account by logon through their electronic
mail account using computer entering bank account through ATM machine. But using face recognition system face
images are taken under natural conditions similar as anterior face images. Similar kind of systems yields optimal
accurateness without any intervention from the end user. These automatic face recognition systems are also used to view
and control a person's exertion on PC or ATM machine; for illustration, when people leave the PC without proper closing
their documents and computer folders for a destined time. Also system halts until authenticate person again login and is
admitted. In this case, only legit persons are allowed to enter account.

D. Pervasive Computing

The objective of pervasive computing is to produce a detector grounded network as to make smart bias. Hence, detector
network is used to collect, process and shoot data, and ultimately, it can understand its surroundings and improves the
mortal capability and quality of life. Still, pervasive computing uses wireless communication and networking
technologies, mobile gadgets, wearable computers, entrenched systems, Radio Frequency Identification Devices (RFID)
markers, middleware and software agents. Pervasive computing is being extensively used in number of operations, for
case in energy, consumer, healthcare, product, service, safety, and logistics. One of the exemplifications of pervasive
computing is a smart Watch developed by Apple Watch. It informs a end user for incoming phone call and allows him to
complete the call using watch
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E. Security
Security is a most important forerunner at all places. Computer security is being carried out with use of face recognition
operation. In this regard, image database is being used for disquisition purposes for case, searching image for
authentication of certified motorists to search missing peoples, incomers in law enforcement agencies, General identity

verification , Electoral enrollment, banking, electronic commerce, associating infant, public IDs, passports, worker IDs.

IV. CONCLUSION

Face recognition is an arising technology that can give numerous benefits. Face recognition can save assets and time,
and indeed catalyze new income surge, for companies that execute it right. It’s delicate to be certain. Some experts
prognosticate that our faces will replace IDs, passports and credit, debit card pin figures. Given the fact how accessible
and cost-effective this technology is, this ratiocination isn't far brought. Still, any company that enforced the technology
now might gain a competitive advantage in the futurelf this ratiocination becomes a reality. Face recognition technology
has come a long way in the last two decades. At present, machines are suitable to automatically authenticate identity
information for secure deals, for surveillance and security tasks, and for access control to structures etc. These operations
generally work in controlled surroundings and recognition algorithms can take advantage of the environmental
constraints to gain high recognition delicacy. Still, coming generation face recognition systems are going to have wide
operation in smart surroundings-- where computers and machines are more like helpful subordinates.
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