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Abstract: Introduced new paradigms and is increasingly contributing to the enhancement of banking quarter
products. The purpose of this article is to examine a few of the most important and well-known enabled
banking zone offers, as well as their current benefits and challenges. The fake cheque scam is one of the most
prevalent methods of defrauding people. There is currently no method for rapidly authenticating cheque and
detecting bogus ones. Instead, banks must wait for a longer length of time to uncover the fraud. More
specifically, our solution enables banks to communicate information about provided and used cheque while
protecting the personal information of bank clients. Fake cheque can take many different shapes. They could
appear to be commercial or personal cheque.
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I. INTRODUCTION

Cheque are one of the most common payment methods in today's culture. A check is an order written by a depositor
instructing the bank to pay a certain sum from the depositor's bank account to a designated recipient. Unfortunately, many
nasty scammers take advantage of banking system weaknesses to conduct fraud. Frauds using forged cheque are on the rise,
costing billions of dollars. We concentrate on cheque fraud. This fraud is carried out by first obtaining people through an
email scam, then creating a business relationship with them, usually by giving them an overpaid counterfeit pay cheque, and
lastly demanding the over payment. Due of the issue of internet fraud, many charities and financial institutions have begun
to notify consumers when potentially fraudulent transactions occur.

II. LITERATURE REVIEW

Using unsupervised crowd-sourced data to improve crime reporting in Metro Manila: A case for the iReport framework.
[1]Emeliza R. Yabut, Bernie S. Fabito, Angelique D. Lacasandile. Crimes are activities that cause harm to a person or a
group of people. It disturbs the peace, instils fear, and obstructs many people's daily routines. Unfortunately, data show that
a considerable number of crimes in the Philippines are not reported to the appropriate authorities. If adequate action is not
taken, this threat will continue to exist and terrorise the community. This project proposes the creation of a mobile
application that uses unsupervised crowdsourcing data to collect indexed crime reports in Metro Manila. Its goal is to create
a safe space for crime victims to share their stories.
[2] Summet Kumar, Kathleen M Carley.Liberia's Internet access was attempted to be brought down by a DDoS attack. The
attacks reportedly devoured over 500 Gbps of bandwidth on the Africa Coast to Europe (ACE) fibre lines, which connect
Europe and Africa to the Internet. The event demonstrates the Internet infrastructure's vulnerability. We need a simulation
testbed that can mimic the Internet's complexity while also allowing us to quickly test attacks and get insight into real-world
attack situations. Using a simulation, we attempt to identify such vulnerable points in this study. Our original work on
'Simulating DDoS Attacks on the US Fiber-Optics Internet Infrastructure,' which was accepted as a full paper at the Winter
Simulation Conference, is summarised in this paper. This paper presents a honeypot solution for detecting and reporting
telnet attacks on Internet of Things (IoT) devices. Manual and Mirai-based attacks are used to operate the honeypot. In order
to achieve sufficient exposure to hostile traffic and data security, a multi-component design is used. The honeypot's
configuration and extra files are described. Mirai is used to test Honeypot, and the results are discussed. The conclusion and
directions for further work are then provided.
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I11. PROPOSED SYSTEM

The block diagram for the proposed system is shown in Fig 1. To authenticate the authenticity of a cheque without
disclosing the personal information of the banks' customers. We used our check's authentication system based on the
blockchain to test the performance of our suggested solution. It requires less computation time. Clients and charities benefit
from more convenient data transactions. When a bank asks a validated customer for permission, the financial institution
may send money to charity.

Before paying a cheque, each bank (Cashing-Bank) must verify that the cheque came from a reputable source (another
bank). This can be done if each bank communicates information about the cheque it has issued. In other words, when a bank
gives a customer a chequebook, it discloses information on the customer as well as the checks. However, no bank will share
such information with other banks, owing to the following factors: (1) User privacy: because the users have dealt with this

bank rather than another.
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Figure 1: Use case diagram of proposed system
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Figure 2: Block diagram for proposed system
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Figure 3: System Architecture of cheque Scam

Figure 1: The Display unit of the proposed system

IV. METHODOLOGY

When a deposited check is cashed, it must be marked as "no longer valid" because it has been utilised. In the same vein,
if a bank wants to revoke a check or a chequebook for whatever reason, such as check theft, the associated check must be
marked as "no longer valid" because it has been revoked.

The use of checks for payment is fully random, in contrast to chequebook logic, where all checks have consecutive
numbers and are supplied at the same time. Some clients will use their checks on a regular basis, while others will go through
a chequebook over months or years. As a result, it is necessary to keep track of each used check separately in order to avoid
it being lost.
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Figure 2: The Mechanism of the Bank Transfer

Copyright to IJARSCT DOI: 10.48175/568 485
www.ijarsct.co.in



y IJARSCT ISSN (Online) 2581-9429

® ‘Y International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT

Volume 2, Issue 3, May 2022
Impact Factor: 6.252
V. HASH FIELD
The hash field contains a hash computed on the following fields
o Lagrange polynomial: the computed polynomial.
o Full Name: the customer’s full name.
o Providing-Bank: the bank that provided the check book.

e Account number: the customer’s account number.

Table 1: Hash Field of Software

FIELD SIZE(BYTES)
Hash(Check number||[Full name|[Providing-Bank]||Account number) 32
Signature(Check number||Full Address||Providing-Bank||Routing number||Account number) 64

VI. RESULTS AND DISCUSSION
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Figure 3: Output of proposed system
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Figure 4: Output of the system

VII. CONCLUSION
Scammers attempt to gain access to your bank account. Use this knowledge to spot them, report them, and defend yourself.
These schemes operate because fraudulent checks, even to bank staff, resemble real checks. The names and addresses of
reputable financial institutions are frequently printed on them. They could even be legitimate checks written on identity
theft victims' bank accounts. It can take a long time for a bank to realise the check is a forgery.
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