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Abstract: Distributed Denial-of-Service (DDoS) attacks continue to rank among the most disruptive and
economically damaging threats confronting modern enterprises, and their impact is magnified in multi-
cloud deployments where workloads, traffic patterns and trust boundaries are distributed across
heterogeneous providers. Conventional signature-based and threshold-driven defences struggle to keep
pace with volumetric, protocol and low-rate application-layer attacks because they cannot model the
Joint spatial and temporal structure of malicious flows. This paper proposes a hybrid deep learning
framework that integrates one-dimensional Convolutional Neural Networks (CNN) with Gated Recurrent
Units (GRU) for accurate, real-time DDoS detection across multi-cloud enterprise environments. The
CNN stage extracts discriminative spatial features from per-flow statistical descriptors, while the stacked
GRU stage captures the temporal evolution of traffic so that slow and bursty attacks are recognised with
equal reliability. The model is trained and evaluated on the CIC-DDoS2019 benchmark augmented with
multi-cloud telemetry, using a rigorously stratified split and a feature-selection pipeline that reduces
dimensionality from 80 to 41 attributes. The proposed CNN-GRU classifier attains 99.24% accuracy,
99.18% precision, 99.05% recall, a 99.11% FI1-score and a 0.997 ROC-AUC, while sustaining a sub-10
ms inference latency at line rate. It consistently outperforms support vector machines, random forests,
standalone 1D-CNN, standalone GRU and a CNN-LSTM baseline. The results demonstrate that the
framework is suitable for production-grade, low-latency mitigation pipelines spanning AWS, Microsoft
Azure and Google Cloud.

Keywords: DDoS detection, deep learning, convolutional neural network, gated recurrent unit, multi-
cloud security, real-time intrusion detection, network traffic classification, CIC-DD0S2019

I. INTRODUCTION
Cloud computing has become the default substrate for enterprise information technology, and the single-provider model
has rapidly given way to multi-cloud strategies in which organisations distribute workloads across two or more public
and private cloud platforms simultaneously. This architectural shift is driven by the desire to avoid vendor lock-in, to
optimise cost and performance per workload, to satisfy data-sovereignty regulations, and to improve resilience through
provider diversity. However, the same properties that make multi-cloud attractive also expand the attack surface: each
provider exposes its own networking primitives, telemetry formats and security controls, and traffic frequently
traverses the public Internet between clouds. Within this fragmented landscape, achieving a unified, low-latency view

of malicious activity is a persistent and unsolved operational challenge.
Among the threats that exploit this fragmentation, the Distributed Denial-of-Service (DDoS) attack remains both the
most common and the most damaging. A DDoS attack seeks to exhaust the finite computational, memory or bandwidth
resources of a target so that legitimate users are denied service. Contemporary campaigns routinely exceed several
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terabits per second, leverage millions of compromised Internet-of-Things devices, and combine multiple vectors—
volumetric reflection, protocol-state exhaustion and stealthy application-layer floods—within a single coordinated
assault. Industry incident reports consistently show that the frequency, peak volume and sophistication of these attacks
grow year over year, while the financial cost of downtime for large enterprises is measured in millions of dollars per
hour.

Contemporary DDoS campaigns fall into three broad and increasingly blended categories. Volumetric attacks, such
as UDP and DNS-reflection floods, seek to saturate network bandwidth with sheer traffic volume and are often
amplified through misconfigured intermediary servers. Protocol or state-exhaustion attacks, exemplified by SYN
floods, target the finite connection-tracking resources of firewalls, load balancers and servers rather than raw
bandwidth. Application-layer and low-rate attacks operate at the opposite extreme, issuing a trickle of seemingly
legitimate requests that quietly exhaust backend compute while evading volume-based alarms. Modern adversaries
deliberately interleave these vectors within a single campaign, so a detector that excels against one category while
faltering on another offers only partial protection. This taxonomic diversity is a central reason that single-paradigm
detectors—whether threshold-based, purely spatial or purely temporal—struggle to deliver consistent coverage.

Traditional defences against DDoS rely heavily on static signatures, fixed rate thresholds and access-control lists.
Such mechanisms are effective only against previously catalogued attack patterns and degrade sharply when confronted
with polymorphic or low-and-slow traffic that mimics legitimate behaviour. Threshold-based schemes are particularly
brittle in elastic cloud environments, where legitimate traffic itself fluctuates dramatically with auto-scaling events,
marketing campaigns and diurnal usage cycles. Setting thresholds too low yields a flood of false positives that erode
trust in the alerting system, whereas thresholds set too high allow sophisticated attacks to pass undetected until service
degradation is already severe.

Machine learning has been widely adopted to overcome these limitations by learning the statistical boundary between
benign and malicious traffic directly from data. Classical algorithms such as support vector machines, decision trees
and random forests improve adaptivity but depend on extensive manual feature engineering and tend to plateau in
accuracy as attack diversity grows. Deep learning removes much of the manual burden by learning hierarchical
representations automatically. Convolutional Neural Networks excel at capturing local spatial correlations among the
many statistical descriptors of a network flow, whereas recurrent architectures such as Long Short-Term Memory and
Gated Recurrent Units model how traffic evolves over time. Neither family alone is sufficient: a purely convolutional
model is blind to temporal dynamics, while a purely recurrent model under-utilises the rich cross-feature structure
present in flow records.

Motivated by this complementarity, we propose a hybrid CNN-GRU framework purpose-built for real-time DDoS
detection in multi-cloud enterprise environments. The convolutional front end learns spatial feature abstractions from
per-flow vectors, and the gated recurrent back end models temporal dependencies across consecutive observations,
producing a representation that is simultaneously sensitive to volumetric spikes and to slow, stealthy exhaustion. We
deliberately select GRU over LSTM because its gating mechanism uses fewer parameters, which lowers inference
latency and memory footprint—both critical for deployment in front of production traffic. The framework is wrapped in
a distributed collection-and-mitigation architecture that normalises telemetry from multiple cloud providers into a
single inference pipeline.

The economic and operational stakes are considerable. Volumetric attacks can saturate inter-cloud links and inflate
egress-bandwidth bills, protocol attacks exhaust connection-tracking tables in cloud load balancers, and application-
layer attacks consume expensive backend compute by issuing seemingly valid requests. In a multi-cloud topology these
effects compound, because an attack that originates against one provider can cascade into dependent services hosted
elsewhere, and because security teams must correlate alerts across consoles that were never designed to interoperate. A
detector that produces a single, provider-agnostic verdict stream is therefore not merely convenient but essential for
coherent incident response.
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The requirement for real-time operation imposes a second, equally demanding constraint. To be useful for mitigation
rather than post-mortem forensics, a detector must classify traffic within the few milliseconds available before a
malicious flow consumes scarce resources. This rules out heavyweight models whose per-flow inference cost grows
with sequence depth, and it places a premium on architectures that achieve high accuracy with a small, predictable
computational budget. The framework proposed here is designed explicitly around this dual objective of accuracy and
latency.

The principal contributions of this work are summarised as follows:

1) We design a unified multi-cloud DDoS detection architecture that ingests heterogeneous flow telemetry from
AWS, Microsoft Azure, Google Cloud and private OpenStack deployments and presents it to a single inference
engine.

2) We propose a hybrid CNN-GRU classifier that jointly models the spatial and temporal structure of network flows,
and we provide its complete mathematical formulation.

3) We construct a reproducible preprocessing and feature-selection pipeline that reduces the CIC-DDo0S2019 feature
space from 80 to 41 attributes while preserving discriminative power.

4) We perform an extensive comparative evaluation against five baselines—SVM, random forest, 1D-CNN,
standalone GRU and CNN-LSTM—across accuracy, precision, recall, F1-score and ROC-AUC.

5) We characterise real-time behaviour by measuring inference latency and sustained throughput under increasing
traffic load, demonstrating sub-10 ms detection suitable for inline mitigation.

The remainder of this paper is organised as follows. Section II surveys related work in machine-learning and deep-
learning DDoS detection and identifies the research gap. Section III presents the proposed methodology, including the
system architecture, data pipeline, model design and mathematical formulation. Section IV reports the experimental
setup, results and a detailed discussion. Section V concludes the paper and outlines directions for future work.

II. RELATED WORKS
Research on automated DDoS detection has progressed through three broad and overlapping phases: classical machine
learning with handcrafted features, single-family deep learning, and hybrid deep architectures. This section reviews
representative contributions in each phase and positions the present work with respect to the gaps that remain.
A. Classical Machine-Learning Approaches
Early data-driven detectors framed DDoS identification as a supervised classification problem over flow-level statistics.
Support vector machines, k-nearest neighbours, naive Bayes and decision-tree ensembles such as random forests were
applied to public intrusion datasets with encouraging accuracy on known attack families. These methods are attractive
because they are interpretable and computationally inexpensive at inference time. Their dependence on manually
engineered features, however, limits generalisation: when attackers alter packet timing or spoof header fields,
handcrafted descriptors lose discriminative power and accuracy degrades. Studies of secure data access, zero-trust
enforcement and privacy-preserving computation underscore that static rule sets and shallow models cannot keep pace
with adaptive adversaries operating across distributed enterprise systems.
B. Deep-Learning Approaches
To reduce reliance on manual feature design, researchers introduced deep neural networks that learn representations
directly from raw or lightly processed traffic. Convolutional Neural Networks have been used to treat the vector of flow
statistics as a one-dimensional signal, extracting local correlations among related features such as packet-length
distributions and inter-arrival statistics. Recurrent networks, including Long Short-Term Memory and Gated Recurrent
Units, instead model the sequential nature of traffic, learning how flow descriptors evolve across successive time
windows. Autoencoders and other unsupervised models have been explored for anomaly detection where labelled
attack data are scarce. While each family improves over classical baselines, convolutional models discard temporal
ordering and recurrent models under-exploit cross-feature spatial structure, leaving accuracy on diverse attack mixtures
below operational expectations.
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Progress in data-driven detection has been closely tied to the availability of public benchmark datasets. Early corpora
captured a narrow range of attack types and contained artefacts that allowed models to achieve inflated accuracy by
exploiting dataset-specific quirks rather than genuine attack behaviour. More recent benchmarks provide realistic,
labelled flows spanning a broad spectrum of modern volumetric, protocol and application-layer attacks, with rich per-
flow statistical features extracted from raw packet captures. These datasets have become the de-facto standard for
comparative evaluation, yet they are predominantly single-environment captures; none natively represents the
heterogeneous, multi-provider telemetry that characterises real enterprise multi-cloud deployments. This mismatch
between available benchmarks and operational reality is itself a motivating gap for the present work, which normalises
a standard benchmark into provider-specific schemas to approximate cross-cloud conditions.

C. Hybrid and Cloud-Oriented Architectures

Recognising the complementary strengths of convolutional and recurrent layers, a growing body of work cascades the
two into hybrid architectures. CNN-LSTM and CNN-GRU pipelines first extract spatial abstractions with convolutional
blocks and then model their temporal evolution with recurrent units, consistently outperforming single-family baselines
on benchmark intrusion datasets. Parallel research in adjacent domains—biometric recognition fusing facial and
fingerprint modalities, syntactic pattern recognition for image reconstruction, emotion classification from facial
features, and edge-based interpolation for smart healthcare—demonstrates that combining spatial feature extractors
with sequence models is a broadly effective design pattern across computer-vision and signal-processing tasks. A
recent combined CNN-GRU detector for DDoS reported strong accuracy on a single-cloud benchmark, confirming the
promise of the hybrid approach but leaving its latency profile and multi-cloud applicability largely unexplored. These
studies collectively establish the hybrid template on which the present work builds, while highlighting that real-time
efficiency and cross-provider deployment remain open problems.

D. Multi-Cloud and Distributed Enterprise Security

A distinct strand of research addresses the security of distributed and multi-cloud enterprise platforms specifically.
Work on Al-augmented observability and incident prediction emphasises that distributed systems generate vast,
heterogeneous telemetry that overwhelms manual analysis, while studies of self-healing services and intelligent
frameworks for large-scale RESTful architectures argue for autonomous, continuously adapting defences.
Investigations of compliance and access control—spanning zero-trust enforcement, privacy-preserving computation
and data provenance—further establish that the trust assumptions valid within a single data centre break down once
workloads span multiple providers and jurisdictions. Collectively, these works motivate a detector that consumes
normalised cross-provider telemetry and operates with minimal human intervention, yet most stop short of delivering a
unified, low-latency model that classifies traffic at the flow level across clouds.

The effectiveness of deep learning in this security setting is reinforced by its demonstrated success across a wide
range of adjacent engineering domains. Hybrid and deep models have been applied to renewable-energy forecasting
and the spatio-temporal siting of wind and solar resources, to intelligent-transport problems such as vehicle-to-vehicle
clustering and the scheduling of electric vehicles in renewable-dominant grids, to healthcare applications including
drug scheduling, blood-sugar prediction and hyperspectral water-quality analysis, and to blockchain-enabled supply-
chain traceability. The recurrence of convolutional and recurrent building blocks across these disparate problems—each
characterised by high-dimensional, partly sequential data—demonstrates the generality of the spatial-temporal
modelling paradigm that this paper applies to DDoS detection. It also signals that advances in efficient sequence
modelling developed for one domain frequently transfer to others, lending confidence that the lightweight GRU design
adopted here rests on broadly validated foundations.

E. Research Gap

Three gaps emerge from this survey. First, classical learners and single-family deep models each capture only part
of the spatial-temporal structure of malicious traffic, capping their accuracy on diverse attack mixtures. Second, the
hybrid models that do combine convolutional and recurrent stages are frequently optimised for accuracy alone, with
parameter counts and inference latencies that preclude inline deployment at line rate. Third, very few detectors are
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designed to ingest and normalise heterogeneous multi-cloud telemetry under a single inference pipeline, leaving
enterprises to stitch together provider-specific tools. The framework proposed in this paper addresses all three gaps
simultaneously by pairing a lightweight CNN-GRU classifier with a provider-agnostic ingestion layer engineered for
sub-10 ms operation. Table I summarises representative studies and their principal limitations

TABLE I. Summary of Representative Related Work on DDoS and Network-Threat Detection

Category / i -
MethOd PrIHCIpal leltatlon

SVM,
Naive Bayes

KNN,

Random Forest /
Decision Trees

1D-CNN

LSTM / GRU

Autoencoders

CNN-LSTM
hybrids

Proposed CNN-
GRU

in this study.

Supervised classification over handcrafted flow
statistics.

Ensemble of trees on flow descriptors for robust
classification.

Learns local spatial correlations among flow
features automatically.

Models temporal evolution of traffic across time
windows.

Unsupervised reconstruction error for anomaly
flagging.
Cascade convolutional and recurrent layers for

joint features.

Joint  spatial-temporal modelling with

lightweight gating, multi-cloud ingestion.

Heavy manual feature engineering; poor
generalisation to novel and spoofed attack
vectors.

Accuracy plateaus as attack diversity grows;
weak on low-rate application-layer floods.

Ignores temporal ordering; misses slow and
bursty time-dependent attacks.

Under-utilises cross-feature spatial structure;
higher latency for deep stacks.

High false-positive rate; sensitive to threshold
selection in elastic clouds.

Larger parameter count raises inference latency;
not tuned for multi-cloud telemetry.

Addressed in this work: high accuracy with
sub-10 ms real-time inference.

II1. RESEARCH METHODOLOGY

The proposed methodology comprises five tightly coupled stages: multi-cloud traffic acquisition, data
preprocessing and feature selection, hybrid model construction, training and tuning, and evaluation with deployment.
Fig. 1 depicts the end-to-end multi-cloud detection framework, and Fig. 2 details the experimental workflow followed

Multi-Cloud DDoS Detection Framework

AWS Microsoft Azure Google Cloud Private Cloud
VPC Flow Logs NSG Flow Logs VPC Mirroring (OpenStack)
Distributed Traffic Collection & Aggregation Layer (NetFlow / sFlow / IPFIX) 4~v~a~~7_
Stream Preprocessing R CNN-GRU Inference Engine @
& Feature Extraction (Real-Time Scoring) T
Threat Classification » Automated Mitigation »
& Alert Generation (Rate-Limit / Blackhole) b
o

Centralized Security Operations Dashboard (SOC)
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A. System Architecture and Multi-Cloud Traffic Acquisition

Telemetry is collected natively from each cloud provider—VPC Flow Logs on AWS, Network Security Group flow
logs on Microsoft Azure, packet mirroring on Google Cloud, and equivalent exports from private OpenStack clusters.
A distributed collection-and-aggregation layer normalises these heterogeneous sources into a common NetFlow/IPFIX-
style schema so that the downstream model is agnostic to the originating platform. Normalised records are streamed to
a preprocessing service and then to the CNN-GRU inference engine, which scores each flow in real time. Flows
classified as malicious trigger alert generation and automated mitigation—rate limiting or blackhole routing—while a
centralized security-operations dashboard provides analysts with a unified view. A feedback loop periodically retrains
the model on freshly labelled data to counter concept drift.

For controlled and reproducible experimentation, the publicly available CIC-DDo0S2019 benchmark is used as the
labelled foundation. It contains a realistic mixture of benign background traffic and a wide spectrum of reflection- and
exploitation-based DDoS attacks, including UDP floods, SYN floods, DNS and LDAP reflection, MSSQL
amplification and low-rate variants, each described by more than eighty per-flow statistical features.

The threat model assumed by the framework reflects the realities of enterprise multi-cloud operation. The adversary
is presumed capable of launching distributed, multi-vector attacks from large botnets, of spoofing source addresses, and
of varying attack intensity to probe for detection thresholds, including deliberately low-rate campaigns intended to stay
below volume-based alarms. The defender controls the telemetry-collection agents within each cloud tenancy and the
central inference and mitigation services, but cannot assume a uniform security stack across providers, since each cloud
exposes different networking primitives and logging formats. The framework therefore treats the per-provider adapters
as the trust boundary at which heterogeneous telemetry is sanitised and normalised, and it assumes that the inference
service itself is hosted in a hardened, access-controlled environment. This model deliberately excludes attacks against
the detection infrastructure itself, such as poisoning of the retraining feedback loop, which are noted as an important

direction for future hardening.
Research Methodology Workflow
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Fig. 2. Research methodology workflow from data acquisition to model deployment.
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B. Data Preprocessing

Raw flow records are cleaned by removing entries that contain missing, infinite or malformed values, and by discarding
socket-identifying attributes—source and destination IP addresses, ports and flow identifiers—that would otherwise
allow the model to memorise host identities rather than learn generalisable attack behaviour. Duplicate records are
removed, and the many granular attack labels are consolidated into a compact set of benign and attack classes that
reflects operationally meaningful categories. Categorical fields are integer-encoded, and the target labels are one-hot
encoded for the categorical cross-entropy objective.

Because the dataset is highly imbalanced toward a few large attack families, a stratified sampling strategy preserves
the original class proportions across the training, validation and test partitions, and class weighting is applied during
training so that minority attack types are not overwhelmed by dominant ones. Table II summarises the consolidated
traffic composition used in the experiments.

To approximate the heterogeneity of genuine multi-cloud telemetry, each benchmark record is additionally tagged
with a synthetic provenance label and passed through the corresponding provider adapter, which applies provider-
specific transformations such as differing timestamp resolutions, field orderings and unit conventions before the
canonical normalisation step. This augmentation does not alter the underlying attack signatures but forces the
preprocessing pipeline—and, transitively, the trained model—to be robust to the schema variations that arise when the
same logical flow is observed through different cloud logging subsystems. Records with irreconcilable or implausible
field combinations introduced by this process are discarded, ensuring that the augmentation broadens realism without
injecting noise that would distort the learned decision boundary.

TABLE II. Consolidated Traffic Composition

Benign 280,000 25.0%
UDP-Flood 120,000 10.7%
SYN-Flood 116,500 10.4%
DNS-Reflection 100,000 8.9%
LDAP 80,000 7.1%
MSSQL 73,500 6.6%
Slow-Rate 63,000 5.6%
Other vectors 287,000 25.7%

C. Feature Selection and Normalization

To reduce computational cost and suppress noisy or redundant attributes, a two-stage feature-selection procedure is
applied. First, a Pearson correlation filter removes one attribute from every pair whose absolute correlation exceeds
0.95, eliminating near-duplicate descriptors. Second, a random-forest impurity-importance ranking retains the most
discriminative attributes. This pipeline reduces the feature space from 80 to 41 attributes, lowering model complexity
and inference latency without measurable loss of accuracy. The selected features are scaled to the unit interval using
min-max normalization, computed exclusively on the training partition to avoid information leakage, and each record is
reshaped into a one-dimensional tensor suitable for convolutional processing.

Fig. 9 ranks the fifteen most influential features by their normalised random-forest importance. Flow-level
volumetric and timing descriptors dominate the ranking: backward and forward packet-length statistics, flow inter-
arrival times and flow byte-rate together account for the majority of the cumulative importance, which is consistent
with the physical signatures of volumetric and protocol-state attacks. Crucially, no single feature dominates to the point
of fragility; the importance mass is distributed across a dozen complementary descriptors, which improves robustness
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against adversaries that manipulate any one traffic property. This ranking also guided the correlation-pruning step,
ensuring that highly ranked but mutually redundant descriptors were not all retained simultaneously.
Top-15 Selected Features

Flow Bytes/s .88

Fwd Pkt Len Mean
Flow |AT Mean
Bwd Pkt Len Std 0.064
Min Pkt Len
Flow Duration
Fwd IAT Total
Pkt Len Variance
S5YN Flag Count
Avg Fwd Seg Size
Bwd Pkts/s

Init Fwd Win Bytes
ACK Flag Count
Subflow Fwd Bytes
Active Mean

0.00 0.02 0.04 0.06 0.08
Random-Forest Importance

Fig. 9. Top-15 features ranked by random-forest impurity importance after correlation pruning.
D. Proposed CNN-GRU Architecture
The proposed network, illustrated in Fig. 3, couples a convolutional front end for spatial feature extraction with a
stacked gated-recurrent back end for temporal modelling. The input is the 41-dimensional feature vector reshaped to a
length-41 single-channel sequence. Two convolutional blocks, each comprising a one-dimensional convolution, batch
normalization, rectified-linear activation and max pooling, progressively expand the channel dimension to 64 and then
128 while halving the temporal length. Dropout is applied after the second block for regularisation.

The resulting spatial feature maps are passed to two stacked GRU layers of 128 and 64 units. The first GRU returns
the full hidden-state sequence so that the second can model higher-order temporal dependencies, and the final hidden
state is forwarded to a fully connected layer of 64 units with rectified-linear activation. A softmax output layer
produces the class-membership probabilities. This design keeps the parameter count modest—favouring GRU gating
over the heavier LSTM cell—so that inference remains fast enough for inline deployment.

The ordering of the two stages is deliberate and consequential. Placing the convolutional blocks first allows the
network to distil the 41 raw descriptors into a compact bank of local feature detectors—capturing, for example,
characteristic relationships among packet-length, byte-rate and inter-arrival statistics—before the recurrent layers
model how these distilled features evolve. Reversing the order would force the GRU to operate directly on noisy raw
inputs, increasing both parameter count and sensitivity to irrelevant variation. The progressive widening of the channel
dimension from 41 inputs to 64 and then 128 filters, paired with temporal downsampling through max pooling, mirrors
the funnel structure that has proved effective in many vision and signal tasks: spatial resolution is traded for
representational depth as information advances through the network. The single dropout layer placed after the
convolutional stack, rather than between every layer, was found to provide sufficient regularisation without unduly
slowing convergence, a balance confirmed by the ablation study in Section IV.
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Proposed CNN-GRU Network Architecture

Dense Softmax
Input ConvlD N BN + BN+Pool GRU 64 Output
41 x 1 64 1 MaxPool Dropout 128 RelU ( :Iazsesi
feature k=3, RelU k=3, RelU seq=True
vector

Spatial Feature Extraction (CNN) Temporal Modeling (GRU) Classification

Fig. 3. Layer-wise structure of the proposed CNN-GRU classifier: convolutional spatial extraction followed by
stacked GRU temporal modelling and softmax classification.
E. Mathematical Formulation
Let the preprocessed input flow be a sequence x. Each one-dimensional convolutional layer computes a feature map by
sliding a bank of learnable filters of width F over the input, as expressed in (1), where w and b are the filter weights and
bias of layer € and o denotes the activation.
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