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Abstract: Phishing email looks like a normal mail but it is designed to get personal and confidential 

information of the individual by the hacker. Phishing email is designed to trick the email user to 

download any software or to visit the link to install virus on their system. As there are various tools 

available which are used to detect phishing mails still there are some gaps which are not fully covered by 

these existing tools. This research paper compares and studies the existing email phishing detection tools 

also analyses the drawbacks of the existing tools, finds accuracy of the tools and compare the overall 

factors related to the existing tools and gives conclusion. 
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I. INTRODUCTION 

Phishing attacks are a major cybersecurity threat, targeting individuals and organizations to steal sensitive information 

such as passwords, financial data, and personal details. With attackers constantly creating new and sophisticated 

phishing sites, detecting these threats has become increasingly challenging. The comparative study shows that all tools 

share some critical gaps. These include difficulty detecting zero-day phishing sites, over-reliance on static blacklists, 

inconsistent accuracy, limited support for scanning email attachments, privacy concerns due to public uploads, and a 

lack of real-time automation. These limitations highlight the need for more effective, privacy-oriented, and advance 

phishing detection solution. Furthermore, most tools only detect but do not remediate threats, leaving organizations to 

handle takedowns manually. The goal of this research is to study existing email phishing detecting tools, test these 

tools, find out their accuracy and provide people with the conclusion so that people can use the tools accordingly, it will 

be helpful for the individuals as well as organizations 

Since the mid-1990s, the term “phishing” has been used to identify hackers who use fraudulent emails to “fish for” 

information from unsuspecting users. However, phishing attacks have become increasingly sophisticated and are now 

broken down into different types, including email phishing, spear phishing, smishing, vishing, and whaling. Each type 

is characterized by specific channels and methods of execution email, text, voice, social media, etc. – all with a similar 

underlying intention.[1] 

Phishing Definition: Phishing is the technique of cyberattack where attackers trick users into revealing personal and 

confidential information such as (passwords, bank details, etc.) to fulfil cyberattacks. 

 

1.1 How email phishing happens: 

1. Attacker pick a target. That could be anyone individual, any organization, or a group of people. 

2. They create a fake email. The email looks like it is original and from legitimate source. 

3. They deliver it to the target. Often many people get the same message; sometimes it’s targeted to one person. 

4. Victim is expected to act. The email intended to click a link, open an attachment, or reply with personal 

information. 

5. They steal or infect. If a person click, then it might redirect to the fake site or login page that steals your 

password, or download malware that let them have access to the device. 

6. Attacker use the data for any type of attack. They may steal money, take over accounts, or use your email to 

phish others.. 
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Fig 1.1 Process of a phishing attack 

 

1.2 Easy signs an email is a phishing attempt: 

1. The sender’s email is not regular (extra letters, strange domain). 

2. The message is intended to rush or scare you. 

3. Links don’t match the claimed site when you click them. 

4. It asks for sensitive and confidential information through email. 

5. The email has bad spelling/grammar or weird formatting. 

6. Unexpected attachments 

 

1.3 Precautions to be taken: 

1. Don’t click links or open attachments from suspicious emails 

2. Keep your device updated 

3. Use MFA + strong and unique passwords 

4. Move your mouse over links in an email to check the real address 

5. Verify by contacting the person or company through the official website from other not by using contact 

information provided in an email 

 

II. LITERATURE REVIEW 

Phishing attacks continue to evolve rapidly, using artificial intelligence and social engineering to deceive users and 

bypass traditional security systems. Recent studies focus on integrating advanced technologies such as machine 

learning (ML), natural language processing (NLP), and Open-Source Intelligence (OSINT) for better detection and 

prevention. 

 

An et al. [1] proposed a multilingual phishing email detection model using OSINT and ML, achieving improved 

accuracy across multiple languages. Liaqat et al. [2] examined phishing in the AI era, emphasizing the role of deep 

learning models for identifying sophisticated phishing patterns. Choo et al. [3] analyzed VirusTotal’s performance, 

reporting 81.72% phishing detection accuracy, which improved to 97.47% with ML-based aggregation. 

 

LI et al. [6] and Tanti [7] explored detection and prevention strategies, highlighting heuristic and behavioral analysis 

methods. Olasehinde [8] described the evolution of phishing attacks and their growing complexity, while Putra et al.  
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[9] examined recent phishing trends and the rise of targeted attacks. Kavya et al. [10] and Nalawade et al. [11] reviewed 

hybrid and multi-layered detection frameworks, showing their superiority over single-method systems. 

 

Salloum et al. [12] conducted a large review on NLP-based phishing detection, identifying SVM and deep learning as 

top-performing models. Khonji et al. [13] and Jadhav and Chandre [14] compared modern phishing detection 

approaches and stressed challenges such as dataset imbalance, multilingual threats, and real-time adaptability. 

 

Overall, research indicates that no tool achieves complete accuracy. Hybrid systems that combine ML, NLP, OSINT, 

and real-time threat intelligence offer the most effective protection. This study therefore compares major email 

phishing tools LinkWall, VirusTotal, ScamX.ai, URLScan.io, Netcraft, Avast, and Kaspersky to assess their accuracy, 

adaptability, and efficiency. 

 

III. METHODOLOGY 

To conduct our research, we began by identifying and reviewing various email phishing detection tools available 

online. After shortlisting the most relevant and accessible tools, we proceeded to install and test each of them 

systematically. 

For evaluation, we provided multiple types of input data including IP addresses, email samples, QR codes, attachment 

files, and URLs to assess the detection capabilities of each tool under diverse phishing scenarios. During testing, we 

carefully recorded the outputs generated by the tools and analysed their performance in terms of accuracy, functionality 

and usability. 

Additionally, we documented the advantages and drawbacks of each tool based on their results and user experience. 

Finally, by comparing and analysing these findings, we identified the gaps and limitations among the tools, which 

helped us highlight areas that require further improvement in phishing detection mechanisms and provide the 

conclusion. 

Tools Dataset Description Limitations Algorithms 
Algorithms 

Description 

Accuracy 

of the Tool 

VirusTotal 1.Phishing The phishing email 

1.

 Upload

ed 

1.Multi- 1. Combines results Current 

 URLs 

and

 unauthoriz

ed 

files/URLs engine from 70+ antivirus studies 

 2. Attachment attachment file is become public scanning and URL scanners evaluate 

 file provided to the tool 2. New phishing approach 2. Matches files or the 

  
and no

 security 
sites may not be 2.  Signature- links  with  known accuracy of 

  vendors flagged this flagged based malware or phishing the 

  
URL and 

attachment 
immediately detection signatures. VirusTotal 

  as malicious even 3. Manual 

3.

 Heuri

stic 

3. Detects phishing 

  after providing upload/search is and suspicious patterns classificatio 

  
malicious URL 

and 
time-consuming behavioral or  unusual  code n to be at 

  attachment. for bulk emails analysis behavior 81.72% [3]. 
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LinkWall 1. EmailID 

EmailId, IP 

address, 
1. It asks for 

1. Real-

time 

1.  Analyzes  

links 
Determinin 

 2. IP address 
URL and QR 

code 
many link scanning instantly before g the exact 

 3. URL 
provided to

 the 
permissions: 2. URL users access them or accurate 

 4. QR code 
LinkWall tool and 

it 
location, Google reputation 2. Compares links is not 

  is  giving  all  the account, phone check against databases of possible for 

  results accurate. number etc.   LinkWall as 

   

Intrusive ads 

inside the app, 

which degrade 

experience. 

Repeated 

scanning of 

already known 

safe links. 

Domain age 

and WHOIS 

analysis 

Redirect-chain 

tracking 

Heuristic 

detection 

known malicious or 

phishing websites 

Flags newly created

 or 

suspicious domains 

often used in 

phishing 

Follows multiple 

redirects to uncover 

hidden or final 

malicious 

destinations 

Uses rule-based 

checks to identify 

unusual or 

risky link patterns 

It depends on various 

factors. 

Scamx.ai 
URL 

Screenshots 

Scamx.ai doesn’t 

remove the site 

itself. When the 

URL or screenshots 

are provided it 

checks the URL 

with AI + 

databases, then it 

checked by the 

security experts and 

after confirmation 

the link is marked as 

a scam or phishing. 

Relies 

 on 

people reporting 

scams or

 phishin

g incidents. 

Hidden 

malicious 

content inside 

email 

attachment may 

not be identified 

sometimes. 

User-report 

analysis 

URL and link 

scanning 

Attachment 

and

 conten

t review 

Domain and 

metadata 

checks 

Accepts phishing or 

scam reports 

submitted by users 

Checks reported 

URLs against 

databases of known 

phishing or scam 

websites 

Analyzes email 

attachments, 

screenshots or files 

for 

 suspicious 

behavior 

Evaluates domain 

age, registration 

details and website 

metadata for fraud. 

Scamx.ai depends on 

expert reviews and 

community reports for 

threat verification and 

it does not release 

specific accuracy. 

URLScan.i

o 

URL 

IP Address 

When the data is 

provided to the tool 

By default, 

scans are 

Automated 

browsing 

Simulates user 

interaction by 

Specific accuracy is 

not available publicly 
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it only scans the 

valid URLs and IPs 

but not always 

sometimes even 

valid URLs are not 

scanned by the tool 

publicly visible 

on urlscan.ai. 

Scans 

 are 

stored 

permanently 

which could 

unintentionally 

expose 

organization’s 

investigations or 

URLs. 

It’s URL- 

focused you 

cannot directly 

upload 

suspicious 

attachments to 

scan. 

Paid/private 

scans are 

available, but 

the free tier can 

leak data 

unintentionally. 

 

Comprehensiv 

e data capture 

Visual and 

DOM analysis 

Metadata 

collection 

Structural 

similarity 

analysis 

visiting URLs in a 

controlled 

environment 

Records network 

activity, including 

domains, IPs and 

resources

 like 

JavaScript and CSS 

Takes screenshots 

and extracts 

Document Object 

Model 

 (DOM) 

content 

Gathers 

information such as 

cookies, JavaScript 

global variables, and 

SSL certificate 

details 

Detects sites with 

layouts or code 

resembling known 

phishing templates 

[15]. 

Netcraft 

Phishing 

Protection 

URL 

IP Address 

After entering URL 

or IP address it 

detects the 

malicious sites and 

blocks them but 

unable to detect 

attachments and 

new links 

It doesn’t shows 

the result in the 

app. 

Doesn’t scan 

email 

attachments. 

Some safe 

websites may be 

flagged. 

Works mostly 

on links you tap; 

it doesn’t scan 

all 

 incomi

ng emails 

automatically. 

URL 

reputation 

analysis 

Suspicious 

content 

detection 

Real-time 

monitoring 

Anti-phishing 

toolbar 

integration 

Checks URLs 

against NetCraft’s 

extensive database 

of known phishing 

and malicious 

websites 

Looks for phishing 

indicators in page 

content, forms, and 

input fields 

Continuously scans 

the web for new 

phishing sites and 

updates the database 

for protection 

Warns users in 

browsers when they 

attempt  to  visit 

malicious sites 

About 

78.4% of 

threats were reported by 

Netcraft, which tracks 

phishing and online 

scams globally[5]. 

Avast 

Antivirus 

Email 

URL 

This tool blocks 

known   phishing 

New phishing 

sites or malware 

Heuristic 

analysis 

Detects 

suspicious patterns 

Blocked 99% of 

phishing attempts in a 



I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                             International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 6, Issue 10, June 2026 

 Copyright to IJARSCT      DOI: 10.48175/IJARSCT-37203   25 

   www.ijarsct.co.in  

 
 
 

ISSN: 2581-9429 Impact Factor: 8.2 

 
and 

Security 

Phishing file 

Phishing link 

sites,   malicious 

apps, and 

dangerous links, 

warns about risky 

websites, and can 

prevent malware 

infections. 

However, brand-

new threats or zero-

day phishing links 

may occasionally 

slip through and 

some safe sites can 

be flagged as 

suspicious 

may sometimes 

bypass 

detection. 

Safe links or 

apps may 

occasionally be 

flagged as risky. 

Focuses more on 

apps and links;

 doesn’t 

deeply scan all 

email 

attachments. 

Machine 

learning 

models 

Web and email 

protection 

or unusual behavior 

in files and websites 

Uses AI-based 

analysis to identify 

zero-day malware 

and phishing threats 

Scans websites, 

links, and email 

attachments in real-

time to block 

phishing attempts. 

2022 AV- 

Comparativ es test [16]. 

Kaspersky 

Email 

Website 

URL 

Kaspersky scans 

apps, links, and 

websites in real 

time. Blocks known 

phishing URLs and 

malicious   sites. 

Monitors device 

behaviour to detect 

suspicious activity. 

Relies on 

database ,may 

miss zero day 

phishing sites. 

Sometime shows   

false 

negatives

 or 

delays in 

blocking 

suspicious links. 

Behavioral 

analysis / 

sandboxing 

Heuristic 

analysis 

Signature-

based 

detection 

Cloud-based 

reputation 

system 

Observes program 

actions in a secure 

environment to 

detect malicious 

activity 

Identifies suspicious 

code or behavior 

patterns even in 

previously unknown 

threats 

Matches files, 

URLs, and email 

attachments against 

a database of known 

malware and 

phishing threats 

Quickly evaluates 

files and links using 

Kaspersky Security 

Network for 

Reputation and 

threat assessment 

Achieved a 

93% 

detection rate with 

zero false positives 

in 2024 and 

2025[4]. 

 

IV. RESULT 

After testing all the selected email phishing detection tools VirusTotal, LinkWall, Scamx.ai, URLScan.io, Netcraft 

Phishing Protection, Avast Antivirus, and Kaspersky several observations were made based on their accuracy, usability, 

privacy handling, and detection capability. 

 

4.1. Detection Accuracy and Performance: 

1. Avast Antivirus blocks 99% phishing emails of according to the AV-Comparatives report and showed the 

highest phishing detection accuracy. 
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2. Kaspersky also provide 93% detection rate showing reliability in real time detection. 

3. Netcraft Phishing Protection showed an average of 78.4% phishing threat detection which is good but not at 

the level of top phishing detection tools. 

4. VirusTotal effectively detected phishing URLs and files effectively but failed to detect zero-day threats 

quickly because of its reliance on signature-based scanning. 

5. LinkWall gives accurate results across URLs, IPs and emails but it is dependent on various factors such as 

database updates, network and permissions this is the reason for not giving exact accuracy 

measurements. 

6. Scamx.ai performed well in identifying phishing links but it lacks automation. It gives results based on human 

review and community reports, which means delayed verification for new scams. 

7. URLScan.io is useful for analyzing and visualizing phishing pages but often skipped valid URLs and lacked 

attachment-scanning support. 

 

4.2. Usability and Features: 

1. Linkwall and VirusTotal provided user-friendly interfaces but required manual uploads which is time 

consuming and for bulk scanning. 

2. Avast and Kaspersky provided easy-to-use apps with real-time protection which makes them more suitable for 

regular users. 

3. Scamx.ai included expert review but was slower to update. 

4. URLScan.io offered in-depth technical analysis and also useful for cybersecurity professionals but complex 

for the regular users. 

5. Netcraft integrated directly with browsers but it could not scan attachments and sometimes flagged safe sites. 

 

Figure 2 presents a comparative bar graph analysis of six email phishing detection tools — VirusTotal, LinkWall, 

Scamx.ai, URLScan.io, Netcraft, and Avast — evaluated across five critical feature categories: Real-time Detection, 

Attachment Scanning, Privacy, Zero-day Detection, and Automation, rated on a scale of 1 to 5. 
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In terms of Real-time Detection and Automation, Avast led with the highest rating, supported by its 99% phishing 

block rate as reported by AV-Comparatives 2022, followed by Kaspersky with a 93% detection rate and zero false 

positives in 2024–2025. Both tools offer fully automated, continuous background protection without manual 

intervention. Tools such as VirusTotal, LinkWall, URLScan.io, and Scamx.ai scored low in these categories as they 

require manual submission for every scan, making them less practical for daily use. VirusTotal reported an accuracy of 

81.72%, which improved to 97.47% with ML-based aggregation. 

Regarding Attachment Scanning, Avast and Kaspersky again performed best due to their ability to inspect email 

attachments in real time. Most other tools, particularly URLScan.io, Netcraft, and Scamx.ai, scored poorly as their 

detection is largely limited to URL-based analysis only. 

In the Privacy category, Scamx.ai and Netcraft rated higher as they do not publicly expose user-submitted data. 

VirusTotal and URLScan.io scored lower despite their reasonable detection accuracies, as both platforms make 

uploaded files and scan results publicly accessible by default, raising significant privacy concerns. 

The Zero-day Detection category recorded the lowest scores across all tools, representing the most critical shared 

limitation. Even top performers like Avast at 99% and Kaspersky at 93% acknowledged occasional failures against 

brand-new phishing threats. Netcraft reported 78.4% threat detection, while LinkWall, Scamx.ai, and URLScan.io did 

not publicly disclose specific accuracy figures, limiting their comparability. 

Overall, the graph confirms that no single tool provides complete protection across all feature dimensions. Avast and 

Kaspersky emerged as the most well-rounded tools in terms of accuracy, automation, and usability, while tools like 

VirusTotal and URLScan.io serve better as investigative tools for cybersecurity professionals. The consistently poor 

zero-day detection across all tools highlights the urgent need for more advanced, AI-driven, and privacy-focused 

phishing detection solutions 

 

4.3 Privacy and Data Handling: 

1. Scamx.ai and Netcraft had better privacy management as they do not share users’ data publicly. 

2. Avast and Kaspersky provided users data privacy while offering strong cloud-based protection. 

3. LinkWall needed many permissions such as location and Google account which raised privacy concern. 

4. VirusTotal and LinkWall made users uploaded data publicly available which could expose private 

investigations or internal links. 

 

4.3. Common Limitations Found Across Tools: 

1. Many tools could not detect zero-day phishing sites effectively. 

2. Many tools relied on databases or blacklists, making them reactive instead of proactive. 

3. Some tools lacked attachment scanning and could only detect phishing through URLs. 

4. Tools like VirusTotal and URLScan.io made uploaded information publicly visible, raising privacy risks. 

5. None of the tools offered automatic remediation they only detected phishing but did not remove or report the 

malicious source automatically. 

 

IV. DISCUSSION 

The results show that while there are many tools available for detecting phishing emails, no single tool provides 

complete protection. Tools like Avast and Kaspersky lead in terms of accuracy, automation, and ease of use, making 

them ideal for both individual users and organizations. Avast achieved the highest phishing block rate of 99% 

according to the AV-Comparatives 2022 report, while Kaspersky followed closely with a 93% detection rate and zero 

false positives in 2024–2025. Both tools use machine learning, heuristic analysis, and cloud reputation systems, which 

allow faster detection of new threats. 
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On the other hand, tools like VirusTotal, URLScan.io, and LinkWall are more suitable for cyber researchers or IT 

professionals, as they offer deep analysis and scanning reports but require manual inputs. VirusTotal reported a 

phishing detection accuracy of 81.72%, which improved significantly to 97.47% when combined with ML-based 

aggregation, demonstrating its potential as a powerful investigative tool. However, since these tools require manual 

submission for every scan, they are not practical for daily users who want automatic protection. 

 

Even though tools like Avast at 99% and Kaspersky at 93% are very fast and accurate in finding phishing threats, they 

don't always show how their systems work, so it's hard for researchers to study them in detail. On the other hand, 

platforms like VirusTotal and URLScan.io are more open — they share detailed scanning reports that help experts 

understand and track online threats better. This shows a clear balance between ease of use, openness, and automation 

— everyday users prefer simple and automatic protection, while cybersecurity professionals look for tools that give 

them deeper information and control. 

 

Scamx.ai and Netcraft play an important role in community-driven phishing awareness and reporting. Netcraft reported 

detecting approximately 78.4% of phishing threats globally, reflecting its reasonable but limited capability. Scamx.ai, 

however, does not publicly disclose a specific accuracy figure as its results depend entirely on human expert review and 

community-based verification, which limits its ability to detect brand-new phishing sites instantly and makes it difficult 

to evaluate its performance objectively against other tools. 

 

Privacy was another major concern. Tools that store or share scans publicly, such as VirusTotal with 81.72% accuracy 

and URLScan.io whose accuracy is not publicly available, can unintentionally expose sensitive information despite 

their reasonable detection capabilities. LinkWall, whose accuracy cannot be precisely determined due to its dependence 

on database updates, network conditions, and user-granted permissions, also raised privacy concerns by requiring 

excessive user permissions such as location access and Google account details. This indicates the need for privacy-

centric phishing detection systems that analyze data securely without public sharing 

 

From the findings, it is clear that the current phishing detection ecosystem is fragmented — each tool focuses on certain 

areas such as URLs, emails, attachments, or domains, but none combines them all in one secure, automated platform. 

The significant gap in accuracy between the best-performing tools, Avast at 99% and Kaspersky at 93%, and the rest, 

Netcraft at 78.4% and VirusTotal at 81.72%, along with the complete absence of published accuracy figures for 

LinkWall, Scamx.ai, and URLScan.io, further highlights the inconsistency across the current ecosystem. These 

disparities in accuracy, combined with the lack of automation and persistent privacy issues, strongly suggest that future 

phishing detection tools should combine AI-based prediction, real-time detection, and user data protection to provide 

comprehensive end-to-end security. 

 

V. CONCLUSION 

This research compared different email phishing detection tools and found that while most offer good protection, none 

are completely reliable. Avast and Kaspersky performed best overall, while tools like VirusTotal, URLScan.io, and 

Netcraft had specific strengths but limited automation and privacy. The main gaps observed were weak detection of 

zero-day attacks, poor attachment scanning, and privacy risks. These findings show the need for more automated and 

privacy-focused phishing detection systems. This study can help users and organizations choose the right tools and 

guide future work in developing smarter, AI-based solutions. With stronger awareness and better technology, a safer 

digital environment can be achieved. 
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