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Abstract: Alarm annunciator systems play a critical role in industrial environments by providing timely 

alerts for abnormal conditions in power grids and process plants. Traditional annunciators suffer from 

static configurations, poor scalability, and negligible analytical capability. This paper presents a 

modern, IoT-enabled alarm annunciator system that integrates real-time data acquisition, lightweight 

data analytics, and a mobilebased monitoring interface to enhance operational efficiency and reliability. 

The proposed system employs a decoupled client–server architecture built on Node.js for backend 

processing, MySQL for structured data management, and a React Native mobile application for 

operator-facing visualisation. Sensor data representing electrical parameters (voltage and current) is 

continuously monitored and processed through a four-stage analytics pipeline: (1) threshold-based fault 

detection, (2) moving-average trend analysis, (3) EWMA/CUSUM anomaly detection, and (4) 

Poissonbased alarm-rate modelling. A novel health score metric aggregate fault information into a 

single operator-interpretable index. The system supports role-based access control (JWT), structured 

alarm lifecycle management aligned with IEC 62682, and real-time dashboard visualisation. 

Experimental evaluation on a simulated 24-hour electrical sensor dataset (10,000 readings, 15 injected 

fault events) demonstrates overall fault detection precision of 0.98 and recall of 1.00, average detection 

latency of 318 ms, successful identification of all alarm-flooding bursts, an 8.2- minute early-warning 

lead time from trend analysis, and strong health-score correlation with ground-truth severity (r = 

−0.94). The results confirm that even lightweight analytical approaches can significantly enhance alarm 

annunciator performance. Future directions include integration of LSTM/autoencoder models for 

predictive fault detection and adoption of WebSocket push delivery to further reduce end-to-end latency. 

 

Keywords: Alarm annunciator, data analytics, time-series analysis, anomaly detection, exponentially 

weighted moving average (EWMA), CUSUM, health score, IoT, smart grid, real-time fault detection, 
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I. INTRODUCTION 

ALARM annunciators are critical for operator awareness and system safety in power grids, process industries, and 

healthcare environments. They identify abnormal events, initiate timely operator responses, and prevent catastrophic 

failures through visual and auditory signals. Traditionally implemented as dedicated hardware panels with fixed 

indicators, conventional annunciators have become inadequate as systems evolve to include distributed IoT sensors and 

smart infrastructure. Modern annunciator systems must process thousands of simultaneous sensor readings, intelligently 

suppress redundant alerts, and prioritise notifications based on severity or operational context. The integration of IoT 

technologies enables remote, mobile access to real-time dashboards, reducing downtime and accelerating incident 

recovery — making alarm systems a key enabler of Industry 4.0 and smart grid operations. High alarm rates and 

frequent false positives cause operator cognitive overload, slowing responses and increasing the risk of missed critical 

events. Research consistently shows that embedding data analytics into alarm pipelines reduces false positives, 

prioritises actionable events, and improves situational awareness. The IEC 62682 standard provides a structured 
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framework for alarm lifecycle management, and recent work demonstrates that combining IEC-compliant design with 

machine learning further improves alarm handling. Despite these advances, many existing systems focus on either 

communication frameworks or advanced ML models, neglecting the balanced integration of real-time processing, 

interpretability, and usability. Lightweight statistical techniques offer a practical trade-off between performance and 

computational overhead, particularly in resource-constrained IoT environments. 

 

II. LITERATURE REVIEW 

Recent advances in industrial monitoring emphasise integrating data analytics with IoT infrastructure to improve fault 

detection, reliability, and operator decision-making. This section surveys the principal technical threads relevant to the 

proposed system. 

Real-Time Data Acquisition and IoT Communication Effective alarm systems depend on reliable, low-latency data 

acquisition. IoT-based monitoring studies confirm that well-structured backend pipelines are essential for continuous 

telemetry collection from distributed sensors. Real-time online analysis of power-grid data highlights the need for sub-

second processing to maintain situational awareness. Pre-alarm systems combining IoT monitoring with numerical 

simulation demonstrate early-warning capability before critical thresholds are breached. Efficient stream processing 

requires careful backpressure management and prioritisation to maintain end-to-end latency within operational bounds. 

REST and MQTT comparative benchmarks confirm that protocol selection significantly influences alarm delivery 

latency. 

Statistical and Rule-Based Fault Detection Threshold detection remains widely used due to its deterministic 

behaviour and minimal computational overhead. Moving averages smooth noisy sensor streams and reveal underlying 

trends, while EWMA and CUSUM control charts enable early detection of gradual parameter shifts. CUSUM is 

particularly effective for detecting small, sustained mean shifts indicative of incipient equipment degradation. Online 

change-point detection for voltage sag identification further demonstrates the practical value of statistical methods in 

distribution systems. Statistical modelling of alarm occurrences as Poisson processes allows estimation of event rates 

and identification of abnormal alarm frequency increases. Burst detection via the Fano factor provides an efficient 

mechanism for flagging alarm flooding. 

Machine Learning and Deep Learning for Anomaly Detection Machine and deep learning have become prominent 

for anomaly detection in industrial IoT. LSTM and GRU networks excel at sequential fault prediction; autoencoders 

provide unsupervised anomaly scoring; TCNs offer efficient parallel sequence modelling. Isolation Forest and 

statistical ensemble methods are effective for point anomalies with low labelled-data requirements. Attention-based 

transformer models are increasingly explored for multivariate time-series anomaly detection in industrial IoT. Hybrid 

cloud-edge approaches balance prediction accuracy with deployment latency constraints. Practical barriers include 

large dataset requirements, computational cost, and limited explainability. Explainable AI overlays are recommended to 

improve operator trust. 

Alarm Management Standards and Best Practices IEC 62682:2022 provides a comprehensive framework for alarm 

lifecycle management, covering rationalisation, prioritisation, documentation, and performance monitoring. Research 

confirms that IEC-compliant design, combined with suppression and grouping strategies, measurably reduces alarm 

floods and operator fatigue. Smart alarm system evaluations for Industry 4.0 show that dynamic prioritisation and 

context-aware suppression are key enablers of effective annunciation. Bayesian adaptive threshold selection further 

reduces false positives without sacrificing recall. Towards IEC-compliant alarm rationalisation using multicriteria 

decision analysis represents an emerging research direction. MTTA, MTTR, and detection latency are the primary 

performance benchmarks for alarm system evaluation. 

Mobile Interfaces for Industrial Monitoring Mobile applications have emerged as the primary interface for field 

operators in industrial monitoring. React Native cross-platform frameworks enable rapid development of real-time 

dashboards. Real-time alarm display systems using page-editor architectures demonstrate effective operator-facing 

visualisation for online grid analysis. Role-based access control for IoT dashboards is highlighted as critical for multi-
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user industrial deployments. JWT-based authentication for RESTful IoT gateways offers a lightweight security layer 

compatible with mobile clients. 

Health Indexing and Predictive Maintenance

data into scalar condition indicators widely used in predictive maintenance. These indices reduce the cognitive burden 

on operators by abstracting complex multi

threshold reconfiguration based on operator feedback cr

remote monitoring for electrical substations with automated alarm generation demonstrates the practical utility of 

integrated health monitoring in grid contexts.

Comparative Summary Table I summarises the surveyed literature across key dimensions. A consistent gap is 

observed: while communication frameworks and ML models are well studied, integrated systems combining 

lightweight analytics, mobile interfaces, IEC lifecycle management, and a consol

proposed system directly addresses this gap.

 

III. BACKGROUND AND PROJE

A. Limitations of Traditional Annunciator Systems

and process plants, are primarily hardware

are: 

Static configuration: Threshold values and alarm priorities are hard

Alarm flooding: Fault cascades generate simultaneous alarms that overwhelm operators and mask root causes.

No trend visibility: Binary indicators provide no insight into gradual parameter degradation prior to th

violations. 

Remote inaccessibility: Hardware panels require physical presence, precluding mobile monitoring.

Absent analytics: Post-event analysis requires manual log review, making MTTA/MTTR measurement labour

intensive. 

B. IoT-Driven Transformation IoT adoption has transformed industrial monitoring into a data

Distributed sensors continuously generate telemetry requiring efficient pipelines for acquisition, processing, and 

interpretation. Software-based architectures decouple data

multi-device access. 
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based authentication for RESTful IoT gateways offers a lightweight security layer 

Health Indexing and Predictive Maintenance Health index metrics aggregate multi-dimensional sensor and alarm 

icators widely used in predictive maintenance. These indices reduce the cognitive burden 

on operators by abstracting complex multi-sensor data streams into a single easily interpreted number. Adaptive 

threshold reconfiguration based on operator feedback creates closed-loop systems that improve over time. IoT

remote monitoring for electrical substations with automated alarm generation demonstrates the practical utility of 

integrated health monitoring in grid contexts. 

arises the surveyed literature across key dimensions. A consistent gap is 

observed: while communication frameworks and ML models are well studied, integrated systems combining 

lightweight analytics, mobile interfaces, IEC lifecycle management, and a consolidated health metric are rare. The 

proposed system directly addresses this gap. 

BACKGROUND AND PROJECT CONTEXT 

A. Limitations of Traditional Annunciator Systems Traditional alarm annunciators, deployed in power substations 

and process plants, are primarily hardware-based with fixed visual and auditory indicators. Their principal limitations 

Static configuration: Threshold values and alarm priorities are hardcoded, requiring hardware changes to update.

Alarm flooding: Fault cascades generate simultaneous alarms that overwhelm operators and mask root causes.

No trend visibility: Binary indicators provide no insight into gradual parameter degradation prior to th

Remote inaccessibility: Hardware panels require physical presence, precluding mobile monitoring. 

event analysis requires manual log review, making MTTA/MTTR measurement labour

IoT adoption has transformed industrial monitoring into a data

Distributed sensors continuously generate telemetry requiring efficient pipelines for acquisition, processing, and 

based architectures decouple data collection from presentation, enabling flexible analytics and 
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based authentication for RESTful IoT gateways offers a lightweight security layer 

dimensional sensor and alarm 

icators widely used in predictive maintenance. These indices reduce the cognitive burden 

sensor data streams into a single easily interpreted number. Adaptive 

loop systems that improve over time. IoT-enabled 

remote monitoring for electrical substations with automated alarm generation demonstrates the practical utility of 

arises the surveyed literature across key dimensions. A consistent gap is 

observed: while communication frameworks and ML models are well studied, integrated systems combining 

idated health metric are rare. The 

 

Traditional alarm annunciators, deployed in power substations 

based with fixed visual and auditory indicators. Their principal limitations 

coded, requiring hardware changes to update. 

Alarm flooding: Fault cascades generate simultaneous alarms that overwhelm operators and mask root causes. 

No trend visibility: Binary indicators provide no insight into gradual parameter degradation prior to threshold 

event analysis requires manual log review, making MTTA/MTTR measurement labour-

IoT adoption has transformed industrial monitoring into a data-driven process. 

Distributed sensors continuously generate telemetry requiring efficient pipelines for acquisition, processing, and 

collection from presentation, enabling flexible analytics and 
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C. Proposed System Architecture the Proposed

acquisition, real-time analytics, and mobile visualisation within 

Node.js + Express.js — RESTful API backend with middleware

MySQL 8.0 — time-stamped, normalised storage of sensor readings, alarm records, and analytics results.

React Native — cross-platform mobile dashboard (iOS and Android).

JWT authentication — role-based access control for operators, supervisors, and administrators.

Sensors submit readings to the backend via HTTP POST. The analytics module processes each reading in

results in MySQL, and exposes processed data through RESTful endpoints consumed by the mobile app.

 

IV. DATA ANALYTICS METHO

A four-stage analytics pipeline processes sensor data in

low latency and minimal computational overhead, making the system suitable for resource

deployments. 

A. Data Acquisition and Preprocessing 

sampled at a configurable interval (default: 1 second). Preprocessing comprises:

Time alignment: All readings are tagged with UTC timestamps to enable accurate cross

Noise filtering: A median filter (window w = 3) removes transient sensor glitches prior to analytics

Deduplication: Event records are deduplicated via composite key (sensor_id, timestamp, value) to prevent double

counting in MTTA/MTTR calculations 

. 

B. Stage 1: Real-Time Fault Detection Threshold

With defaults Vmax = 240 V, Vmin = 200 V, Imax = 20 A, Imin = 2 A. On detection, an alarm record is inserted into 

MySQL with state ACTIVE and a UTC timestamp, and a mobile push notific

deterministic, zero-parameter detection suitable for time

 

C. Stage 2: Trend Analysis A simple moving average (SMA) over N samples detects gradual drifts:

A monotone increase or decrease in VN(t) across three consecutive windows signals an unstable trend condition. Trend 

results are visualised as time-series line charts in the React Native dashboard.

 

D. Stage 3: Anomaly Detection (EWMA and CUSUM)

EWMA Control Chart: The Exponentially Weighted

An anomaly is flagged when Z(t) exits the control limits [µ 

CUSUM Chart: The one-sided CUSUM accumulates deviations from a nominal value µ0:
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Proposed Industrial Alarm Annunciator System integrates IoT

time analytics, and mobile visualisation within a decoupled client–server architecture:

RESTful API backend with middleware-level analytics execution. 

stamped, normalised storage of sensor readings, alarm records, and analytics results.

rm mobile dashboard (iOS and Android). 

based access control for operators, supervisors, and administrators. 

Sensors submit readings to the backend via HTTP POST. The analytics module processes each reading in

in MySQL, and exposes processed data through RESTful endpoints consumed by the mobile app.

DATA ANALYTICS METHODOLOGY 

stage analytics pipeline processes sensor data in-band within the Node.js backend. All stages are designed for 

minimal computational overhead, making the system suitable for resource

 The system ingests simulated sensor readings: voltage V(t) and current I(t), 

ault: 1 second). Preprocessing comprises: 

Time alignment: All readings are tagged with UTC timestamps to enable accurate cross-sensor temporal correlation.

Noise filtering: A median filter (window w = 3) removes transient sensor glitches prior to analytics. 

Deduplication: Event records are deduplicated via composite key (sensor_id, timestamp, value) to prevent double

Threshold-based detection applies configurable limits per parameter:

 
ith defaults Vmax = 240 V, Vmin = 200 V, Imax = 20 A, Imin = 2 A. On detection, an alarm record is inserted into 

MySQL with state ACTIVE and a UTC timestamp, and a mobile push notification is enqueued. This approach provides 

parameter detection suitable for time-critical applications. 

A simple moving average (SMA) over N samples detects gradual drifts:

 
VN(t) across three consecutive windows signals an unstable trend condition. Trend 

series line charts in the React Native dashboard. 

D. Stage 3: Anomaly Detection (EWMA and CUSUM) 

EWMA Control Chart: The Exponentially Weighted Moving Average provides sensitivity to recent observations:

 
An anomaly is flagged when Z(t) exits the control limits [µ − LσZ, µ + LσZ], where σZ = σ√(λ/(2 − 

sided CUSUM accumulates deviations from a nominal value µ0: 
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Industrial Alarm Annunciator System integrates IoT-based data 

server architecture: 

stamped, normalised storage of sensor readings, alarm records, and analytics results. 

Sensors submit readings to the backend via HTTP POST. The analytics module processes each reading in-band, stores 

in MySQL, and exposes processed data through RESTful endpoints consumed by the mobile app. 

band within the Node.js backend. All stages are designed for 

minimal computational overhead, making the system suitable for resource-constrained IoT 

The system ingests simulated sensor readings: voltage V(t) and current I(t), 

sensor temporal correlation. 

 

Deduplication: Event records are deduplicated via composite key (sensor_id, timestamp, value) to prevent double-

based detection applies configurable limits per parameter: 

ith defaults Vmax = 240 V, Vmin = 200 V, Imax = 20 A, Imin = 2 A. On detection, an alarm record is inserted into 

ation is enqueued. This approach provides 

A simple moving average (SMA) over N samples detects gradual drifts: 

VN(t) across three consecutive windows signals an unstable trend condition. Trend 

Moving Average provides sensitivity to recent observations: 

− λ)) and L = 3. 
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An anomaly is raised when C+(t) > H or C

small, sustained mean-shifts indicating incipient equipment degradation.

 

E. Stage 4: Alarm Frequency and Burst Detection

The observed rate λa is computed over a 5

the previous normal-operation period. A ratio λa/λ0 > 10 triggers an alarm

The Fano factor detects burst clustering: 

where σ²k and ¯k are the variance and mean alarm count over sub

(bursty) arrival, triggering alarm-flood suppression.

 

F. Health Score A scalar health score Hs ∈

where Nf(t) is the count of active faults and 

window (α = 5, β = 10, window = 5 min). Hs < 60 triggers a dashboard warning 

 

G. Alarm Lifecycle and MTTA/MTTR Each alarm transitions through four states aligned with IEC 62682: ACTIVE 

→ ACKNOWLEDGED → CLEARED → RESET

All state transitions are logged with UTC timestamps. MTTA and MTTR are computed as:

These metrics support retroactive performance benchmarking and can be extended with survival analysis for censored 

data. 

 

H. Feedback and Evaluation Metrics Operators can update threshold parameters {Vmax, Vmin, Imax, Imin} via the 

mobile app; updates are persisted in MySQL an

using: 

Precision = TP/ (TP + FP), Recall = TP/ (TP + FN), and F1

Detection Latency: time from anomaly to alarm record creation.

MTTA and MTTR. 

False Positive Rate = FP/ (FP + TN). 

Health Score Correlation: Pearson r between Hs and ground
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An anomaly is raised when C+(t) > H or C-(t) > H (K = 1.5σ, H = 5σ). CUSUM is especially effective for detecting 

shifts indicating incipient equipment degradation. 

E. Stage 4: Alarm Frequency and Burst Detection Alarm events are modelled as a Poisson process with rate λa:

 
The observed rate λa is computed over a 5-minute rolling window and compared with the baseline λ0 estimated during 

operation period. A ratio λa/λ0 > 10 triggers an alarm-flooding warning. 

 
¯k are the variance and mean alarm count over sub-windows. Values F > 1.5 indicate super

flood suppression. 

∈ [0, 100] aggregates fault information: 

 
(t) is the count of active faults and Nc(t) the count of critical-severity faults in the preceding evaluation 

window (α = 5, β = 10, window = 5 min). Hs < 60 triggers a dashboard warning overlay. 

Each alarm transitions through four states aligned with IEC 62682: ACTIVE 

→ ACKNOWLEDGED → CLEARED → RESET 

All state transitions are logged with UTC timestamps. MTTA and MTTR are computed as: 

 
t retroactive performance benchmarking and can be extended with survival analysis for censored 

Operators can update threshold parameters {Vmax, Vmin, Imax, Imin} via the 

mobile app; updates are persisted in MySQL and applied in the next analytics cycle. System effectiveness is evaluated 

TP + FN), and F1-score. 

Detection Latency: time from anomaly to alarm record creation. 

Health Score Correlation: Pearson r between Hs and ground-truth fault labels. 
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(t) > H (K = 1.5σ, H = 5σ). CUSUM is especially effective for detecting 

Alarm events are modelled as a Poisson process with rate λa: 

minute rolling window and compared with the baseline λ0 estimated during 

windows. Values F > 1.5 indicate super-Poisson 

severity faults in the preceding evaluation 

Each alarm transitions through four states aligned with IEC 62682: ACTIVE 

t retroactive performance benchmarking and can be extended with survival analysis for censored 

Operators can update threshold parameters {Vmax, Vmin, Imax, Imin} via the 

d applied in the next analytics cycle. System effectiveness is evaluated 
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V. 

A. Experimental Setup 

The system was evaluated on a simulated dataset of 1,000 readings (500 voltage, 500 current) spanning a 24

operational period. Fifteen fault events were injected: 8 overvoltage, 4 undervoltage, and 3 overcurrent, plus 2 burst 

clusters simulating alarm flooding. All experiments ran on a standard server (4

v18 and MySQL 8.0. Ground-truth labels were assigned by the injection script and used to compute precision and 

recall. 

B. Fault Detection Performance 

Table III reports per-fault-type performance. Threshold

magnitude faults (overvoltage, overcurrent) and high precision (

undercurrent arose during start-up transients 

latency of 318 Ms is well below the 500 Ms

C. Trend Analysis Results 

SMA trend analysis identified all 3 injected gradual voltage

providing an average 8.2-minute early-warning lead time. This proactive indicator aligns with the p

pattern demonstrated in IoT-enabled mine monitoring and rotating

D. Anomaly Detection Results 

EWMA (λ = 0.2, L = 3) correctly flagged both burst

1.5σ, H = 5σ) detected 4 of 5 injected mean

suggesting a need for adaptive parameter tuning in production.

E. Alarm Flooding Detection 

During normal operation, the Fano factor was F 

4.7 and 3.2 — clearly exceeding the F > 1.5 flooding threshold. The Poisson rate model estimated baseline λ

alarms/min; fault-period rates reached 1.8 alarms/min, a 15× increase re

F. Health Score Behaviour 

During normal operation, Hs remained above 90. On injection of the major fault cluster (hours 8

triggering the dashboard warning. After manual alarm clearance, Hs rec

(∼10 min). Health score correlated strongly with ground

the metric as an effective single-number proxy for system stability.

G. MTTA, MTTR, and API Performance

Table IV reports time-to-event and API performance metrics. These results are consistent with lightweight IoT 

monitoring benchmarks in the literature. RESTful API response times (mean 84 

well within the < 500 Ms operational target.

H. Comparative Evaluation 

The Table positions the proposed system against representative related works. The proposed system is the only one 

among those surveyed that simultaneously provides (a) a lightweight analytics pipeline, (b) a
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V. RESULTS AND DISCUSSION 

The system was evaluated on a simulated dataset of 1,000 readings (500 voltage, 500 current) spanning a 24

period. Fifteen fault events were injected: 8 overvoltage, 4 undervoltage, and 3 overcurrent, plus 2 burst 

clusters simulating alarm flooding. All experiments ran on a standard server (4-core CPU, 8 GB RAM) with Node.js 

ls were assigned by the injection script and used to compute precision and 

type performance. Threshold-based detection achieved perfect recall (1.00) for large

, overcurrent) and high precision (≥ 0.95) across all types. Minor false positives for 

up transients — candidates for suppression by the EWMA filter. Average detection 

Ms target cited in related work. 

SMA trend analysis identified all 3 injected gradual voltage-drift scenarios before any discrete threshold alarm, 

warning lead time. This proactive indicator aligns with the p

enabled mine monitoring and rotating-machinery trend detection. 

 

EWMA (λ = 0.2, L = 3) correctly flagged both burst-cluster anomaly windows with zero false positives. CUSUM (K = 

, H = 5σ) detected 4 of 5 injected mean-shift scenarios; one slow drift (0.1 V/min) fell below the chosen slack, 

suggesting a need for adaptive parameter tuning in production. 

During normal operation, the Fano factor was F ≈ 0.9 ± 0.2 (approximately Poisson). During burst clusters it peaked at 

clearly exceeding the F > 1.5 flooding threshold. The Poisson rate model estimated baseline λ

period rates reached 1.8 alarms/min, a 15× increase readily detectable without the Fano factor.

During normal operation, Hs remained above 90. On injection of the major fault cluster (hours 8–9), Hs dropped to 32, 

triggering the dashboard warning. After manual alarm clearance, Hs recovered to 88 within two evaluation windows 

10 min). Health score correlated strongly with ground-truth fault severity: Pearson r = -0.94 (p < 0.001), validating 

number proxy for system stability. 

Performance 

event and API performance metrics. These results are consistent with lightweight IoT 

monitoring benchmarks in the literature. RESTful API response times (mean 84 Ms for the dashboard endpoint) are 

operational target. 

Table positions the proposed system against representative related works. The proposed system is the only one 

among those surveyed that simultaneously provides (a) a lightweight analytics pipeline, (b) a mobile interface, (c) a 
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The system was evaluated on a simulated dataset of 1,000 readings (500 voltage, 500 current) spanning a 24-hour 

period. Fifteen fault events were injected: 8 overvoltage, 4 undervoltage, and 3 overcurrent, plus 2 burst 

core CPU, 8 GB RAM) with Node.js 

ls were assigned by the injection script and used to compute precision and 

based detection achieved perfect recall (1.00) for large-

≥ 0.95) across all types. Minor false positives for 

candidates for suppression by the EWMA filter. Average detection 

drift scenarios before any discrete threshold alarm, 

warning lead time. This proactive indicator aligns with the pre-alarm design 

cluster anomaly windows with zero false positives. CUSUM (K = 

shift scenarios; one slow drift (0.1 V/min) fell below the chosen slack, 

± 0.2 (approximately Poisson). During burst clusters it peaked at 

clearly exceeding the F > 1.5 flooding threshold. The Poisson rate model estimated baseline λˆ0 = 0.12 

adily detectable without the Fano factor. 

9), Hs dropped to 32, 

overed to 88 within two evaluation windows 

0.94 (p < 0.001), validating 

event and API performance metrics. These results are consistent with lightweight IoT 

for the dashboard endpoint) are 

Table positions the proposed system against representative related works. The proposed system is the only one 

mobile interface, (c) a 
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health score metric, (d) IEC 62682-aligned lifecycle management, and (e) MTTA/MTTR logging — demonstrating its 

comprehensive coverage relative to prior work. 

 

VI. CONCLUSION 
 

This paper presents a data analytics-driven IoT alarm annunciator system combining threshold fault detection, SMA 

trend analysis, EWMA/CUSUM anomaly detection, Poisson alarm rate modelling, Fano-factor burst detection, and a 

novel health score metric in a production-grade Node.js/MySQL/React Native architecture with JWT role-based access 

control and IEC 62682-aligned alarm lifecycle management. 

Experimental evaluation on a simulated 24-hour electrical sensor dataset demonstrated overall detection precision of 

0.98 and recall of 1.00, average detection latency of 318 Ms, identification of all alarm-flooding burst clusters, an 8.2-

minute early-warning lead time, strong health score correlation (r = -0.94), and API response times well within the 500 

Ms operational target. These results confirm that lightweight analytics can meaningfully improve alarm annunciator 

performance without the overhead of full ML pipelines. 
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