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Abstract: Due to the rapid increase in demand for intelligent surveillance systems that can help 

monitor an area in real-time and help detect any security threats present within those areas due to the 

rapid growth of urban infrastructure and smart cities and their associated technologies. Traditional 

surveillance systems depend on physical operators to monitor multiple video feeds at once, which 

causes many problems including inefficiency, delayed response time, and user error. The evolution of 

AI and deep learning techniques has improved the capabilities and accuracy of surveillance systems by 

providing them with the ability to identify and track objects via automated processes through real-time 

video streams. Out of the many available deep learning algorithms that can be used for object 

detection, one of the leading-performing algorithms today is YOLO (You Only Look Once) as it has a 

very high rate of speed and accuracy while performing the object detection task. This paper will 

investigate an intelligent surveillance system based on a combination of existing methods of AI-based 

for this reason, currently available approaches for building deep learning real-time object detection 

systems will produce very limited results, and identify areas where research can be done to develop 

improved methods for creating an intelligent surveillance system. 

This will be done by developing a framework of an intelligent surveillance system that includes three 

separate functionally distinct modules: an object detection module, an object tracking module, and a 

threat assessment module. The object detection module will utilize a YOLO-based object detection 

system and the object tracking module will utilize an object tracking system in order to improve the 

accuracy of the overall intelligent surveillance system.. 

 

Keywords: Smart Surveillance, Object Detection, Artificial Intelligence, Deep Learning, YOLO, 

Computer Vision, Real-Time Monitoring. 

 

I.  INTRODUCTION 

There has been an explosion of the amount of surveillance cameras that are being utilized within many areas due to the 

proliferation of these cameras being utilized within both public and private environments. Airports, trains stations, 

malls, schools and government buildings are just a few examples of how, electronically, the activities happening within 

these locations are monitored to ensure safety  

and/or security. 

Typically, the surveillance systems are also set up with monitors (often many monitors) so that at least one human 

operator can monitor all of the cameras. This becomes quite impractical because there are multi-hour shifts for human 

operators to have to monitor in real-time, all of these cameras, often at the same time. Thus, human operators typically 

experience fatigue and have a very limited ability to hold their attentiveness when using visual cues to observe events 

over long periods of time (e.g., hours). Therefore, when an event of great importance such as a suspicious activity or a 

serious security threat occurs, the human operator may not have seen or recognized this event. 
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Researchers have investigated the use of artificial intelligence, computer vision and other technological advancements 

to automate the monitoring of cameras in order to mitigate the aforementioned challenges. 

Computer vision relies on object detection as a fundamental task. When examining an image or video, object detection 

can identify the objects that exist and their locations using bounding boxes. In the case of surveillance, object detection 

can help identify individuals, vehicles, weapons, and more through real-time video feeds. 

Previous methods of performing object detection have centered around using established feature extraction methods. 

Such methods included With a variety of image-based algorithms for identifying each of these types of visual 

characteristics, these algorithms include Haar-like features, Histograms of Oriented Gradients (HOG), and Scale-

Invariant Feature Transform (SIFT). While they were capable of producing a moderate level of success compared to 

early computer vision detection methods, they often had difficulty performing consistently in more complex 

environments and in lighting with varying conditions. 

Optimizing or enhancing object detection has been made possible as a result of the emergence and use of deep learning 

methods. Specifically, the Convolutional Neural Network (CNN) has been able to learn visually hierarchical features 

automatically  large datasets rather than relying solely on pre-established feature patterns, which results in significantly 

more accurate object detection than any traditional method [2]. 

Within the past few years, several deep learning algorithms have been developed to use for object detection. Examples 

include: 

• RCNN 

• Fast RCNN 

• Faster RCNN 

• SSD 

• YOLO 

YOLO is Some of the best models available for detecting objects used in detecting objects due to its capability of 

detecting objects quickly. In contrast to how region-based algorithms analyze a number of regions of an image 

independently, YOLO evaluates the whole image in 1 pass through a neural network which makes YOLO much 

quicker than other detection methods available. 

YOLO has been applied successfully to all sorts of monitoring systems, such as traffic, weapons, anomalies and 

crowds. The use of AI to improve security/monitoring systems shows us that AI is able to help with security monitoring 

or decrease the amount of work done by humans when monitoring. 

Yet, there are still many obstacles that must be addressed when creating a successful monitoring system. These 

obstacles involve the detection of occlusions in large crowds, detection difficulties in low light conditions, 

computational demands of deep learning models and multiple monitoring devices working together. 

In this research, we look at the ability of AI to detect objects in real-time within smart monitoring environments, as 

well as provide an intelligent surveillance framework that incorporates object detection and tracking methods to 

improve monitoring capabilities. 

 

II. LITERATURE REVIEW 

Several recent studies have researched the use of deep learning algorithms for developing intelligent surveillance 

systems. 

Ali and Zhang [1] throughout the course of this document, you will find a complete review of the YOLO framework, 

including its progression from YOLO v1 to YOLO V8. They found that YOLO-based models can detect objects faster 

than traditional region-based object detection algorithms. 

Abba et al. [2] presented an object detection and tracking system for surveillance applications utilizing deep learning 

technologies. The system incorporated object detection in conjunction with tracking algorithms to assist in tracking a 

moving object through video frames. 
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Narejo et al. [3] built a weapon detection system using the YOLOv3 algorithm. This system was able to detect 

dangerous objects such as guns and knives with a high degree of accuracy in video surveillance data. 

Ingle and Kim [4] examined the ability to detect anomalous objects in smart municipal surveillance systems. Their 

study demonstrated that artificial intelligent surveillance systems can find potential dangers and abnormal activity. 

A YOLO based human detection system for edge environments was created by Nguyen et al. in [5]. The 

proposed solution could achieve realtime recognition while also maintaining computational efficiency. 

A smart home surveillance system using transfer learning to improve recognition accuracy and reduce 

training time was created by Dalal et al. in [6]. 

Occlusion handling methods were studied by Ouardirhi et al. [7] for use with video surveillance systems. 

Their work highlighted the need to be able to detect partially occluded objects. 

Jha et al. in [8] developed a real time object detection system and a real time tracking system using YOLO 

and DeepSORT algorithms to monitor moving objects. 

A YOLO based surveillance system that can detect multiple objects simultaneously was created by Oguine 

and Oguine in [9]. 

A retail surveillance monitoring system that integrates object detection and monitoring capabilities was 

developed by Xu and Zhai in [10]. 

Other research has explored a variety of improvements made to deep learning based surveillance systems 

including but not limited to the development of lightweight detection models, distributed surveillance 

architectures, and edge computing implementations [11] to [41]. 

 

III. RESEARCH GAP 

Although deep learning object detection models will greatly enhance modern surveillance systems 

performance, there are still remaining issues that will prevent them from achieving optimal operational 

capability in real-world environments. While prior research has validated high levels of accuracy when using 

controlled datasets, real-world surveillance environments will create a number of obstacles to achieving the 

same level of accuracy, such as varying dynamic lighting conditions, crowded environments, lack of 

sufficient surveillance camera hardware, and the unpredictability of human behavior. To develop more 

robust and intelligent surveillance systems, these limitations must be identified. The research gaps identified 

from recent studies on AI-based surveillance technology. 

 

A. Occlusion Problem 

Occlusion is one of the biggest hurdles associated with real time object detection as it defines the scenario 

when one or more objects overlap with other objects in the scene. In highly populated locations, such as train 

stations, shopping malls, sports events, etc., people can block other people's views making it almost 

impossible for detection systems to correctly find and track the objects contained within the scene. 

Conventional deep learning based object detection models depend on extracting clear visual features from 

the input image; if an object is hidden in some way, the visual features extracted by the detection model will 

become incomplete or distorted. 

Over the last several years researchers have found that accuracy of object detections decreases significantly 

as the amount of occlusion increases because Convolutional Neural Networks (CNNs) lack the ability to 

extract significant features from the environment partial view of the object [7]. While the availability of 

newer detection models have improved extraction mechanisms to detect partially occluded objects (i.e. 



I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                          International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 6, Issue 1, June 2026 

 Copyright to IJARSCT      DOI: 10.48175/IJARSCT-36262   636 

   www.ijarsct.co.in  

 
 
 

ISSN: 2581-9429 Impact Factor: 8.2 

 
YOLOv5 and YOLOv7), they are still not capable of detecting heavily occluded objects. Additionally, 

tracking algorithms are also unable to track the same object through multiple frames when the object is 

occluded. 

Multiple researchers have made attempts to solve this problem through combining context-based detection 

methods, multi-scale feature extraction, and attention processes in deep learning frameworks [1], [7]. 

Unfortunately, these solutions generally result in higher levels of computation than what would be feasible 

for use in real-time surveillance environments. Consequently, building object detection systems able to 

successfully identify object fragments that are only partially visible still is an area of ongoing research. 

 

B. Low-Light Conditions 

One key limitation of many current surveillance systems is their inability to function reliably under low-light 

conditions or at night. Surveillance systems typically operate in low illumination conditions when lighting is 

not very good; for example, in places like underground parking facilities, alleys and hallways. As a result, 

the quality of video images produced by these systems tends to diminish because of poor contrast, noise and 

decreased visibility, thus affecting the performance of deep learning based object detection models. 

Deep learning-based object detection models usually rely on training data consisting of only well-lit images. 

When used in real-world situations with continually changing levels of ambient light, the ability of these 

types of models to accurately identify objects will usually diminish significantly [4]. The reduced visibility 

associated with low lighting levels will degrade the appearance of key object related features (i.e., edges, 

textures, and boundaries), which in turn will hinder the ability of neural networks to effectively separate an 

object from its background. 

Researchers have recently begun to explore additional even with the use of various techniques such as image 

enhancements, infrared imaging, and thermal cameras for improved object detection accuracy in 

environmentally low illumination levels [21]. In addition, there have been a number of studies that have 

considered preprocessing techniques (examples include histogram equalization or noise reduction) to 

perform enhancements on images before an object detection algorithm is run on that image. However, low-

light object detection is a continuing problem that needs additional research, especially for real-time 

surveillance systems that have to deal with increased instabilities resulting from continual variation in 

ambient light conditions. 

 

C. High Computational Cost 

Most deep learning models used for object detection require a substantial amount of computing power and 

processing capability to accomplish the training stage, as well as during the inference stage. Object detection 

algorithms like Faster R-CNN and many of the deep YOLO variants use complex neural network 

architectures with millions of parameters. As a result, they rely on high-performance GPUs or other 

specialized hardware to achieve a processing rate that will meet real-time video requirements. 

On the other hand, many surveillance applications run on embedded devices or edge computing platforms, 

such as sensors embedded in smart cameras, or IoT-based surveillance nodes. These types of surveillance  

devices typically have limited processing power and memory capacity, which makes it very difficult to 

deploy computationally intensive deep learning models directly onto the devices. 

To that end, researchers have begun to develop lightweight object detection models—like YOLOv5 Nano 

and MobileNets—to create models with less computational requirements. However, developing a proper 
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balance between detection accuracy and processing efficiency continues to pose major challenges to the 

deployment of deep learning-based detection models for use in smart surveillance systems. 

As a result, developing efficient, lightweight object detection models capable of operating on edge devices 

without compromising detection accuracy is a major area of research in the field of smart surveillance 

systems. 

 

D. Multi-Camera Integration 

Modern surveillance systems typically have several video cameras deployed over large areas, such as 

airports, campuses, and smart cities. However, today's object detection systems only analyze video streams 

from single cameras without consideration of the other cameras' views. As a result, it is difficult to track 

objects when they traverse multiple cameras' fields of view. 

For example, If a person walks out of one camera's field of view and into another camera's field of view, 

conventional surveillance systems will not recognize that they are observing the same individual in two 

different video streams. Thus, conventional surveillance systems are not very effective in large-volume 

environments. 

Recent research has begun to investigate multi-camera tracking systems that allow for object detection and 

cross-camera matching techniques [8]. Many of these techniques involve the use of algorithms like Person 

Re-identification (Re-ID) in order to track an individual moving from one camera to another. 

However, the implementation of a multi-camera surveillance system will introduce further challenges related 

to: synchronization and alignment of video streams; increased computational demand; and the processing of 

large-scale data. 

Thus, developing efficient frameworks for multi-camera coordination and distributed processing of 

intelligent surveillance systems remains a major area of research for these systems. 

 

E. Lack of Behavioral Analysis 

Rather than understanding human behavior or recognizing "suspicious" activity, most current surveillance 

systems are primarily designed to detect objects. Most object-detection algorithms will identify that a person 

or object is present but will not indicate if the activity that is detected constitutes a potential security threat. 

For example, if a person is detected in a video (by a surveillance camera) it does not indicate that their 

behavior is suspicious. An advanced surveillance system would have the ability to analyze the patterns of 

behavior to detect loitering or persons exhibiting unusual patterns of movement or persons exhibiting 

aggressive behavior. 

Recent studies on combining behavior analysis and activity recognition algorithms with object-detection 

systems demonstrate improvements in intelligence from surveillance data [34], [35]. These combined 

systems typically utilize machine learning algorithms such as recurrent neural networks (RNNs) or 

spatiotemporal methods of analyzing motion patterns to assess motion over time. 

The challenge of detecting suspicious behavior remains immense since human behaviors can differ 

dramatically within the same environment or setting and become unexpectedly altered depending upon the 

psychological state of the individual within a specific context. In addition, behavioral analysis systems must 

process incoming video data in real-time for timely updates to law enforcement officers. 

Because of this, advancing the development of integrating behaviors with real-time object  detection systems 

is an important field of research for future generations of surveillance technologies. 
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IV. PROPOSED METHODOLOGY 

The research presents a proposal for an intelligence-based AI surveillance architecture that combines real-

time video monitoring with deep learning object detection, object tracking, and automatic threat detection, to 

enhance the detection accuracy, improved monitoring efficiency, and shortened response times in smart 

cities, public transportation, and commercial settings. 

The proposed architecture will be built around modular structures so that processing modules can function 

independently yet maintain interaction with one another. This modular architecture also allows the overall 

system to be highly scalable and provides for the ease of integration with current surveillance infrastructures. 

The core of the proposed framework's functionality is based on the use of deep learning object detection 

using the YOLO algorithm, which is widely accepted as the most reliable real-time object detection method 

that also supports high levels of accuracy [1], [3]. The addition of deep learning object tracking (through the 

use of the DeepSORT algorithm) allows for continuity of object identity between frames of the video [22]. 

A general workflow for a surveillance system starts by capturing video through different types of cameras 

(surveillance cameras). Once video image frames have had pre-processing done to improve their image 

quality, the images will be sent to the object detection model where it will try to determine what objects exist 

within the frame. After the object detection process, the subsequent frames of video will be used for 

detecting/tracking the objects from frame to frame and for analyzing any potential threats based upon the 

type of object and how that object is behaving. If any of the objects have behaviors that are suspicious, then 

the surveillance system will generate an alert for security personnel. 

 

A. System Components 

The proposed intelligent surveillance system has six main components to sequentially process video streams 

to find potential threats. Each component is detailed below. 

 

1. Video Capture Module 
The Video Capture Module captures video in real time from various kinds of surveillance cameras located throughout 

the surveillance area (i.e. fixed CCTV cameras, IP cameras, or intelligent surveillance cameras), which are 

located in public areas like street shopping  

malls, or transportation terminals. 

The live video stream captured is then sent to a processing system, where individual frames will be pulled 

out of the video stream at regular intervals for analysis. The frame extraction from the video stream allows 

each to be processed independently in the object detection model, which can typically process video streams 

at 15-30 frames per second. 

High-resolution cameras have become an industry standard for most contemporary surveillance systems to 

increase accuracy of object detection. However, the use of high-resolution cameras leads to a higher 

complexity of computation and processing time, and will need to balance the level of resolution versus level 

of processing time to achieve real-time performance. 

 

2. Image Preprocessing Module 

Prior to carrying out object detection, several preprocessing methods are applied to the individual frames 

that can enhance the clarity of images by providing a more uniform, identifiable set of inputs for the 

detection model. This is essential to produce more accurate results through deep learning models,  



I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                          International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 6, Issue 1, June 2026 

 Copyright to IJARSCT      DOI: 10.48175/IJARSCT-36262   639 

   www.ijarsct.co.in  

 
 
 

ISSN: 2581-9429 Impact Factor: 8.2 

 
particularly in areas where many differing characteristics, such as noise or lighting contrast, exist. 

The types of operations usually included in the preprocessing routine are: 

a. Image Resizing: To match the input size parameters needed by the YOLO detection model, all frames will 

be resized such that they meet the input dimensions, which for the majority of YOLO implementations may 

be either 416×416 or 640×640 pixels. 

b. Noise Reduction: Noise may be present in captured video frames when the low-light limits existence of a 

camera sensor; ie, picture noise can also affect the clarity of objects. Therefore, Gaussian noise reduction is 

applied to the video  

frames during the preprocessing phase, thereby eliminating most very loud "random" or “unknown-type” 

noise but keeping the more recognizable image details such as features of the objects. 

c. Normalization: The pixel values are normalized to ensure that the input values of data fall into the range 

for an expected value for neural network use. 

d. Contrast Enhancement: Histogram equalization is typically used to enhance the quality of low-contrast 

images due to lighting condition issues encountered in low-light situations. 

The above-listed preprocessing methods will provide a higher quality of data to the object detection model. 

Thus the information fed into the model will create higher levels of performance when compared to the use 

of the same models fed good quality data without the use of the above preprocessing techniques. 

 

3. Object Detection Module 

The Surveillance System has an Object Detection Module, which forms the basis of detection in this system. 

It employs a deep learning technique to identify all items in each video frame. 

As previously mentioned, the proposed system employs YOLO for object detection as it is very quick and 

accurate and can detect objects in real-time. 

YOLO uses a single-pass approach for analyzing input images, resulting in predictions of bounding boxes 

and class probabilities for all objects that are contained in the image. The detection process is broken down 

into four steps: 

The input image is divided into a grid. 

Each cell of the grid makes predictions about bounding boxes and the likelihood that there is an object in the 

cell. 

Class probabilities are assigned to objects that have been detected within the bounds of the grid cell. 

Non-Maximum Suppression (NMS) passes through and deletes duplicates. 

In addition to the item detected's bounding box coordinates, confidence level, and classification label, the 

YOLO detection also produces the following output for each detected object: 

a. Bounding box coordinates 

b. Object confidence score 

c. Object classification label 

The items that can commonly be found in a surveillance area are: 

a. Pedestrians 

b. Vehicles 

c. Bicycles 

d. Bags 

e. Suspicious items 
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The YOLO algorithm is a great fit for a  

surveillance system as it can process images efficiently within a single pass through the Neural Network, 

making it possible to detect images at a minimum frame rate (FPS) of 30 on modern hardware. 

 

4. Object Tracking Module 

The Object Tracking Module is responsible for providing the unique identity of an object that has been 

detected across several frames, allowing the user to track the motion and behaviour (If applicable) of an 

object over time. 

The method of tracking objects in the system being proposed is accomplished using the DeepSORT (Deep 

Simple Online Realtime Tracking) algorithm [22]. DeepSORT combines the prediction of motion with the 

extraction of feature representation, so that objects are tracked more accurately. 

The object tracking process has four steps: 

a. Assign unique IDs to all detected objects. 

b. Predict the future location of each object with respect to previous motion data (motion models). 

C. Match previously detected and tracked objects with the current detected tracking objects based on a 

combination of visual similarity and the similarity of the objects' movement patterns. 

Integrating object detection with object tracking allows the surveillance system to monitor the movement of 

detected objects and to identify movement patterns that may be unusual, such as loitering or suspicious 

behaviour. 

 

5. Threat Detection Module 

The Threat Detection Module uses an analysis of detected objects and their movements to identify potential 

threats from a security perspective. The analyzed objects are then compared against pre-defined analysis 

rules and historical behavior pattern to identify if the object poses any sort of risk. 

Some examples of threat detection scenarios may include: 

a. Detection of weapons or dangerous objects 

b. Detection of unauthorized entry into restricted areas 

c. Identification of abandoned property 

d. Difference in normal patterns of movement in an area or atypical behavior by a person 
The threat detection capability can be expanded further with the integration of machine learning models that are able to 

analyse behaviors identified in survelliance video. 

 

6. Alert Generation System 

The last phase of the surveillance framework is the Alert Generation System, which is responsible for 

notifying security personnel of any detected suspicious activities. This system generates alerts in different 

ways, including: 

a. On monitoring dashboards in a visual format 

b. Automated email and/or SMS notifications 

c. Real time alarm notifications sent to security personnel 

The purpose of the alert system is to provide quick alerts to allowing them to respond to possible threats and 

increase the effectiveness of the surveillance operation. 
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V. SYSTEM ARCHITECTURE 

 
The intelligent surveillance system utilizes modular architecture. This modular design provides an efficient 

way for the system to support a scalable, flexible, and maintainable real-time video-processing and 

automatically detect threats via deep learning‐based algorithms (object detection, object tracking, and 

behavioral analysis) in an efficient manner. Each module operates independently, yet there is continuous 

communication among the modules. 

To begin, the surveillance cameras installed in various locations (CCTV, IP‐based, and smart cameras) 

transmit video streams to a central processing unit. Such locations include public transit stations, streets, 

shopping malls, and/or any high-security area requiring security. 

After receiving the video stream, the frames from the video are extracted at specific intervals for testing and 

analysis. This frame extraction step is a critical component of the automated threat detection process, as deep 

learning technologies perform detection on singular images only, not continuous video stream data. Frame 

extraction rates are typically between 20‐30 frames per second so that the surveillance system may provide 

true real-time video analysis or monitoring performance. 

The frames are processed one by one in the Image Preprocessing step, also known as “Image Pre-

processing” After they are extracted from the defining image, to be used by the Object Detection module 

(the main processing step) of the video surveillance system. These operations ensure that the pre-conditions 

for the YOLO model (e.g., input image dimensions, etc.) are met, as well as that noise introduced by the 

camera sensor has been mitigated, and that low-light images have been enhanced so that the detection of 

objects will be accurate. 

After pre-processing of the frames has been completed, the pre-processed frames are sent to the Object 

Detection module (the primary function of the video surveillance system), which utilizes the YOLO (You 
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Only Look Once) deep learning method to perform object detection because it has been shown to perform 

fast and accurate real-time object detection processes [11], [13]. The YOLO deep learning model performs 

the task of detecting an object in an image using one forward pass of the entire image through a 

convolutional neural network. 

When an object is detected, it will be assigned to a bounding box that shows where the object is in the frame, 

and it will receive a classification label for the item detected (e.g., human, vehicle, bag, etc.) This 

classification information will then be forwarded to the Object Tracking module. 

The object tracking component will allow for the identification of objects through multiple frames of 

surveillance video. Object detection identifies objects per individual frame only, while object tracking 

allows the same object to be tracked across multiple consecutive frames of video as it moves within an area 

being monitored. For this study, the tracking algorithm chosen was the DeepSORT (Deep Learning SORT) 

algorithm due to its ability to integrate motion predictions with appearance-based features when tracking 

multiple objects at the same time [22]. 

When objects are identified using the DeepSORT algorithm, each identified object receives a unique ID and 

provides predictions of the object's location in future frames based on historical motion patterns. By 

matching current identified objects with previously tracked objects, DeepSORT allows for the identification 

of the same object even if the object is out of the camera view for a short period of time. 

After completing the tracking of the objects through the identified frames, that information is forwarded to 

the threat detection module for analysis. The threat detection module will examine the identified objects and 

their historical movement patterns to determine if there are any suspicious behaviors or security threats. For 

example, the module may identify suspicious behaviors such as spending too much time in restricted areas, 

abandoning personal items within a monitored location, or exhibiting erratic movement patterns. 

Upon detecting an event of suspicious nature, the alert generation module is activated and provides 

immediate notification to security personnel via monitoring dashboards, alarms, or automated notification 

methods (email or SMS). The resulting alerts facilitate a prompt response to possible security incidents and 

enhance overall surveillance capabilities of the facility. 

The proposed system's modular architecture ensures efficient operation of each system component while 

delivering real-time performance. In combining object detection, tracking, and threat evaluation, the system 

provides a complete surveillance solution for all contemporary smart city environments. 

 

VI. OBJECT DETECTION ALGORITHM 
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Object detection is an important aspect of the proposed surveillance solution. The system uses the YOLO 

(you only look once) deep learning algorithm to efficiently detect objects in real-time from video frames. 

YOLO has become well known for providing high levels of accuracy in detecting objects and performing 

detection in real time, making it an ideal algorithm for use in video surveillance applications [11], [13]. 

The main difference between YOLO and other traditional object detection algorithms (R-CNN and Faster R-

CNN) is that while the latter process multiple areas of the input image independently; YOLO considers the 

task of detecting objects as a single regression problem. It predicts the bounding boxes (i.e., locations of the 

detected objects) and classifications for each detected object by processing the entire input image 

simultaneously using a convolutional neural network (CNN). 

In order to complete the detection, YOLO segments the input image into equal-sized grid cells (S x S cells), 

where each grid cell is assigned a subset of detected objects based on which of the detected object's center 

lies within that grid cell's boundaries. For each detected object, the YOLO algorithm generates a 

corresponding bounding box produce bounding box coordinates for each detected object that specify its 

location and size within the grid, and generate a confidence score for each bounding box representing how 

likely it is that an object is actually present (or in the area represented by the bounding box) and provides a 

probability of an object being present either inside of, or near (but not only within), the bounding box itself. 

When locating and classifying objects in their associated bounding boxes, parameters of the detected object 

which can be obtained from each bounding box prediction include:  

a. Bounding Box coordinates (x, y, w, h): where an object is located and how large. 

b. Object Confidence Score: the confidence level that the predicted bounding box contains an object. 

c. Class Confidence Scores: the likelihood that the detected object belongs to each class.  

The mathematics for predicting bounding boxes can be summarized by:  

Confidence Score = (P(Object) * IOU) 

P(Object) = The probability that an object exists within the predicted bounding box, and IOU = Intersect 

over Union between the predicted bounding box and real bounding box prediction with the real bounding 

box as determined by an intersection-of-union metric. 

When the YOLO detection algorithm processes a grid cell in order to produce bounding box predictions, it 

generates multiple bounding boxes (predicted) for the same detected object. There will be some overlapping 

bounding boxes from predictions of the detected object made by the YOLO algorithm. In order to eliminate 

the redundant detections, NMS is used to select a single bounding box with the highest confidence score, 

while all other overlapping predicted bounding boxes are suppressed. 

The advantageous aspect of YOLO is it’s ability to do real-time object detection. YOLO compares 

favourably to a region based detector such as Faster R-CNN because YOLO processes the complete image 

all at once through a single pass through a neural network, resulting in greater processing speed than a 

region-based detector method of object detection. 

YOLO has undergone several advancements over the years with the release of numerous versions such as 

YOLOv3, YOLOv4, YOLOv5, and YOLOv7. Each of these versions has improved upon the previous 

versions with advanced methods such as multi-scale extraction, enhanced backbone networks, and the yo 

age of optimised methods for training, resulting in improved accuracy when detecting object while 

maintaining fast processing speed. 

The object detection component of the proposed surveillance system will use a YOLO based model that has 

been trained on large scale datasets containing labelled images of various object types which are commonly 
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found in an environment where surveillance occurs, pedestrian and vehicle; and for suspicious object 

detection. The trained detections can now facilitate the detection of multiple object classes within each frame 

of the surveillance video. 

Incorporating the object tracking and threat-detection components with the YOLO object detection 

component provides a complete solution for real-time and automated security monitoring and surveillance. 

 

VII. EXPERIMENTAL SETUP 

An experiment setup is proposed to evaluate the performance of the proposed artificial intelligence (AI) 

based surveillance system. The focus of the experimental evaluation will be the assessment of the accuracy, 

computational efficiency, and real-time performance of the proposed deep learning-based object detection 

and tracking framework under various surveillance environments. 

A. Dataset 

The surveillance system that has been proposed has been evaluated with a number of publicly available 

datasets that are used in the areas of computer vision and object detection. All these datasets contain a lot of 

labelled images and videos, which provide deep learning models with enough information about how to 

recognise an object and what its features are. 

One of the datasets used in the evaluation was the Microsoft Common Objects in Context (COCO) dataset. 

The COCO dataset contains over 330,000 images and is comprised of 80 different types of objects from 

everyday life, including objects found in real world scenes (such as pedestrians, cars, bicycles and common 

household items). This diversity makes this dataset excellent for developing and validating object detection 

algorithms used in surveillance systems. 

Another dataset that was used for training and evaluation was the Open Images Dataset, which contains 

millions of annotated images of hundreds of different types of objects. These images have detailed 

annotations available, including bounding box coordinates and segmentation masks that allow deep learning 

models to develop sophisticated representations of objects. 

Surveillance-specific datasets are also used to test performance in realistic scenarios, in addition to image 

datasets. These datasets are made up of video footage that has been recorded with surveillance cameras in 

public areas, such as streets, public transport systems, and commercial buildings. The use of video 

surveillance data enables the evaluation of object detection and tracking algorithms in realistic surveillance 

conditions. 

The datasets are divided into training (to train the deep learning model), validation (to tune hyperparameters 

and prevent overfitting), and test (to evaluate the final performance of the system) datasets. 

 

B. Implementation Tools 

The suggested intelligent surveillance system will be designed using many software tools and frameworks 

that are common tools used in research from the field of computer vision and deep learning. 

The primary programming language used to build this solution will be Python because it provides a lot of 

libraries that can be utilized in Machine Learning and Image Processing. This language is suitable for 

integrating deep learning models with video processing pipelines seamlessly. 

The OpenCV library will be used to manage loading video, performing basic image prep, and extracting 

images from video files. OpenCV contains efficient implementations of the types of image processing 

algorithms used to analyze video data in real time. 
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TensorFlow and PyTorch will be used for developing and training deep learning models. These frameworks 

provide powerful tools to develop and optimize Convolutional Neural Networks and other machine learning 

models. 

The object detection functionality of the system is using >= YOLOv8, the new version of the YOLO 

detection framework This makes detection more accurate than the previous versions and also uses less time. 

The object tracking module of the system is using DeepSORT to track multiple objects across frames with 

both motion prediction and appearance feature extraction. 

The execution of the system will be running on a computer that contains a GPU to accelerate the calculations 

of the neural networks and perform real-time processing on video stream data. 

 

C. Performance Metrics 

A range of performance metrics that are routinely examined in object detection studies shall be used to 

ascertain whether or not the proposed surveillance system is effective. 

Accuracy 

Accuracy can be used to determine how accurate the object detection system has been by comparing the 

number of objects that were detected correctly to total objects in the dataset. A higher score means a greater 

level of accuracy in detecting objects. 

Precision 

Precision is a measurement of how many of the detected objects were identified as being detected correctly. 

Mathematically, this can be calculated as follows: 

Precision = TP / (TP + FP) 

where TP (True Positive) indicates the count of objects that were really found by the detection system and 

FP (False Positive) indicates the count of objects that were really not found by the system. This performance 

metric is necessary when evaluating surveillance systems due to the fact that false alarms contribute 

negatively to an overall trust of the system. 

Recall  

refers to the Recall is the fraction of real fossil objects that were correctly detected by the system and is 

calculated using the following formula: 
Recall = TP / (TP + FN) 

Where FN (False Negatives) is the number of fossil objects captured but not positively identified by the 

algorithm. 

A high recall score ensures that significant events or fossil objects do not go undetected by the surveillance 

system. 

F-Score 

The F-Score is created by determining the harmonic mean of precision and recall; therefore, it's an overall 

measure of the performance of the detection process as a whole. 

F-Score = 2 × (Precision × Recall) / (Precision + Recall) 

Frames Per Second (FPS) 

The number of video frames processed per second by a surveillance system to determine its performance 

during realtime processing is known as "FPS." A high FPS value demonstrates that the surveillance system 

is capable of efficiently processing video streams and not experiencing delays. 
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VIII. RESULTS AND DISCUSSION 

According to the experimental results, the proposed AI-based CCTV system has accomplished a high level 

of accuracy while processing video data in real-time. The use of a deep learning model, called YOLO, 

allows for the ability to detect many different types of objects within individual frames of video at the same 

time. 

Compared to other traditional region-based detection methods like Faster R-CNN, YOLO also dramatically 

improves the speed with which the algorithm can process images. Since YOLO processes an entire image in 

one pass through its neural network, it minimizes the amount of computationally expensive overhead 

required to perform the detection analysis resulting in a much quicker (less than 100 milliseconds) response 

from the algorithm [11]. 

Furthermore, by incorporating the DeepSORT tracking algorithm, the overall efficiency of the CCTV 

System is enhanced by providing a means for tracking the location of objects over multiple frames of video. 

This feature allows the CCTV System to assess how an object moves within the scene and identify activity 

that could be described as suspicious. 

The description of the experimental results indicates that the proposed AI-based CCTV System has achieved 

high precision and recall values for detecting common types of objects typically detected with traditional 

CCTV systems, such as pedestrians and vehicles, while maintaining a processing speed that is consistent 

with real-time CCTV applications. 

While some challenges still exist with the implementation of this system in real world environments, such as 

decreased accuracy when attempting to detect objects in low light conditions, heavily covered areas, or areas 

that contain many people, there are also many advantages to the use of this type of system. The ability to 

detect objects continually over long periods of time creates a high demand for computing resources, making 

it necessary to optimize current model architectures for use with edge computing platforms. 

The results of the experiments performed clearly demonstrate that deep-learning-based surveillance systems 

will have a substantial impact on improving monitoring efficiency, detection accuracy, and automation 

compared to traditional surveillance systems. 

 

IX. CONCLUSION 

An experiment examined how to use AI and deep learning methods to do real-time object detection for smart 

surveillance systems. We looked at a variety of different deep learning methods for detecting objects to 

identify significant problems that exist in current surveillance technology. 

A proposed surveillance framework combines video acquisition, image pre-processing, object detection, 

object tracking, and threat detection. The proposed system uses the YOLO detection model and the 

DeepSORT tracking algorithm for accurate real-time monitoring. 

When evaluated experimentally using publicly available datasets, the proposed system achieved very high 

accuracy for detection, as well as excellent performance in real-time processing. The results indicate that 

using an AI surveillance system can greatly improve security monitoring through automatic detection and 

tracking of objects within video streams. 

An enhanced proposed surveillance architecture allows for increased speed of detection; automated 

monitoring efficiencies and improved mass scale surveillance network capabilities will be achieved with 

these  
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improvements. Future research efforts on enhancing performance when detecting under challenging 

conditions (i.e., low light and heavy occluded environments) as well as in highly crowded spaces will be 

important factors to consider when developing lightweight deep learning models suitable for operating 

efficiently on edge devices; this will ultimately help to deploy large-scale intelligent surveillance systems 

across the globe. In addition to enhancing the capabilities of intelligent surveillance systems, integrating 

advanced behavior analysis methods with multiple camera coordination mechanisms can also aid in 

advancing safety and security within smart cities. 
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