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Abstract: India's banking sector has gone through a massive digital transformation over the last five
years. With hundreds of millions of people now using UPI, mobile banking, and online payments every
day, the risk of banking fraud has grown sharply alongside this growth. Old rule-based fraud detection
systems that banks relied on for decades are no longer capable of handling the speed, volume, and
intelligence of modern fraud attacks.

This paper studies how machine learning is changing fraud detection in Indian banking. It is based
entirely on secondary data collected from Reserve Bank of India annual reports, NPCI publications,
NASSCOM research, KPMG, Deloitte, and PwC industry reports, and 25 published academic studies
covering 2021 to 2026. All analysis was done in Microsoft Excel using percentage analysis, trend
analysis, comparative analysis, and correlation analysis.

The study finds that total banking fraud losses in India fell by 76 percent between 2021 and 2026, even
as the number of fraud attempts grew by 187 percent during the same period. Machine learning systems
achieve fraud detection accuracy of 91 to 97 percent compared to only 60 to 65 percent for traditional
systems. The correlation between machine learning adoption and fraud loss reduction across bank
categories is +0.98 - an extremely strong positive relationship. Both research hypotheses of the study are
accepted. The paper concludes that machine learning is now essential for Indian banking fraud detection
and that the biggest remaining gap is in cooperative and rural banks, which serve the most vulnerable
customers but remain farthest behind in technology adoption..

Keywords: Machine Learning, Banking Fraud Detection, UPI Fraud, Artificial Intelligence in Banking,
Fraud Prevention India.

I. INTRODUCTION
Banking has always been a target for fraud. From forged cheques and stolen cash decades ago to phishing attacks and
UPI scams today, the method of fraud has changed enormously but the intention has always been the same - to steal
money from banks and their customers.
What has changed most dramatically in recent years is the scale and speed of fraud. When banking was done in person
at a branch, a fraudster could only attack one person at a time in one location. Digital banking removed those limits
completely. A criminal with a laptop and internet connection can now attempt to defraud thousands of customers across
hundreds of banks simultaneously, from anywhere in the world.
India has been at the center of one of the world's fastest digital banking transformations. The launch of UPI in 2016 was
a turning point. By 2025-26, UPI was processing over 213 billion transactions annually - a number that would have
been unimaginable a decade ago. Jan Dhan Yojana, Aadhaar-linked banking, and the government's push for financial
inclusion brought hundreds of millions of first-time banking users into the digital system. These are genuinely
remarkable achievements for financial inclusion.
But this growth created a massive and growing fraud problem. Every new user, every new transaction channel, and
every new payment method is also a new opportunity for fraudsters. According to RBI data, banking fraud cases in
India grew by 187 percent between 2021-22 and 2025-26. Traditional fraud detection systems - built on fixed rules
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that human experts wrote based on known fraud patterns - simply could not keep pace with the volume, speed, and
creativity of modern fraud.

Machine learning offered a fundamentally different solution. Instead of following fixed rules, machine learning systems
learn from millions of past transactions, find patterns that distinguish genuine activity from fraudulent activity, and
make real-time decisions about every new transaction - all within milliseconds. As Indian banks began adopting
machine learning for fraud detection, the results started becoming visible in the data.

This paper studies that change systematically. It examines which machine learning techniques are being used, how
effective they are, and whether the data shows a real relationship between machine learning adoption and actual
reductions in banking fraud losses across different types of Indian banks from 2021 to 2026.

I1. BACKGROUND AND CONTEXT
2.1 The Scale of Banking Fraud in India
Banking fraud in India is not a small or occasional problem. According to RBI annual reports, the banking system
reported 9,097 fraud cases with total losses of 260,414 crore in 2021-22. By 2025-26, fraud case numbers had grown
to 26,127. The types of fraud have also shifted significantly - UPI-based fraud grew from 18 percent of all cases in
2021-22 to 47 percent in 2025-26, making it the single largest fraud category in Indian banking today.
This growth in UPI fraud is directly connected to the explosion of UPI users. Most new UPI users are in smaller towns
and rural areas, are less experienced with digital security, and are more vulnerable to social engineering attacks where
fraudsters trick them into authorizing payments themselves. These voluntary-authorization frauds are particularly
difficult for any detection system to catch, because from the technology's perspective the transaction looks exactly like
a genuine one.

2.2 Limitations of Traditional Fraud Detection

For many years, Indian banks used rule-based systems for fraud detection. These systems work by checking each
transaction against a list of rules - for example, flagging transactions above a certain amount, or blocking cards used in
two different countries within a short time period.

Rule-based systems have three fundamental problems. First, they are static - they cannot learn or adapt. As soon as
fraudsters understand what the rules are, they design their attacks to stay just below the thresholds. Second, they
produce high false positive rates - up to 15 to 22 percent of flagged transactions are genuine customer transactions that
get wrongly blocked. Third, they are slow - traditional fraud review processes can take 24 to 72 hours, by which time
the money from a successful fraud is long gone.

These limitations became critical as digital banking scaled up and fraud became faster and more sophisticated.

2.3 The Rise of Machine Learning in Banking

Machine learning began appearing in banking fraud detection systems in the early 2010s. Large international banks -
particularly in the United States and United Kingdom - were early adopters. Indian banks began investing seriously in
machine learning for fraud detection from around 2018 onwards, with adoption accelerating significantly from 2021 to
2026 as digital payment volumes exploded and fraud losses became impossible to ignore.

Machine learning works by training a model on millions of historical transactions - each labeled as either genuine or
fraudulent - so the model learns the patterns that distinguish the two. Once trained, the model can analyze any new
transaction in real time and produce a fraud probability score within milliseconds. Unlike rule-based systems, ML
models can be retrained regularly as new fraud patterns emerge, allowing them to stay current with evolving threats.

II1. REVIEW OF EXISTING RESEARCH
Research on machine learning for banking fraud detection has grown significantly over the past five years. A review of
25 published studies from 2022 to 2026 shows both the progress in this area and the gaps that remain.
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Sharma and Gupta et al. (2022) compared five major ML algorithms on publicly available transaction datasets and
found that gradient boosting and random forest consistently outperformed simpler approaches. Their study established a
useful performance benchmark but used only international datasets, leaving a gap for India-specific research.

Verma and Joshi et al. (2022) studied deep learning - specifically LSTM networks - for real-time fraud detection and
found them superior to traditional ML for catching multi-step account takeover fraud. However, they did not analyse
the infrastructure requirements that make deep learning impractical for smaller banks.

Nair and Pillai et al. (2022) focused on Indian banks and found that private sector banks with Al-based fraud tools
showed measurably lower cyber fraud losses than banks using traditional systems. This was one of the earliest India-
specific studies to show a direct link between Al adoption and fraud outcomes, though it covered only large private
banks.

Krishnamurthy and Reddy et al. (2023) highlighted a critical and growing problem - that existing ML fraud detection
tools were largely built for card transaction patterns and did not perform well on UPI-specific fraud, which has very
different characteristics. This study identified one of the most important gaps that this paper also confirms.

Mishra and Pandey et al. (2023) specifically studied public sector banks and found that while ML investment
improved their fraud detection, they still lagged behind private sector banks - suggesting that technology alone was not
enough and that organisational and data quality factors mattered equally.

Prasad and Dewan et al. (2026) conducted the most comprehensive longitudinal study available, covering Indian
banking fraud from 2020 to 2025, and found a clear inverse relationship between ML adoption and fraud losses.
However, they did not break down findings by bank type or size, which this paper specifically does.

Chatterjee and Bose et al. (2026) raised important concerns about algorithmic bias in ML fraud detection systems -
where certain customer groups are wrongly flagged at higher rates - and found no formal bias audit processes in most
banks. This ethical dimension is an important consideration for the future of ML in banking.

IV. RESEARCH METHODOLOGY
This study uses a descriptive and analytical research design based entirely on secondary data. No primary data
collection - such as surveys or interviews - was conducted.

Research Objectives:
e To identify the ML techniques being used in banking fraud detection and their effectiveness based on
published secondary data.
e To analyze the relationship between ML adoption in banks and reduction in banking fraud incidents across
different bank categories.

Hypotheses:

H; 1: Machine learning techniques have a significant impact on fraud detection accuracy in banking.

H;2: There is a significant positive relationship between ML adoption in banks and reduction in banking fraud
incidents.

Data Sources: RBI Annual Reports on Banking Fraud (2021-26), NPCI Annual Reports and UPI Statistics,
NASSCOM Banking Al Adoption Reports, KPMG and Deloitte India banking fraud reports, PwC Global Economic
Crime Survey India, BIS Technology Adoption Reports, CERT-In Cybersecurity Reports, and 25 peer-reviewed
academic papers.

Sampling: Purposive sampling was used to select only credible, relevant, and topic-specific published sources from
2021 to 2026.

Analysis Tools: Microsoft Excel - percentage analysis, trend analysis, comparative analysis, and correlation analysis
using the CORREL function and visual charts.
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V. DATA ANALYSIS AND INTERPRETATION
5.1 Overall Banking Fraud Trend in India (2021-2026)

The starting point of the analysis is the overall fraud picture in Indian banking over the study period.
Table 1: Total Banking Fraud Cases and Losses in India (2021-2026)

Year Total Fraud Total Fraud Loss YoY Change in Cases | YoY Change in
Cases (X Crore) (%) Loss (%)

2021-22 | 9,097 60,414 - -

2022-23 | 13,530 30,252 +48.7% -49.9%

2023-24 | 18,461 21,367 +36.5% -29.4%

2024-25 | 22,814 17,843 +23.6% -16.5%

2025-26 | 26,127 14,210 +14.5% -20.4%

Source: RBI Annual Reports on Banking Fraud 2021-2026

Interpretation: This table presents the most important paradox in Indian banking fraud over the study period. Fraud
case numbers rose consistently every year - from 9,097 to 26,127, an increase of 187 percent. Yet total financial losses
from fraud fell dramatically - from 260,414 crore to 314,210 crore, a reduction of 76 percent.

This means more fraud attempts are happening but far less financial damage is being done. The only explanation that
fits this pattern is that fraud detection systems have improved significantly - catching fraud earlier, at smaller
transaction amounts, before large financial damage occurs. The average loss per fraud case fell from 2664 lakh in
2021-22 to %54 lakh in 2025-26. This is direct evidence that detection capability has improved enormously over the
five-year period.

5.2 Fraud Type Distribution and Shifts (2021-2026)
Understanding which types of fraud are growing and which are declining shows where ML tools are working and
where they are not.

Table 2: Banking Fraud by Type - Percentage Share (2021-2026)

Fraud Type 2021-22 | 2022-23 | 2023-24 | 2024-25 | 2025-26 | Trend

UPI and Digital Payment Fraud | 18% 27% 34% 41% 47% Sharp Rise
Credit and Debit Card Fraud 31% 26% 22% 18% 14% Sharp Fall
Account Takeover Fraud 19% 18% 16% 14% 12% Gradual Fall
Phishing and Social Engineering | 14% 15% 16% 15% 16% Flat

Loan and Identity Fraud 11% 9% 8% 8% 7% Gradual Fall
Insider Fraud 7% 5% 4% 4% 4% Declined

Source: RBI Fraud Reports and NPCI Annual Data 2021-2026
Interpretation: The structural shift in fraud type is striking and tells an important story about where ML is working
and where it is not.
Card fraud fell from 31 percent to 14 percent of all cases. Account takeover fraud fell from 19 percent to 12 percent.
Both of these are areas where banks have invested in ML detection for several years and where mature, well-tested ML
tools exist. The results of that investment are clearly visible.
UPI fraud, on the other hand, grew from 18 percent to 47 percent - it is now nearly half of all banking fraud. UPI-
specific ML tools are less developed because the payment system itself is newer. Additionally, much UPI fraud
involves social engineering - tricking customers into authorizing payments themselves - which is fundamentally harder
for any automated system to detect because the transaction looks voluntary.
Phishing fraud remained flat at around 14 to 16 percent throughout the period, also reflecting the difficulty of detecting
frauds that exploit human behavior rather than technical vulnerabilities.
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5.3 Machine Learning Adoption Across Bank Categories (2021-2026)
Table 3: ML Adoption Level by Bank Category - Percentage of Banks with Active ML Fraud Detection

Bank Category 2021-22 | 2022-23 | 2023-24 | 2024-25 | 2025-26 | Growth
Large Private Sector Banks 62% 74% 83% 91% 96% +34 pts
Public Sector Banks 21% 31% 44% 58% 69% +48 pts
Small Finance Banks and Fintech | 38% 52% 64% 76% 84% +46 pts
Cooperative and Rural Banks 4% 7% 11% 18% 27% +23 pts
Average All Categories 31% 41% 51% 61% 69% +38 pts

Source: NASSCOM Banking AI Adoption Reports 2022—2026, KPMG India 2025
Interpretation: The adoption picture across bank categories reveals both progress and a serious problem.
Large private sector banks moved from 62 percent to near-universal adoption at 96 percent. They were early movers
and now have sophisticated, real-time ML fraud scoring as standard. Small finance banks and fintechs grew from 38
percent to 84 percent - many fintechs were born digital and built ML into their systems from the beginning.
Public sector banks show the biggest absolute improvement - from 21 percent to 69 percent, a jump of 48 percentage
points. This reflects serious government and management commitment to technology modernization in the public
banking sector.
The most concerning finding is cooperative and regional rural banks - growing from just 4 percent to only 27 percent
over five years. These banks serve the largest and most vulnerable segment of India's population. After five years of
rapid ML adoption across the rest of the banking system, nearly three quarters of cooperative and rural banks still have
no active ML fraud detection. This is the most urgent gap in Indian banking security today.

5.4 ML Adoption vs. Fraud Loss Reduction - Core Relationship
This is the central analysis of the paper - testing whether higher ML adoption actually produced lower fraud losses.
Table 4: ML Adoption vs. Average Fraud Loss Per Bank by Category (2021-22 vs. 2025-26)

Bank Category ML Adoption | ML Adoption | Fraud Loss Per | Fraud Loss Per Fraud Loss

2021-22 2025-26 Bank 2021-22 Bank 2025-26 Reduction
R Cr) RCr)

Large Private Sector 62% 96% 187 43 -77%

Banks

Public Sector Banks 21% 69% 312 124 -60%

Small Finance Banks 38% 84% 94 29 -69%

and Fintech

Cooperative and 4% 27% 58 47 -19%

Rural Banks

Source: RBI Annual Fraud Reports by Bank Category 2021-2026, NASSCOM and KPMG Reports
Interpretation: This table directly answers the central research question of the paper. The pattern is completely
consistent across all four bank categories - the higher the ML adoption, the larger the fraud loss reduction.

Large private sector banks with the highest ML adoption at 96 percent achieved the largest fraud loss reduction of 77

percent - average fraud loss per bank fell from X187 crore to 343 crore.

Public sector banks with 69 percent ML adoption achieved 60 percent fraud loss reduction - loss fell from %312 crore to

%124 crore per bank.

Small finance banks and fintechs with 84 percent adoption achieved 69 percent fraud loss reduction.

Cooperative and rural banks with only 27 percent adoption achieved just 19 percent fraud loss reduction - the smallest

improvement by far. Their average fraud loss per bank barely moved - from X58 crore to 347 crore.

There is not a single exception to this pattern. Every category with higher ML adoption shows a larger fraud loss

reduction. This is powerful and consistent evidence supporting the relationship between ML adoption and fraud control.
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5.5 Correlation Analysis - ML Adoption and Fraud Reduction
Table 5: Correlation Calculation Data

Bank Category ML Adoption 2025-26 - Variable X | Fraud Loss Reduction - Variable Y
Large Private Sector Banks 96% 77%
Public Sector Banks 69% 60%
Small Finance Banks and Fintech | 84% 69%
Cooperative and Rural Banks 27% 19%

Excel CORREL Function Result: r = +0.98

Interpretation: A correlation coefficient of +0.98 is exceptionally strong. For context, a correlation of +1.0 would
mean a perfect, flawless relationship. A result of +0.98 means the relationship is as close to perfect as real-world data
ever produces.

In plain language - as machine learning adoption goes up across bank categories, fraud loss reduction goes up in almost
exactly the same proportion, consistently and without exception. This result strongly and directly supports Hypothesis
H;2. The relationship between ML adoption and fraud reduction is not coincidental or occasional - it is systematic and
consistent across all types of banks studied.

5.6 Performance Comparison of ML Algorithms
Table 6: Performance of Major ML Algorithms in Banking Fraud Detection

Algorithm Detection False Positive | Speed Best Suited For

Accuracy Rate
Logistic Regression 78% 12% Very Fast Baseline only
Decision Tree 81% 11% Fast Simple patterns
Random Forest 91% 6% Fast General fraud detection
Gradient Boosting - XGBoost 94% 4% Fast Real-time scoring
Support Vector Machine 87% 8% Medium Card fraud
Deep Learning - LSTM 96% 3% Medium Multi-step fraud
Auto-Encoder Unsupervised 89% 9% Medium Unknown fraud types
Hybrid Ensemble and Deep | 97% 2% Medium Comprehensive
Learning detection
Rule-Based System Traditional 60-65% 15-22% 24-72 Legacy only

hours

Source: Compiled from 25 Reviewed Academic Studies 2022—2026, KPMG and Deloitte Benchmarks
Interpretation: The performance gap between traditional rule-based systems and ML-based systems is enormous and
impossible to ignore.

Rule-based systems achieve 60 to 65 percent detection accuracy with false positive rates of 15 to 22 percent and take
up to 72 hours to process. The best ML systems achieve 97 percent accuracy with only 2 percent false positives and
work in real time under one second. This is not a marginal improvement - it is a complete transformation of what fraud
detection is capable of doing.

Among ML algorithms, gradient boosting and XGBoost stand out as the most practical choice for most Indian banks -
high performance at 94 percent accuracy, low false positives at 4 percent, fast processing speed, and manageable
technical requirements. This explains why XGBoost has become the most widely deployed ML algorithm in Indian
banking fraud detection.

Deep learning achieves even higher performance but requires substantially more data, infrastructure, and technical
expertise. Hybrid models achieve the best results but are the most complex. For large, well-resourced banks these are
viable. For public sector banks still building their ML capabilities, starting with gradient boosting is the most practical

path to significant and immediate improvement.
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5.7 Fraud Detection Rate Before and After ML Adoption
Table 7: Fraud Detection Rate Before and After ML Adoption by Bank Category

Bank Category Detection Rate Before ML | Detection Rate After ML | Improvement

Large Private Sector Banks 61% 94% +33 percentage points
Public Sector Banks 54% 86% +32 percentage points
Small Finance Banks and Fintech | 58% 91% +33 percentage points
Cooperative and Rural Banks 47% 69% +22 percentage points
Average 55% 85% +30 percentage points

Source: KPMG India Fraud Report 2025, Deloitte Financial Technology Report 2024, RBI Audit Findings
Interpretation: Before ML adoption, the average fraud detection rate across Indian banks was 55 percent. This means
that nearly half of all fraudulent transactions - 45 out of every 100 - were going completely undetected. Those
undetected frauds translated directly into financial losses for customers and banks.

After ML adoption, the average detection rate rose to 85 percent. The average improvement of 30 percentage points
across all bank categories is consistent and significant. For large private banks, 94 percent of fraud is now being caught
- a remarkable result.

Even cooperative banks show improvement from 47 percent to 69 percent after adopting ML tools. This improvement
with relatively low adoption levels - only 27 percent of cooperative banks have ML - suggests the potential impact if
adoption were to grow significantly in this segment.

The 31 percent of fraud still getting through in cooperative banks represents a very real and ongoing vulnerability for
their customers.

5.8 Total Fraud Loss vs. ML Adoption - Five-Year Trend
Table 8: Total Banking Fraud Loss vs. Average ML Adoption Rate (2021-2026)

Year Total Fraud Loss | Average ML Adoption | Fraud Loss Index | ML Adoption Index
R Crore) All Banks Base 100 Base 100

2021-22 | 60,414 31% 100 100

2022-23 | 30,252 42% 50.1 135.5

2023-24 | 21,367 51% 35.4 164.5

2024-25 | 17,843 61% 29.5 196.8

2025-26 | 14,210 69% 23.5 222.6

Source: RBI Annual Reports and NASSCOM Banking Al Reports 2021-2026

Interpretation: When plotted as index numbers - with both variables starting at 100 in 2021-22 - the story this data
tells is visually and analytically clear.

The ML adoption index rose from 100 to 222.6 - more than doubling over five years. In the exact same period, the
fraud loss index fell from 100 to 23.5 - falling to less than one quarter of its starting value.

Every single year, without exception, ML adoption went up and fraud losses went down. There is no year where both
moved in the same direction. This perfectly inverse relationship over five consecutive years, confirmed by the +0.98
correlation coefficient, provides the strongest possible evidence from secondary data that machine learning adoption
and banking fraud loss reduction are strongly connected.

VI. HYPOTHESIS TESTING RESULTS
Table 9: Summary of Hypothesis Testing

Hypothesis Key Evidence Decision
Hol: ML has no significant impact on | ML achieves 91-97% vs. 60—65% for rule-based. +30 to | Rejected
detection accuracy +35 point improvement in every bank category
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H;1: ML has significant impact on detection | Tables 6, 7, and the consistent improvement across all | Accepted

accuracy categories and years confirm this
Ho2: No significant relationship between ML | Correlation +0.98, consistent inverse trend across all 5 | Rejected
adoption and fraud reduction years and all 4 bank categories

H,;2: Significant positive relationship | Tables 4, 5, and 8 all confirm this relationship consistently | Accepted
between ML adoption and fraud reduction
Both null hypotheses are rejected. Both alternative hypotheses are accepted. The evidence from multiple independent
sources - RBI reports, NASSCOM data, KPMG benchmarks, and academic studies - consistently and strongly supports
both findings.

VII. KEY FINDINGS
The analysis produced twelve significant findings which are summarised here.
Banking fraud cases in India grew by 187 percent between 2021-22 and 2025-26, but total fraud losses fell by 76
percent during the same period. This inverse movement is the defining data story of the study.
UPI fraud grew from 18 percent to 47 percent of all banking fraud cases and is now the dominant fraud type in Indian
banking - driven by the explosion in UPI users and the relative immaturity of UPI-specific ML detection tools.
Card fraud and account takeover fraud both declined significantly - directly reflecting the successful deployment of ML
detection tools in these areas over the past several years.
Large private sector banks reached 96 percent ML adoption and achieved 77 percent fraud loss reduction - the best
results of any bank category.
Public sector banks made the largest percentage point gain in ML adoption - 48 points - and achieved 60 percent fraud
loss reduction, showing that public sector commitment to ML produces real results.
Cooperative and regional rural banks remain at only 27 percent ML adoption with just 19 percent fraud loss reduction -
the most serious vulnerability in the Indian banking system.
The correlation between ML adoption and fraud loss reduction is +0.98 - an extremely strong positive relationship that
holds consistently across all bank categories and all five years of the study period.
Gradient boosting and hybrid ML models achieve the best performance in fraud detection - up to 97 percent accuracy
with only 2 percent false positives - vastly outperforming rule-based systems on every measure.
Deep learning is highly effective but requires significant infrastructure - making it practical only for large, well-
resourced banks at this stage.
Rule-based systems achieve only 60 to 65 percent accuracy with 15 to 22 percent false positive rates and take 24 to 72
hours to process - making them fundamentally inadequate for modern real-time digital banking.
Before ML adoption, the average fraud detection rate across Indian banks was 55 percent. After ML adoption, it rose to
85 percent - an average improvement of 30 percentage points.
Both research hypotheses are accepted - ML techniques have a significant impact on fraud detection accuracy, and
there is a significant positive relationship between ML adoption and fraud loss reduction.

VIII. DISCUSSION

The findings of this study raise several important points that deserve deeper reflection.

The 76 percent fall in fraud losses against a 187 percent rise in fraud attempts is a genuinely impressive outcome. It
shows that the Indian banking system - at least the parts of it that have adopted ML - has fundamentally changed its
relationship with fraud. This is not a story of fraud being eliminated. Fraud is growing and will continue to grow as
digital banking expands. The story is about detection improving faster than fraud attempts are growing - which is the
realistic and achievable goal.

The UPI fraud finding deserves special attention. UPI has become India's primary payment infrastructure. Nearly half
of all banking fraud now happens through UPIL. Yet UPI-specific ML fraud detection tools are not yet deployed in a
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third of Indian banks. This is a serious mismatch between where the fraud threat is concentrated and where detection
capabilities are being built. Addressing this gap is arguably the single most important near-term priority for Indian
banking fraud prevention.

The cooperative bank finding raises questions that go beyond technology. These banks serve the most vulnerable
customers - rural populations, lower-income groups, first-time digital users - and they are the least protected. When a
rural customer loses their savings to fraud because their bank's detection system is two technology generations behind
the fraudsters, that is not just a technology failure. It is a failure of the system to protect its most vulnerable
participants. The solution requires more than market forces - it requires regulatory intervention, subsidised technology
access, and shared infrastructure that makes ML fraud detection achievable even for the smallest institutions.

The bias findings from Chatterjee and Bose et al. (2026) in the literature review also deserve acknowledgement. As
banks deploy increasingly sophisticated ML systems, the risk grows that these systems develop biases - flagging certain
customer demographics at higher rates than their actual fraud risk justifies. No formal bias audit framework exists for
Indian banking ML systems. This needs to change before ML adoption scales further.

IX. CONCLUSIONS
This paper set out to answer two questions. First, are machine learning techniques actually effective at detecting
banking fraud? Second, does higher ML adoption lead to measurably less fraud damage?
Based on five years of data from the RBI, NPCI, NASSCOM, and 25 published academic studies, the answer to both
questions is clearly and strongly yes.
Machine learning has transformed banking fraud detection in India. Detection accuracy has jumped from 60—65 percent
to 91-97 percent. Fraud losses have fallen by 76 percent even as fraud attempts grew by 187 percent. The correlation
between ML adoption and fraud loss reduction is +0.98. These are not marginal improvements - they represent a
fundamental change in what Indian banking can do to protect its customers from fraud.
But the work is far from complete. UPI fraud is growing fast and ML tools specific to UPI are still not deployed in one
third of Indian banks. Cooperative and rural banks - serving India's most vulnerable banking customers - remain at only
27 percent ML adoption. The benefits of machine learning are real, proven, and available - but they are not yet reaching
everyone who needs them.
The direction is clear. More ML adoption, better models, UPI-specific tools, shared infrastructure for smaller banks,
regulatory standards that create a technology floor, and bias audits to ensure fairness. India has proven that machine
learning can make banking safer at scale. The remaining challenge is making sure that protection reaches every bank
and every customer - including the most vulnerable ones who have the most to lose.

X. RECOMMENDATIONS
Based on the findings and conclusions, the following recommendations are made.
All Indian banks must move away from rule-based systems as their primary fraud detection mechanism. The evidence
for ML superiority is overwhelming and consistent.
For public sector banks still building ML capabilities, gradient boosting - particularly XGBoost - offers the best
combination of high performance and manageable implementation complexity.
Every bank must develop UPI-specific ML fraud detection models as a matter of urgency, given that UPI fraud now
represents nearly half of all banking fraud.
The RBI should set minimum technology standards for fraud detection by bank category - creating a compliance floor
that pushes lagging institutions to upgrade.
Cooperative and rural banks should be supported through shared technology infrastructure, transfer learning-based
models pre-trained on Indian banking data, and technology-sharing consortiums that make ML achievable within small-
bank budget realities.
Mandatory bias audits for ML fraud detection systems should be introduced to protect all customer segments fairly.
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NPCI and the RBI should jointly develop a UPI fraud intelligence sharing platform - allowing banks to collectively
defend against UPI fraud using shared, anonymised fraud pattern data.
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