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Abstract: Abstract This research paper presents the design, implementation, and evaluation of an Al-
Based KidsLLM system developed to provide secure educational assistance for children through safe
conversational artificial intelligence. The proposed system integrates local large language models,
ethical response mechanisms, content filtering algorithms, and child-safe conversational interfaces to
ensure educationally appropriate interactions.

The study focuses on the implementation of Flask-based web architecture integrated with Ollama
LLM, MongoDB database systems, user authentication modules, and real-time harmful content
moderation. The research explores system architecture, data collection, feature extraction, model
training, evaluation, optimization, and recommendation generation.

Experimental analysis demonstrates the effectiveness of KidsLLM in filtering harmful prompts,
maintaining child-safe communication, and improving educational interaction quality. The proposed
framework contributes toward ethical Al implementation for children and supports future
advancements in responsible conversational systems.

KidsLLM is a child-friendly conversational artificial intelligence system designed to provide safe,
filtered, and educational interactions for children. The system uses local Large Language Models
(LLMs) integrated with Python, Flask, MongoDB, and content moderation layers to ensure secure
communication.

Unlike traditional Al chat systems that may expose children to harmful language or unsafe topics,
KidsLLM focuses on filtered responses, educational assistance, and age-appropriate interactions. This
research journal discusses the architecture, methodology, database design, implementation, testing,
security measures, and future scope of the KidsLLM system.

Keywords: KidsLLM.

I. INTRODUCTION
Artificial Intelligence has transformed modern communication systems through intelligent chatbots and virtual
assistants. However, most public Al systems are not specifically designed for children. KidsLLM addresses this
issue by introducing a safe and educational Al platform for kids. The project combines local LLM technology with
safety filtering, keyword moderation, and secure backend development. The system uses Flask for the web
framework, MongoDB for database storage, and Ollama with Llama models for local Al execution. The objective is
to create a controlled environment where children can learn, ask questions, and complete school-related activities
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without exposure to harmful content. The research also focuses on responsible Al implementation, ethical content
filtering, and secure communication between the frontend and backend systems. Artificial Intelligence has
transformed modern communication systems through intelligent chatbots and virtual assistants. However, most
public Al systems are not specifically designed for children.

KidsLLM addresses this issue by introducing a safe and educational AI platform for kids. The project combines
local LLM technology with safety filtering, keyword moderation, and secure backend development. The system uses
Flask for the web framework, MongoDB for database storage, and Ollama with Llama models for local Al
execution. The objective is to create a controlled environment where children can learn, ask questions, and complete
school-related activities without exposure to harmful content. The research also focuses on responsible Al
implementation, ethical content filtering, and secure communication between the frontend and backend systems.
Artificial Intelligence has transformed modern communication systems through intelligent chatbots and virtual
assistants. However, most public Al systems are not specifically designed for children.

KidsLLM addresses this issue by introducing a safe and educational AI platform for kids. The project combines
local LLM technology with safety filtering, keyword moderation, and secure backend development. The system uses
Flask for the web framework, MongoDB for database storage, and Ollama with Llama models for local Al
execution. The objective is to create a controlled environment where children can learn, ask questions, and complete
school-related activities without exposure to harmful content. The research also focuses on responsible Al
implementation, ethical content filtering, and secure communication between the frontend and backend systems.

II. LITERATURE REVIEW

Existing studies in conversational Al highlight the rapid development of intelligent systems powered by machine
learning and natural language processing. Research on educational chatbots shows that Al can improve learning
experiences by providing instant support and interactive guidance. However, researchers have identified major risks
when children use unrestricted Al systems. Unsafe language, misinformation, and privacy concerns remain key
challenges. Several educational Al systems use moderation APIs, but cloud dependency and internet privacy issues
are still concerns. KidsLLM contributes to this field by introducing a locally hosted Al architecture combined with
safety filtering and child-focused content moderation. The proposed model reduces privacy risks and ensures safer
educational interactions. Existing studies in conversational Al highlight the rapid development of intelligent systems
powered by machine learning and natural language processing. Research on educational chatbots shows that Al can
improve learning experiences by providing instant support and interactive guidance.

However, researchers have identified major risks when children use unrestricted Al systems. Unsafe language,
misinformation, and privacy concerns remain key challenges. Several educational Al systems use moderation APIs,
but cloud dependency and internet privacy issues are still concerns. KidsLLM contributes to this field by introducing
a locally hosted Al architecture combined with safety filtering and child-focused content moderation. The proposed
model reduces privacy risks and ensures safer educational interactions. Existing studies in conversational Al
highlight the rapid development of intelligent systems powered by machine learning and natural language
processing. Research on educational chatbots shows that Al can improve learning experiences by providing instant
support and interactive guidance. However, researchers have identified major risks when children use unrestricted
Al systems. Unsafe language, misinformation, and privacy concerns remain key challenges. Several educational Al
systems use moderation APIs, but cloud dependency and internet privacy issues are still concerns. KidsLLM
contributes to this field by introducing a locally hosted Al architecture combined with safety filtering and child-
focused content moderation. The proposed model reduces privacy risks and ensures safer educational
interactions.Objectives of KidsLLM Project
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Primary Objectives :

1. To develop a child-safe conversational Al system that provides secure, educational, and age-appropriate responses
for children using Large Language Models (LLMs).

2. To implement intelligent content filtering mechanisms capable of detecting and blocking harmful, toxic, violent,
abusive, adult, or misleading content before it reaches child users.

3. To design an ethical response generation framework that ensures Al-generated responses follow child-friendly
communication standards and educational values.

4. To create a secure educational assistance platform using technologies such as Python, Flask, Ollama, and
MongoDB for interactive learning support.

5. To provide a safe digital learning environment where children can ask academic, scientific, and general
knowledge questions without exposure to unsafe internet content.

6. To integrate real-time moderation and prompt inspection systems for monitoring user interactions and maintaining
conversational safety.

7. To develop administrative control modules that allow administrators to inspect prompts, authorize registrations,
block suspicious activities, and monitor system behavior.

8. To maintain user privacy and secure data management through encrypted authentication systems and protected
database storage.

9. To evaluate the effectiveness of AI moderation techniques in reducing unsafe responses and improving
educational interaction quality.

10. To promote responsible and ethical Al usage in education by implementing safe conversational interfaces
specifically designed for children.

II1. EXISTING SYSTEM
Traditional chatbot systems such as general Al assistants are primarily designed for adults and unrestricted
conversations. Most systems rely heavily on cloud infrastructure and internet-based APIs. While these systems
provide accurate responses, they often lack strict child safety controls.
The limitations of existing systems include :
* Exposure to harmful or inappropriate language.
* Lack of educational filtering.
* Internet dependency and privacy risks.
* High operational costs for API usage.
* Limited parental control features.
These challenges justify the need for a child-friendly Al solution such as KidsLLM. Traditional chatbot systems
such as general Al assistants are primarily designed for adults and unrestricted conversations. Most systems rely
heavily on cloud infrastructure and internet-based APIs. While these systems provide accurate responses, they often
lack strict child safety controls. The limitations of existing systems include: ¢« Exposure to harmful or inappropriate
language.

Scope of the Study:

The scope of the KidsLLM project focuses on the development and implementation of a secure Al-powered
educational chatbot system designed specifically for children. The project aims to combine conversational artificial
intelligence, ethical Al principles, and content moderation techniques to create a safe educational platform.

The system includes:

e  Child-safe conversational interfaces

e Educational query handling
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e Real-time harmful content filtering

e  Al-generated educational responses

e  User authentication and registration systems
e MongoDB database management

e  Administrative monitoring and moderation

e  Chat history management

e PDF generation of educational responses

e Secure backend architecture using Flask API
e Local LLM deployment using Ollama

IV. PROPOSED SYSTEM REVIEW :THE PROJECT MAINLY COVERS
The proposed KidsLLM system introduces a secure and educational Al chatbot designed specifically for children.
The architecture uses a local Large Language Model executed through Ollama and integrated with Flask-based APIs.
The proposed system contains:
* User-friendly web interface.
* Input filtering system.
» Harmful keyword detection.
* Educational response generation.
* MongoDB-based user management.
* Session handling and authentication.

1. Educational Assistance :
KidsLLM provides academic support for subjects such as science, mathematics, general knowledge, and project-
based learning through conversational Al interaction.

2. Al Safety and Moderation :
The system focuses on filtering unsafe prompts and preventing harmful responses through keyword detection,
moderation rules, and ethical response mechanisms.

3. Secure System Architecture :
The platform ensures secure handling of user credentials, chat histories, and moderation logs using MongoDB and
authentication systems.

4. Research and Experimental Analysis :
The project evaluates the effectiveness of content filtering, response safety, user interaction quality, and system
performance through empirical testing.

Overall System Architecture :

The architecture follows a client-server model where users interact through a web interface connected to Flask APIs.
MongoDB stores registration details, login credentials, chat history, and administrative records. The Ollama-hosted
Llama model processes educational queries and generates intelligent responses. A content filtering engine validates
prompts and generated responses before displaying them to users.
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Data Collection :

Educational prompts and child-safe datasets are collected from educational repositories and curated learning
resources. Unsafe keywords including adult content, violence, drugs, and abusive language are stored in moderation
dictionaries. Administrative logs and interaction records are maintained for performance evaluation.

Data Processing :

Input prompts undergo preprocessing including tokenization, stop-word removal, normalization, and keyword
matching. Sensitive terms are identified using regular expression matching and semantic analysis. Processed
prompts are forwarded to the LLM only after safety verification

Feature Extraction :

Feature extraction identifies educational intent, toxicity score, sentence polarity, and contextual relevance. Natural
Language Processing techniques are used to classify educational and harmful prompts. Features support ethical
response generation and conversational filtering.

Model Training :

The system utilizes pretrained local language models integrated through Ollama. Prompt-response datasets are
evaluated to improve educational alignment. Safety prompts are embedded to guide the model toward child-safe
behavior.

Recommendation System :
The recommendation module suggests educational topics and safe learning resources. User interaction history helps
generate personalized educational assistance.

Evaluation and Optimization :
System evaluation includes response accuracy, safety compliance, toxicity reduction, and user satisfaction.
Optimization techniques improve latency, filtering efficiency, and database performance.

V. METHODOLOGY
The development methodology follows a modular software engineering approach.The project consists of frontend,
backend, database, Al integration, and safety modules.
The workflow includes:
1. The user enters a query.
2. Flask backend receives the request.
3. Safety filters analyze the content.
4. Safe requests are forwarded to the LLM.
5. Al response is generated.
6. Output is filtered again before displaying.
Python programming language was used for backend development because of its strong Al ecosystem and Flask
integration support.
The research methodology follows a structured software engineering and Al development lifecycle. Educational
datasets and harmful keyword datasets are collected and processed. Training and validation datasets are divided into
structured subsets for evaluation.
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1. System Architecture :The system consists of three main components:
e Frontend: A simple web interface for user interaction
e Backend: A Python-based server to process requests
e Database:Mongodb
e Al Integration : LLM Engine, A locally running language model LLma3 (e.g., via Ollama)
e Safety modules: Flaskpymongo,ollama,werkzeug,logging,re (Regular Expressions),os,functool
e Filtering Module: Custom Python scripts

Database Design :

MongoDB was selected because of its flexibility and compatibility with Python applications.The database stores
user profiles, login credentials, and chat records. Collections used in the project:

* Users Collection

* Chat History Collection

* Moderation Logs

* Admin Settings

Each collection uses JSON-like documents that allow scalable storage and efficient retrieval. MongoDB was
selected because of its flexibility and compatibility with Python applications. The database stores user profiles, login
credentials, and chat records. Collections used in the project.

The project also includes a seed.py module used for database initialization and default data insertion.

Technologies Used
e Programming Language: Python
o Frameworks: Flask / FastAPI
e Frontend: HTML, CSS, JavaScript
e LLM Integration: Ollama (LLaMA 3 or similar model)

Recommended Hardware Requirements:

Component Requirement

IProcessor Intel i7 / Ryzen 7

RAM 16 GB or higher

Storage 512 GB SSD

GPU INVIDIA GPU (for faster Al inference)
VRAM 6 GB or higher

Internet High-speed broadband

Server Requirements (Optional for Deployment)

Component Requirement

'Web Server Flask Development Server / Gunicorn
IDatabase Server MongoDB Server

IDeployment Platform Localhost / Cloud Server

IBackup Storage External or Cloud Backup
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VI. SYSTEM ARCHITECTURE DIAGRAM

KidsLLM - System Architecture

ST
S \

Y 1ISO

W 9001:2015 A/

2
i 0%

Impact Factor: 8.2

Copyright to IJARSCT
www.ijarsct.co.in

Users Frontend (User Interface)
- T \ M o :
Chat Interface Voice Interaction | Learning Tools Parental Dashboard Profile & Settings ‘ Feedback
A 0o |
. a ‘ ------- i
i |
l
Kid-friendly Speech-to-Text Stories, Quizzes, Monitoring, Controls, Personalization, Rate responses, !
chat experience & Text-to-Speech Activities Analytics Preferences Report issues v
Parents ) ' l Safety & Security Layer
o i Content Moderation
Application Layer (Backend Services
P yer ) Detect & block
( W ) ) inappropriate
APl Gateway User Management Chat Service Content Management Safety Filter Service Analytics Service contentp
Teachers
& % @ B 0 a -
- M ‘ ] I a Pl Protection
Request routing, Authentication, Session management, Learning content, Content moderation, ‘ Usage analytics, Protect personal
‘ load balancing Authorization, context handling stories, quizzes age-appropriate reports, insights information
Roles management filtering |
¢ Parental Controls
I 4 [ ] Time limits, content
5 : flters, usage
LLM & Al Services Data Layer (Database & Storage) | controls
. ; v 4 o L
LLM Engine RAG Module Prompt Manager Voice Engine UserDatabase | ContentDatabase  Conversation DB File Storage i
® Data Security
ﬁ 9 =] ‘ )) e E 9 6 Encryption, secure
= storage, backups
Generates kid-safe,  Retrieval Augmented | Manage prompts, Textto-Speech User profles, Storis, quizzes, Chat history, | Audio files, images,
context-aware Generation for templates, & Speech-to-Text ‘ Toles,preferences activites, sessions, documents,
esponses accurate answers instructions processing ‘ esources ‘ logs multimedia
A f
1 |
] L]
External Services & Integrations
||| Speech Recogrition ‘)) Textto Speech Cloud Storage |  Notification Service LI Analytics Tools Third-Party APIs
(8TT) (TT8) (Images, Audio, Files) - (Emall In-App Alerts) (Monitoring, Logs) (Educational APIs,

Content APls)

195




IJARSCT

ISSN: 2581-9429

User Work Flow Diagram :

Volume 6, Issue 10, May 2026

IJARSCT

International Journal of Advanced Research in Science, Communication and Technology 1\

International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

KidsLLM - Service Request Flow

1. Child / User 2, Frontend
(KidsLLM App)

3. Backend Service
(API Server)

3y

*.*" Child opens
A Kids|LM and
submits a request
(ask a question /
learn / create story
1 activity)

@ Capture input and
(5) validate locally

0
C@ & check session

Show friendly

error message /
suggestion

Preprocess request

& add safety
instructions

Authenticate user

4. Al / LLM Service
(Content Generation)

6. Safety & Monitoring

5. Database & Storage 4
(Guardrails)

4 (> Generate child-safe
i response

'

Apply content filters

& guardrails
v
No
" Response ™ - @ Modify / Block
N sofet - content
l Yes
Return safe I% Log incident
response (Mod—J

Display child-friendly
response (text / voice /

image / activity) env)

to frontend

Q Provide follow-up
suggestions
=

|

Store data
(User, Request,
Respanse, Logs)

g

Flow Summary ;
1. Child submits a request in the KidsLLM app. |
2. Frontend validates input and sends it to backend. |
3. Backend authenticates user and preprocesses the request, |
4, Request is sent to Al/LLM service to generate a response. |
5. Response passes through safety filters and guardrails. ‘
6. Safe response is returned, logged, stored, and displayed. ’
7. If unsafe, content is modified/blocked and incident is logged. ‘[
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Admin Dashboard view :
1210512026, 22:19 Admin Dashboard - KidsLLM 113

&% User Management [# Modify System Prompts
Admin Panel
Cat ; default v
Name Email Status Action o s
G Admin Dashboard You are a helpful assistant for children.
Sonali s kore sonali@kidlim com Active Deactivate
& User Management
Aniket G More aniket@kidslim.com Active Deactivate
System Configuration
paresh jadhav paresh@xyz.com Pending Activate | Approve Category:  salety_suicide ¢
Logout
Priya Sharma priya@kidlim.com Pendi Activate  Approve You are a caring assistant. A child mentioned self-harm. Urge them to talk to an adult and call
AASRA.
Neeta verma neeta@kidlim.com Active Deactivate
=
12/0512026, 22:19 1270.0.1:5002/admin - KidsLLM hitp://127.0.0.1:5002/adminflogout
80
Category:  safety_violence x Category:  safety_adult ¥
Admin Panel
I can't talk about things that hurt people. Talk to a trusted adult if you feel scared. I noticed you used words about adult topics. | can't show that. Ask a parent.
(@ Admin Dashboard
& User Management
Category:  safety_drugs X Category:  default_followup ¥
{3 System Configuration
Substances can be dangerous for kids. | want you to stay safe and healthy. If you nead help, talk to a trusted adult ike your parent o teacher.
[ Logout
1210872026, 22:10 127.0.0.1:5002fadmin/dadsLEM http://127.0.0.1:5002/admin/dashboard
0
@ Modify Blacklisted Words
Admin Panel
Category:  safety_suicide v Category:  safety_violence v Category:  safety_adult ¥ Category:  safety_drugs *
Q Admin Dashboard suicide, KILL terrorist, bomb sex, porn drugs, cocaine
:’, User Management
G} System Configuration
Separate words with commas (6., wordT, word2) Separate words with cmMas (6.3, word, word2) Separate words with & Separate words with commas (e.g, wordT, word2)
[ Logout
Update Blacklist Updata Blacklist Update Blacklist
127.0.0.1:5002/admin/dashboard hitp://127.0.0.1:5002/admin/dashboard

Advantages :
e Protects children from harmful content
e Encourages safe learning with Al
e  Works without internet dependency (local model)
e Customizable filtering rules.

Limitations within Scope:
e The system currently depends on predefined moderation rules and filtering datasets
e Advanced contextual understanding of harmful intent may require more sophisticated Al moderation
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models.

e Performance depends on local hardware resources when running local LLMs.
e Limited knowledge compared to cloud-based models

e Filtering may not catch all edge cases

e Requires system resources to run locally .

Future Scope:

The KidsLLM project has significant future potential in the field of educational technology and child-safe Al
systems , such as multilingual support,Speech-to-text and text-to-speech technologies ,Emotion-aware
Al,educational games to create a more interactive learning environment. Although the current system provides safe
text-based interactions, several advanced features can be added in future versions to improve functionality,
scalability, and user experience.

Conclusion:

Testing and implementation results show that KidsLLM effectively blocks harmful content while maintaining
smooth conversational interaction.In conclusion, KidsLLM represents an important step toward responsible and
ethical Al development for children. The project highlights how Artificial Intelligence can be safely adapted for
educational use while maintaining privacy, security, and parental control.
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