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Abstract: The Internet of Things at large will foster billions of devices, people and services to
interconnect and exchange information and useful data. As IoT systems will be ubiquitous and pervasive,
a number of security and privacy issues will arise. Credible, economical, efficient and effective security
and privacy for IoT are required to ensure exact and accurate confidentiality, integrity, authentication,
and access control, among others. In this paper, the loT vision, existing security threats, and open
challenges in the domain of IoT are discussed. The current state of research on IloT security
requirements is discussed and future research directions with respect to loT security and privacy are
presented

This project addresses the security and privacy challenges of the Internet of Things (IoT). loT devices
are used in many di elds for a broad function including, healthcare, agriculture, and city management.
The proliferation of IoT devices creates vulnerabilities that can lead to unauthorized access, insecure
communications, and data breaches. Improper authentication and authorization, insecure
communication protocols, and inappropriate sofiware updates pose signi cant risks to IoT devices and
networks. Additionally, the collection and processing of sensitive user data without proper consent and
lack of privacy-by-design principles compound privacy concerns. . As a result of the analysis from
literature reviews this project proposes some solutions to mitigate these issues. In light of these concerns,
this project aims to explore and propose ective strategies to address the privacy and consent challenges

associated with IoT devices. By examining the existing gaps in data protection, raising aware.
Keywords: Internet of Things

L. INTRODUCTION

The Internet of Things (IoT) has emerged as a transformative force in the technological world, rede the way we interact
with the objects and environments around us [1]. By seamlessly connecting physical objects to the Internet, the IoT
opens up a realm of possibilities, building networks of interconnected devices that collect, analyze, and share data in
real time. Fundamentally, IoT revolves around smart devices with sensors, software and connectivity. These devices
span a wide range of everyday objects, including consumer electronics, vehicles, wearables, and even entire
infrastructure. Equipped with various sensors, it senses and monitors its surroundings, collecting data such as
temperature, humidity, movement and location. e-Prints posted on Tech Rxiv are preliminary reports that are not peer
reviewed. They should not Posted on 14 Jun 2020 The data collected by these IoT devices is more than just static
information, it holds great potential for analysis and insight. With their processing capabilities, these devices can
locally analyze the collected data, extract meaningful information, and make intelligent decisions based on prede ned
algorithms. This analysis leads to process optimization, increased e ciency and informed decision making in many
areas.
IoT has paved the way for a new era of innovation and connectivity. It has transformed industries, improved our
everyday lives, and opened up unprecedented opportunities for progress. IoT will create a world where objects and
environments are intelligently connected, where data-driven insights drive progress and e ciency. As this technology
evolves, we can expect further advancements that will shape the future and further unlock the potential of IoT. The
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research approach below which has a research question and research method is de as a guidance to achieve the
objective of this paper

Keywords
This curated list of keywords for research papers on IoT privacy and security is categorized based on emerging trends
for 2026, encompassing threat landscapes, mitigation strategies, and foundational technologies. [1]

Core IoT Security s Privacy Topics (General)
* [oT Security s Privacy

* Data Protection/Privacy

* Authentication s Authorization

* Access Control

* Data Integrity s Confidentiality

* Cybersecurity Frameworks

* Threat Modeling

* Vulnerability Assessment

II. RESEARCH BACKGROUND
The rapid proliferation of IoT devices—including smart home appliances, industrial sensors, wearables, and healthcare
monitoring systems—has created a hyperconnected environment. As these technologies integrate into daily life and
critical infrastructure, they generate massive volumes of personal and sensitive data. While these devices offer
efficiency and automation, their resource-constrained nature (limited computing power, energy, and memory) makes
implementing traditional, robust security protocols difficult. As of 2026, the ecosystem faces immense pressure, with
billions of devices and a significant portion of traffic remaining unsecured, creating an attractive target for hackers.

Problem:

The core issue is that the rapid adoption of IoT devices has outpaced the development of robust security and privacy
mechanisms, resulting in insecure devices being deployed ubiquitously.

Vulnerability: 98% of IoT traffic is unencrypted, and 57% of devices are susceptible to medium/high severity attacks.
Resource Constraints: Traditional encryption methods are too intensive for small sensors.

Privacy Concerns: Constant monitoring and data collection create risks for user privacy, enabling behavior tracking and
data leakage.

Fragmentation: Lack of standard security protocols across different manufacturers creates security "islands" that are
easy to breach.

Statement:

Vulnerability: The rapid deployment of IoT devices (e.g., smart homes, healthcare, industrial sensors) often prioritizes
functionality over security, leading to weak authentication and data exposure.

Data Privacy Risks: IoT devices collect vast amounts of sensitive personal, health, and location data, often without user
consent or clear policies on usage, resulting in severe privacy infringement.

Unique Challenges: Conventional security techniques are often unsuitable for resource-constrained IoT nodes (limited
power, memory, and processing power), making them easy targets for botnets and malware.

III. RESEARCH OBJECTIVES
e Analyze Vulnerabilities: To identify and evaluate current security and privacy threats in IoT environments,
specifically in smart home/city applications.
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e Investigate Lightweight Security: To explore and propose efficient, low-power encryption and authentication
mechanisms tailored for resource-constrained IoT devices.

e Develop Secure Frameworks: To propose a comprehensive security architecture integrating blockchain, edge
computing, or Al to ensure confidentiality, integrity, and availability.

e  Ensure User Privacy: To establish "privacy-by-design" principles that ensure data protection and user control
over personal data.

IV. LITERATURE REVIEW

This section will answer research question 1 on what the previous study shows about the applications of IoT. Industry
is a big bene ciary of the IoT revolution. Real-time monitoring of equipment and processes enables proactive
maintenance and optimization of production lines. This reduces downtime, increases operational e ciency, and delivers
signi cant cost savings. loT-enabled predictive maintenance helps identify potential equipment failures before they
occur, enabling timely repairs and preventing costly outages. In addition, supply chain optimization enabled by IoT
devices improves inventory management, reduces waste, and streamlines logistics

In the healthcare eld, IoT has brought great progress. According to a study [2], remote patient monitoring systems allow
healthcare providers to remotely track patient health data and analyze it in real time. Wearable devices such as
smartwatches and tness trackers continuously monitor vital signs, physical activity and sleep patterns, empowering
individuals to take responsibility for their health and make informed decisions. Smart medical devices such as insulin
pumps and pacemakers transmit critical data to medical professionals, enabling timely intervention and personalized
care. [oT has the potential to revolutionize healthcare by improving diagnosis, treatment and patient outcomes while
reducing healthcare costs
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Figure 2 E-Healthcare Framework

The smart city concept is made possible by IoT. By integrating IoT devices into urban infrastructure, cities can
optimize resource management, improve tra ¢ ow, enhance public safety, and promote sustainability. For example,
connected streetlights can adjust their brightness based on real-time conditions, thus saving energy and reducing light
pollution. Waste management systems can use I[oT sensors to optimize collection routes, reducing costs and
environmental impact. IoT-enabled transportation systems improve mobility and reduce congestion by monitoring tra ¢
patterns, optimizing public transit routes, and providing real-time information to commuters. Smart cities use IoT
technology to create a more livable, e cient and sustainable urban environment for citizens.
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Smart Home Framework

The agricultural sector has also undergone a major transformation under the inuence of IoT. Farmers can now use these
IoT devices to monitor soil moisture, temperature, and nutrient levels to optimize irrigation, fertilization and crop
cultivation techniques[4]. Connected drones and satellites can capture high-resolution images of elds so farmers can
identify crop diseases, monitor growth patterns, and make data-driven decisions to increase yields. [oT-based livestock
monitoring systems help farmers track animal health, detect anomalies, and take timely action, improving animal
welfare and productivity. By harnessing the power of IoT, agriculture can become more sustainable, e cient, and
productive, ensuring food security for the worlds growing population

V.IMPORTANCE OF IOT PRIVACY AND SECURITY RESEARCH
Research into Internet of Things (IoT) privacy and security is of critical importance in 2026, as the proliferation of
connected devices—projected to reach roughly 18 billion by 2025—has created a massive attack surface. Further
research is essential because traditional security protocols are insufficient for resource-constrained IoT devices, leading
to vulnerabilities that jeopardize sensitive data, personal safety, and critical infrastructure

e Preventing Large-Scale Breaches: IoT vulnerabilities now contribute to nearly one-third of all security
breaches. Research is vital to protect against incidents like botnet recruitment (e.g., Aisuru/TurboMirai) and
supply chain compromises.

e Protecting Sensitive Data: IoT devices collect vast amounts of data, including health and financial
information, often without proper consent or security measures.

e Addressing Insecure-by-Design Devices: Many IoT products are designed without security in mind, making
them susceptible to trivial attacks. Research focuses on developing robust authentication, encryption, and
secure communication protocols.

e Ensuring Physical Safety: Beyond data theft, compromised IoT systems can lead to physical harm, such as
manipulation of medical devices or industrial controls.

Value of Further Research
As cyber-attacks evolve, continuous research is needed to shift from reactive to proactive security mechanisms. Key
areas of value include: [1]
e Lightweight Cryptography: Developing encryption methods compatible with the limited computational power
and energy of IoT devices.
e Al-Driven Threat Detection: Utilizing artificial intelligence and machine learning to identify and mitigate, in
real-time, the increasingly complex and automated attacks expected in 2026.
e Blockchain Integration: Researching decentralized, blockchain-based security solutions to provide secure
authentication and data management, reducing reliance on central, vulnerable servers.
e Edge/Fog Computing Security: Moving security mechanisms closer to the devices (edge) to minimize latency
and improve responsiveness to threats.
e Standardization: Establishing comprehensive, industry-wide standards for security and privacy to reduce the
risks associated with device heterogeneity.

Data Collection in IoT (Privacy s Security Context)
IoT devices (sensors, wearables, smart home tools) create massive privacy and security risks by collecting continuous,
granular, and often sensitive personal data (behavioral patterns, biometrics, location). Key research challenges include
unauthorized access, lack of user consent, data breaches, and inadequate security-by-design.
e Sensor-Driven Data: [oT devices act as sensors (microphones, cameras, thermometers). This results in highly
precise and detailed data collection, which is often aggregated over time.
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e Continuous Monitoring: Unlike traditional computing, IoT devices continuously stream data, creating an
ongoing record of a user's life.

e Sensor Fusion Risks: Data from multiple sensors (e.g., room occupancy + temperature + time) can be
combined to infer private information that users did not intend to share.

e Insecure Transmission: Data is often intercepted during transmission between the device and the cloud, as
many [oT devices lack robust encryption. [1, 2, 3, 4, 5]

Key Privacy and Security Issues Identified
e Lack of Informed Consent: Users are often unaware of the scope and nature of data being collected.
e Insecure Data Storage: Poorly protected data can lead to data breaches and misuse by unauthorized parties.
e Resource Constraints: IoT devices often have limited power and processing capabilities, hindering the use of
sophisticated, heavy-duty encryption algorithms.
e Lifecycle Vulnerabilities: Devices can have security gaps at any stage, from initialization to disposal.

Research Focus Areas
e Lightweight Cryptography: Developing security solutions that operate with low memory and computational
power.

VI. METHODOLOGY
A research methodology for IoT security and privacy typically involves a systematic review of existing literature, layer-
by-layer threat modeling (perception, network, application), and vulnerability analysis of devices. Methods often focus
on identifying data theft, insecure communication, and proposing solutions like encryption and
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Methodology Components Core:

Literature Review s Systematic

Mapping: Surveying existing academic work, IEEE/ScienceDirect databases, and industry reports to map current [oT
security challenges and privacy risks

Layered Security Analysis: Breaking down IoT architecture to analyze threats at different levels Perception Layer
(Sensors): Physical tampering,
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data forgery Network Layer: Man-in-the-middle attacks, Denial of Service (DoS).Application Layer Data breaches,
privacy violations Threat Modeling C Vulnerability Assessment: Identifying vulnerabilities in firmware, software, and
communication protocols. This often includes examining the "Why": resource constraints, insecure defaults, and weak
authentication.

Proposed Solution Modeling: Evaluating countermeasures such as encryption algorithms access control models,
identity management or privacy-preserving techniques like homomorphic encryption.Simulation/Experimental
Evaluation: Testing proposed security protocols in simulated environments or on actual IoT devices to measure
performance overhead and effectiveness.

VII. EXPLAINATION/SYSTEM DESIGN:
Internet of Things (IoT) research papers focus on how the rapid adoption of interconnected smart devices creates
massive security vulnerabilities and privacy violations. Key issues include weak device authentication, lack of
encryption, and unauthorized data collection, which risk personal, health, and location data. Papers typically propose
solutions like lightweight cryptography and blockchain-based security, aiming for "privacy-by-design" frameworks.
Internet of Things
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Core Privacy s Security Issues in IoT Papers:

»  Data Vulnerability: IoT devices often collect massive amounts of personal, health, and behavioral data without
proper user consent or protection.

*  Weak Security Mechanisms: Many devices have limited hardware capabilities, making it hard to implement
robust, resource-intensive traditional defenses.

* Key Vulnerabilities: Improper authentication, insecure network services, and lack of secure update
mechanisms are common culprits.

e Privacy Threats: Inappropriate data collection, tracking of user behavior/location, and potential for
unauthorized third-party access.

»  Attack Surfaces: Connected devices can be turned into botnets to launch DDoS attacks (like Mirai) or steal
personal informati. IoT security and privacy issues arise from resource-constrained devices, insecure
communication, and sensitive data collection.
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Internet of Things (IoT) security and privacy research focuses on addressing vulnerabilities across sensing, network,
and application layers. Key issues include data breaches, unauthorized access, and lack of encryption, often mitigated
through layered architectures (sensing, networking, processing, application) and "Privacy by Design" to embed security
from the initial stage.

Top IoT Privacy and Security Issues:

Data Vulnerabilities: Detailed, sensitive data from sensors (e.g., microphones, health monitors) is often collected
without informed consent.

De-identification Failure: Difficulties in truly anonymizing data; hashing methods often fail to prevent re-identification.
Weak Access Control: Insufficient authentication methods allow unauthorized, malicious access to [oT systems.
working Security: Data in transit is vulnerable to interception and manipulation.

Privacy s Security Challenges (Implementation Research):

IoT implementation faces critical privacy and security challenges, including massive data collection without consent,
insecure communication, and resource-constrained devices, which require robust encryption and authentication
strategies. Key research areas focus on mitigating data breaches and ensuring data privacy across device, network, and
cloud layers.

* Data Vulnerabilities: ToT devices, often with limited computational power, struggle with implementing strong
cryptographic techniques, leading to data exposure.

» Layered Attacks: Research indicates threats exist across layers, including perception (data leakage), network
(spoofing), and application (denial-of-service).

* Privacy Concerns: Unseen data collection on sensitive personal/biometric data causes, resulting in significant risks to
user confidentiality and trust.

* Insecure Protocols: Many IoT devices use outdated or insecure protocols for data transmission, increasing
vulnerability.

Research Implementation Solutions s Trends:

* Privacy-Preserving Techniques: Widespread adoption of differential privacy and advanced encryption methods to
secure data before it reaches the cloud.

 Firmware Security: Analysis of [oT firmware for defects using fuzzing, program verification, and machine learning to
proactively identify vulnerabilities.

* Blockchain for Integrity: Leveraging blockchain for decentralized security to ensure data integrity and user
authorization.
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* Al for Threat Detection: Implementing machine learning algorithms to detect anomalies and potential security
breaches in real-time.

Future Directions:
Research is shifting towards integrating security by design, focusing on lightweight cryptographic protocols, secure
bootstrapping, and automated vulnerability scanning for the massive influx of IoT devices.
IoT system design for security and privacy involves a multi-layered architecture (Perception, Network, Application)
where threats like unauthorized access, data breaches, and insecure communication occur. Effective design addresses
these through privacy-by-design, using encryption, strong authentication, and secure protocols to protect sensitive data.
Perception Layer (Physical Devices): Composed of sensors and actuators that collect data.
* Issues: Physical tampering, side-channel attacks, and data theft due to lack of encryption on low-power devices.
* Network Layer (Gateway/Transport): Handles data transmission and connection to the internet.
* Issues: Man-in-the-middle attacks, denial-of-service (DoS) attacks, and insecure data transmission.

Application Layer (Cloud/User Application): Processes data and provides services to users.
* Issues: Unauthorized data access, improper data disposal, lack of user consent, and privacy breaches in smart home
systems.

Key Research Results s Findings

Based on 2024-2026 research, the Internet of Things (IoT) landscape is characterized by massive, rapid deployment
(projected to reach over 50 billion devices by 2025-2030) that outpaces security measures, resulting in critical
vulnerabilities. Results indicate that security and privacy threats are the primary barriers to adoption, largely due to
weak authentication, insecure default settings, and lack of manufacturer updates.

* Prevalent Threats: Top threats include weak/default passwords, outdated firmware, unencrypted data transmission,
and Botnet attacks (e.g., Mirai, BadBox 2.0).

* Vulnerability Distribution (MOTE Factors): Recent analysis of IoT privacy issues shows that 54% are related to
management, 24% to technological aspects, 14% to environmental concerns, and 8% to organizational factors.

* Layer-Wise Exposure: Security gaps exist across all layers:

o Perception Layer: Sensor tampering and data theft.

o Network Layer: Eavesdropping and spoofing during data transmission.

o Application Layer: Insecure user interfaces and cloud storage, leading to data leaks.

* Performance Metrics (Proposed Solutions): A hybrid cryptographic model tested in 2026 demonstrated improved
performance over standard AES, specifically lowering memory usage to 25.16 KB and reducing encryption time by
18%, making it suitable for low-power IoT devices.

VIIIL. DISCUSSION AND ANALYSIS
* The "Weakest Link" Syndrome: IoT networks are highly interconnected; a single compromised low-security device
(e.g., a smart lightbulb) can provide access to the entire home or corporate network.
» Data Privacy vs. Convenience: While IoT devices offer convenience, they act as pervasive surveillance tools
collecting, sharing, and mining user behavior, which leads to "chilling effects" where users modify their behavior due
to a lack of privacy.
* 20252026 Security Landscape: Recent data shows IoT vulnerabilities now contribute to approximately one-third of
all security breaches. Even in 2025, consumer IoT devices are being used for widespread surveillance, including the
streaming of private footage from hacked cameras.
* Industrial/IoT Challenges: In IIoT (Industrial IoT), the need for high-level encryption conflicts with the limited
computational power and battery life of devices, creating a bottleneck.
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IX. CONCLUSION

The Future of IoT Security and Privacy

A strong, accurate conclusion for a research paper on Internet of Things (IoT) privacy and security must emphasize that
while IoT technology offers immense benefits in efficiency, its rapid proliferation has outpaced the development of
robust security measures. The conclusion should highlight that because IoT devices are resource-

This analysis provides a structured summary, conclusion, future outlook, and scope for a research paper focusing on
IoT privacy and security issues, incorporating trends leading into 2026.

The research concludes that IoT security is no longer a niche concern but a core enterprise and societal requirement.
Conventional security procedures are insufficient for decentralized, heterogeneous IoT architectures. A successful
defense necessitates a multi-layered, proactive approach that integrates Al-powered behavioral analytics and hardware-
level trust (like TPMs). Furthermore, as Al-driven IoT (AIloT) evolves, security must move beyond basic encryption to
include automated, intelligent threat detection.

Summary of IoT Privacy s Security Issues

The rapid expansion of the Internet of Things (IoT)—projected to exceed 25 billion devices by 2026—has created an
exponentially larger attack surface. The core issue is the conflict between the ubiquity of low-power, resource-
constrained devices and the need for robust security.

* Major Challenges: Lack of standardized security protocols across manufacturers, weak default credentials, and
inadequate firmware update mechanisms.

* Privacy Vulnerabilities: Massive collection of sensitive personal data (behavioral, biometric, location) without
explicit user consent, leading to potential data breaches and misuse.

* Attack Vectors: IoT devices are heavily targeted by automated scans, resulting in botnets for distributed denial-of-
service (DDoS) attacks.

» Layer Vulnerabilities: Security gaps exist at all layers, including perception (sensor tampering), network (data
leakage), and application (unsecure web interfaces).

Future Directions (Looking toward 2026)

» Al-Powered Defense: Attackers and defenders are in an "Al arms race." The future involves defensive Al that can
baseline millions of IoT devices to detect anomalies in real-time.

* Decentralized Security: Shifting away from central cloud dependencies to edge computing and blockchain-based
frameworks to avoid single points of failure.

* Zero Trust Architecture: Adopting a "never trust, always verify" model for IoT/OT environments, managing device
identities rather than just user identities.

* Regulatory Compliance: New legal frameworks, such as the EU Cyber Resilience Act, will compel manufacturers to
implement mandatory security standards.

» Advanced Hardware Security: Increased adoption of secure elements, firmware-level security, and the use of safe
programming languages like Rust.

Scope of Research

* Application Domains: Smart homes, industrial [oT (IIoT), smart healthcare (IoMT), and smart cities.

* Key Focus Areas:

o Development of lightweight cryptographic algorithms suited for constrained devices.

o Privacy-preserving techniques, including differential privacy and federated learning.

o Automated [oT device identification, categorization, and patch management.

* Target Audience: Network architects, cybersecurity professionals, policy makers, and IoT manufacturers.
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In summary, the future of IoT relies on bridging the gap between convenience and security, transforming IoT from a
vulnerable network into a secure, intelligent infrastructure.

Data and Code in IoT Security Appendix

* An appendix for a research paper on Internet of Things (IoT) privacy and security should include supplementary
materials that support the main findings without disrupting the flow of the argument. It acts as a repository for
technical, granular, or lengthy data, code, or survey instruments essential for replication. [1, 2]

* Packet Captures (PCAP): Excerpts of network traffic from attacks (e.g., Denial of Service, ARP poisoning) showing
malicious payloads, often in pcap format or table format.

 Simulation/Testbed Data: Raw CSV/XLSX logs from IoT device sensors (e.g., smart home, wearable sensors) or
simulation outputs, particularly showing behavioral abnormalities before and after a security incident.

* Algorithm Code: Snippets of code used to implement lightweight encryption, hashing, or machine learning models to
detect anomalies.

* Configuration Files: Secure configuration files or scripts used to patch vulnerabilities\\

Privacy-Specific Data in Appendix

* Data Minimization Strategies: Examples of sanitized, anonymized, or redacted data sets showing how personally
identifiable information (PII) is removed.

* Privacy Policies Analysis: Raw tables comparing consent mechanisms, data collection practices, and privacy notices
across different [oT platforms.

* Privacy-preserving Techniques: Mathematical notations for differential privacy or pseudonyms applied to IoT
datasets. [1, 2, 3, 4, 5]

Example Structure for IoT Security Paper

* Appendix A: Network Security Protocol Parameters (Details on lightweight encryption keys)

» Appendix B: IoT Device Vulnerability Questionnaire

* Appendix C: Simulation Code and Data Analysis on GitHub

IoT Privacy and Security Research Bibliography

This bibliography highlights key research papers focusing on privacy and security issues in the Internet of Things
(IoT), formatted to show author, title, publication details, and year. The selected papers span seminal reviews to recent
advancements in mitigating threats.

This bibliography highlights key research papers focusing on privacy and security issues in the Internet of Things
(IoT), formatted to show author, title, publication details, and year. The selected papers span seminal reviews to recent
advancements in mitigating threats. [1]

* Yang, Y., Wu, L., Yin, G., Li, L., & Zhao, H. (2017). A survey on security and privacy issues in Internet-of-Things.
IEEE Internet of Things Journal, 4(5), 1250—-1258.

o Details: This frequently cited survey categorizes IoT security issues across its layered architecture, highlighting
challenges in RFID and wireless sensor networks.

* Sicari, S., Cappiello, C., Piro, G., & D'Alconzo, A. (2015). Security and privacy in the internet of things. Computer
Networks, 91, 529-550.

» Al-Garadi, M. A., Mohamed, A., Al-Ali, A., & Mohamed, F. (2020). A survey of machine and deep learning methods
for Internet of Things (IoT) security. Journal of Network and Computer Applications, 154, 102533.

o Details: Reviews AI/ML-based techniques to detect anomalies and strengthen IoT security frameworks.

* Lin, H., & Bergmann, N. W. (2016). IoT privacy and security challenges for smart home environments. Information,
7(3), 44.

o Details: Focuses specifically on consumer IoT, analyzing vulnerabilities in smart home devices.
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» Tewari, A., & Gupta, B. B. (2020). Security, privacy and trust of different layers in Internet-of-Things (IoTs)
framework. Future Generation Computer Systems, 108, 909—920.

Summary of Key Themes (2025-2026)
Recent studies emphasize the integration of Blockchain, Edge Computing, and Machine Learning to address the
resource constraints of IoT devices. Emerging threats are focusing on data privacy in smart cities and healthcare.
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