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Abstract: This paper presents the new threat of cyberbullying is the social media, which is largely
hidden under slang, abbreviations, and multiple languages. Keywords filters are not contextual hence
rendering moderation ineffective. The NLP and transformer models form the basis of the project because
they are sophisticated and can detect dangerous content besides providing real-time information on
ways individuals can safely communicate on the Internet. In this paper, NLP and transformer models will
help to recognize and describe the instances of cyber bullying in text on social media, and a transparent,
accurate, and scalable content moderation tool will be offered to identify and categorize the content in
real time.
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L. INTRODUCTION

Cyberbullying has emerged as a menace on the social media, so disguised by use of slangs, abbreviations and different
languages. The old-fashioned system of moderation based on the use of key-words cannot realize the real context of
messages, thus, being not effective in detecting the harmful messages. This project involves determining the presence
of the abusive or offensive text and giving real-time feedback with the help of the state-of-the-art Natural Language
Processing (NLP) and transformer-based models with Explainable Al. The system does not only recognize harmful
communication, but also provides recommendations that will ensure safer online interactions. Generally, the proposed
project can be viewed as an NLP-based, transformer-based system aimed at automatic detection and analysis of
cyberbullying examples in the social media. It will provide a clear, precise and scaleable content moderator that has the
capability to work in real-time.

II. PROBLEM STATEMENT
Cyberbullying on social networking sites is growing at a very fast pace. Manually identifying cyberbullying content is
tedious and not efficient. An automatic mechanism that can effectively identify such bullying content would be helpful.

II1. OBJECTIVE
* Recognize objectionable or threatening text in the online data with the help of the high-level machine learning
algorithms to determine the case of cyberbullying precisely.
» Use real time identification to automatically mark abusive or harmful messages, which can be used to make the
Internet a safer place.
» The model is to be trained on well-labeled datasets containing samples of bullying and non-bullying text in order to
enhance its performance in regard to classifying various types of messages correctly.
* Continuous model performance is achieved through testing and refinement so that a given model can be more
accurate, precise, and reliable on different datasets.
* Establish an easy-to-use interface or dashboard that will allow real-time analysis and visualization of the detected
content so as to monitor and control it better.
» Make the system scalable and flexible so as to suit in various languages, platforms real-life applications.
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* To find cyberbullying in online text, this project employs natural language processing (NLP) and machine learning.
Its primary objective is to automatically find and flag abusive or offensive communications published on social media

or other internet channels, hence assisting in the establishment of a Safer and more courteous virtual area.

* Trained on datasets including bullying as well as non-bullying text, the system will pick up patterns and language
characteristics that point to aggressive conduct. Regular reviews of its accuracy and performance will result from
precise tuning with several data sources.
* The project goes beyond technical correctness to concentrate on ethical Al—that is, ensuring privacy, openness, and
justice. Explainable Artificial Intelligence helps consumers to thoroughly grasp the reasons behind some
communications being regarded as detrimental.
« Ultimately, this project seeks to create a scalable, clear, and responsible cyberbullying detection system that advances
safer online communication and benefits everyone's digital well-being.

V.LITERATURE SURVEY
TABLE I: LITERATURE SURVEY

Sr No. Title | Author Year Methodology Used Conclusion

L. "A Hybri(jHossein 2015 The system combined machineThe research concluded that
Machine LearningHosseinmardi, Saberi learning  classifiers,  featurehybrid models improve
Model foqgM lextraction, and  behavioraldetection accuracy and reduce]
Cyberbullyi  ng lanalysis to detect cyberbullying [false  positive  results in|
Detection" activities across social mediacyberbullying

platforms. identification systems.

2. “Cyberbully ingZeerak Waseem, Dirk2016 The study used machine learninglThe research concluded that
Detection onHovy algorithms such as Supportmachine learning models can|
Social Medial \Vector Machine (SVM) andeffectively identify offensive
[Using  Machine INatural Language Processingand bullying content on social
Learning” (NLP) techniques to classifymedia platforms.

harmful social media comments.

3. “Automatio n[Vinita Nehar, Xue Li,2013 The system applied text mining,The study showed that
Detection ofChaoyi Pang sentiment analysis, andsentiment-based analysis helps
Cyberbullyi ng in supervised learning techniques tofin identifying cyberbullying]
Social Media| detect abusive and behavior and improves online
Text” threatening messages from onlinesafety monitoring.

communications

4. “Deep LearningPete Burnap,2015 The researchers implementediresearch concluded that deep
for CyberbullyingMatthew Williams deep learning models such asﬁeaming approaches provide
Detection” Recurrent  Neural Networksbetter contextual understanding]

(RNN) and Long Short-Termjand higher detection|
Memory (LSTM) networks forperformance compared to
detecting bullying patterns traditional methods.

in text data.

S. "Detection oijarthik Dinakar,2012 The methodology focused on{The study concluded that NLP-
Cyberbullying on[Randal Picard Natural Language Processing/based systems can efficiently|
Twitter Using keyword extraction, and topicfrecognize harassment and
INLP" classification to identify bullyingabusive behavior in online

related tweets and comments.  [social networks.
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VI. METHODOLOGY
The approach used in the cyberbullying detection model has a number of systematic steps meant to guarantee both
exact and quick identification of dangerous material in online text. Data gathering, preprocessing, feature extraction,
model building, assessment, and results interpretation are all part of the process:

A. Gathering Information

Collected from publicly accessible datasets or social media text data from sites like Reddit, YouTube, and Twitter. To
guarantee variety and balanced training, the data comprises both bullying and non-bullying examples.

B. Preprocessing of Data

URLs, emojis, hashtags, and stopwords are eliminated to help clean collected text. To get the data ready for model
training, it is then tokenized, lemmatized, and class labels are encoded.

C. Feature Extraction

TF-IDF, Word2Vec, or BERT embeddings let one turn the processed text into numerical form. This enables the model
to accurately grab the significance and background of terms.

D. Model Designing

Training several Machine Learning models (SVM, Random Forest, Logistic Regression) and Deep Learning models
(LSTM, CNN, BERT) helps to categorize text as either bullying or non-bullying. Every model is adjusted for best
performance and precision..

E. Model Appraisal

Build a visual dashboard using PyQt6. To maintain a true voice-assistant experience, traditional text outputs are
bypassed, and all system responses and confirmations are delivered vocally using Edge TTS.

F. Outcome Interpretation

Different models are evaluated to find the best way to spot cyberbullying. Understanding from this study helps to
improve system dependability and detection precision.
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CORE SYSTEM FUNCTION DIAGRAM

USERS =5
. 4. RESULT GENERATION
1. DATA COLLECTION FaRRERROCESSING 3. DETECTION ENGINE
4] J R URLs, Menti
emove URLs, Mentions, : <
- | | & Fmmme ] @ i ,  {
« Sbients Collect data fre Case Foldi "
+ Parents / Guardians + Collect data from olding 2 : ‘
i social media, chat  — T ity —— Bullying / Not Bullying
« General Users platknd gy ok ey Amlzeronent Confidence Score
—d Tokenization
N + Real-time or batch ‘/
collection = Predict
INPUT & I Bmom Stopwords O (Bullying / Not Bullying) ‘
b
St i i
a o o o gl ool ° Calculate 5, AGTIONS &AL ERTS
Confidence Score
+ Posts / Messages min / Guardian)
+ Mentions / Replies Updated Model B4 Fiag Content
S ™
A ®  Take Action
H v @ (Wam / Mute / Block)
=
8. MODEL TRAINING MODULE 7. DATA STORAGE L Log Activity
+ Tin®L/DLModel | g—| @@+ Store Origina Data . 2
 Validate & Test Model & - stor Processed Dia 6. REPORTS & MONITORING
+ Update Model NP . sore Detection Resuits
W . e e ction Logs )
> ‘._|| Dashboard & Analytics
H
1 b
{___ Training Data View Reports
(Annotated Dataset)
T B end Analysis
| LEGEND
—— Data Flow .L Export Reports
| ====p Model Update Flow

| —— Action / Feedback Flow |

Copyright to IJARSCT 559

www.ijarsct.co.in




e

®
IJARSCT

ISSN: 2581-9429

IJARSCT

International Journal of Advanced Research in Science, Communication and Technology \

International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Volume 6, Issue 6, May 2026
VII. MODELING & ANALYSIS

Impact Factor: 8.2

The Cyberbullying Detection System is designed to detect abusive and harmful text messages using Machine Learning

and NLP techniques. The system collects user text data, preprocesses it by removing unwanted words and symbols, and
converts the text into numerical features using TF-IDF or Bag of Words methods. Machine learning algorithms such as
Naive Bayes, SVM, or Logistic Regression are used to classify the text as bullying or non-bullying.

1. The system consists of the following modules:
2. Data Collection

3. Text Preprocessing

4. Feature Extraction

5. Classification

6. Result Generation

The performance of the system is evaluated using Accuracy, Precision, Recall, and F1-Score. Accuracy Formula:
Accuracy = {TP + TN}/{TP + TN + FP + FN}

VIII. SYSTEM DESIGN

The system is built on a modular architecture with the following components: The system is built on a modular

architecture with the following components:

CYBERBULLYING DETECTION SYSTEM DESIGN
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Figure 2. System Design
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A. User Interface Layer: Provides voice and text communication between the user and Al assistant.

B. Al Processing Layer: Processes speech recognition, Natural Language Processing (NLP), and response generation.
C. Database Layer: Stores user data, reminders, health records, and chat logs securely.

D. Notification Layer: Sends alerts, reminders, and emergency notifications to family members and doctors.
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E. Design Flow: User — Input — Al Processing — Response Generation — Notification/Action.

IX. RESULT & DISCUSSION
This study aimed to find out if cyberbullying may be automatically detected via the characteristics and identity of it
depend on these parameters. Therefore, we applied a methodical Method of literature review gives a thorough survey of
research on automated cyberbullying. detection. According on the findings of the provided review, we provide
suggestions for next Study and propose enhancements to current machine learning models and classifiers in automated
Detection of cyberbullying in this segment.
User Authentication Module — Login and Registration Page:
This module allows users to create accounts, authenticate securely, and access the cyberbullying detection features of
the system.
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Figure 6: Result- Analysis

X. CONCLUSION

This work shows how machine learning and natural language processing (NLP) can be successfully employed to
identify cyberbullying in online text. The system uses Explainable Artificial Intelligence and training of models on
actual data to not only detect abusive or destructive communications but also explain why a given message is flagged.
This increases the transparency and reliability of the procedure. Supporting real-time detecting and moderation of
online content, the evolved model helps to build a safer digital environment. This system helps to decrease online
harassment and foster good digital communication by means of constant improvement, scalability, and an emphasis on
ethical artificial intelligence policies.
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