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Abstract: The management of criminal custody records and digital evidence constitutes a critical
challenge in modern law enforcement organizations, requiring robust mechanisms for secure storage,
controlled access, and authenticated retrieval. This research presents a com-prehensive full-stack web
application framework designed specifically for custody record man-agement with emphasis on data
integrity, role-based authorization, and secure evidence ad-ministration. The proposed system
integrates a high-performance API backend constructed with FastAPI and a responsive frontend
interface implemented in vanilla JavaScript, employ-ing JSON Web Tokens (JWT) for stateless
authentication and bcrypt-based password hash-ing for credential security. The architecture
incorporates a relational database model utilizing SQLAlchemy Object-Relational Mapping with
SQLite persistence, enabling efficient docu-ment lifecycle management including upload, cataloging,
status tracking, and controlled dele-tion operations. Core system components include an
authentication module with role-based access control (RBAC), a document management module
supporting multiple file formats, and an administrative interface providing cross-user visibility and
case management capabilities. Experimental validation demonstrates the system’s capability to handle
concurrent user ses-sions, secure file storage with collision-avoidance mechanisms, and granular
permission-based operations. The implementation achieves complete separation between user-specific
and ad-ministrative data access domains, ensuring compliance with custody chain requirements. Re-
sults indicate the system effectively addresses limitations of traditional manual record-keeping systems
through automated timestamping, comprehensive audit trails, and consistent access control
enforcement. This work contributes to the digital transformation of law enforcement information
management systems by providing a secure, scalable, and maintainable framework for custody record
administration.

Keywords: Digital Evidence Management, JWT Authentication, Role-Based Access Con-trol, API-
Driven Architecture, Full-Stack Web Application, Secure File Management, Criminal Records
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I. INTRODUCTION

1.1 Background and Motivation

The administration of criminal custody records and digital evidence represents one of the most critical operational
functions within law enforcement agencies worldwide. Traditionally, cus-tody record management has relied upon
paper-based systems and fragmented digital solu-tions, creating significant challenges in terms of data accessibility,
security, audit compliance, and inter-agency coordination [1]. Modern criminal justice systems demand rapid
information retrieval, comprehensive audit trails, and robust protection against unauthorized access while maintaining
operational efficiency across multiple organizational units [2].
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The increasing volume of digital evidence—including photographic documentation, foren-sic reports, multimedia
recordings, and investigative materials—necessitates sophisticated in-formation management systems capable of
handling diverse file formats while ensuring data integrity and secure storage. Furthermore, the contemporary
regulatory environment empha-sizes chain-of-custody documentation, requiring systems to provide tamper-resistant
records of all access and modifications to custody information [3]. Traditional file-sharing systems and generic
document management platforms fail to address the specific requirements of law en-forcement environments,
particularly with respect to role-based authorization hierarchies and specialized audit logging mechanisms [4].

1.2 Problem Statement

Existing custody record management approaches exhibit several critical limitations:

* Security Vulnerabilities: Traditional paper-based and unencrypted digital systems ex-pose sensitive criminal records
to unauthorized access and physical tampering.

* Inefficient Access Control: Generic document management systems lack specialized role-based authorization models
required for law enforcement organizational structures.

* Audit Trail Deficiencies: Manual record-keeping systems cannot provide comprehen-sive, automated documentation
of access patterns.

* Scalability Constraints: Monolithic or poorly architected systems struggle to accom-modate growing repositories.

* Interoperability Issues: Fragmented systems prevent seamless information exchange across departments.

1.3 Proposed Solution

This research introduces a full-stack web application framework designed specifically for cus-tody record and evidence
management. The system architecture comprises:

* Backend infrastructure utilizing FastAPI microservice framework with asynchronous re-quest handling

* JIWT-based stateless authentication with berypt password hashing

* Role-Based Access Control (RBAC) supporting multiple user tiers

* Relational database utilizing SQLAlchemy ORM with SQLite backend

* Responsive frontend interface implemented in vanilla JavaScript

* Secure file management subsystem with collision avoidance and metadata tracking

1.4 Research Contributions

The primary contributions of this work include:

1. Integrated Security Architecture: Development of a comprehensive framework com-bining JWT authentication, role-
based authorization, and secure password hashing mech-anisms specifically adapted for law enforcement use cases.

2. Modular Component Design: Specification of distinct system modules enabling exten-sibility and maintainability.

3. Database Schema for Custody Management: Design of a relational data model incor-porating user roles, document
metadata, case tracking, and temporal audit information.

4. API-Driven Architecture: Implementation of RESTful API endpoints enabling flexible client development and
potential system integration.

5. Practical Deployment Framework: Provision of complete implementation enabling rapid organizational adoption.

II. LITERATURE REVIEW
2.1 Document Management Systems in Law Enforcement
Park et al. [1] investigated the challenges of deploying digital document management systems within law enforcement
agencies, identifying inadequate role-based access control and insuf-ficient audit trail mechanisms as primary barriers
to adoption. Their research emphasized that generic enterprise document management solutions fail to accommodate
the hierarchical autho-rization structures prevalent in law enforcement organizations. The proposed system addresses
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these limitations by implementing a specialized two-tier role model with granular permission enforcement at the API
level.

2.2 JWT-Based Authentication in Distributed Systems

Laurie et al. [5] presented comprehensive analysis of JWT-based authentication mechanisms in distributed system
architectures, comparing security properties with traditional session-based approaches. While identifying theoretical
vulnerabilities, their research demonstrated that JWT authentication significantly enhances scalability in stateless API
architectures. The custody management system implements JWT authentication following established security practices
using HMAC-SHA256 for token signing with configurable expiration timestamps.

2.3 Berypt Password Hashing and Credential Security

Provos and Mazie'res [6] established berypt as a computationally-resistant password hashing algorithm specifically
designed to mitigate brute-force attack scenarios. Their seminal work demonstrated that berypt’s adaptive cost
parameter enables security properties to evolve as computational capabilities increase. The implementation employs
berypt for all password stor-age with automatic salt generation at account creation time.

2.4 Role-Based Access Control (RBAC) Architectures

Sandhu et al. [7] formalized the RBAC model, establishing role hierarchies as mechanisms for managing authorization
complexity in large organizations. Their framework distinguished between roles, permissions, and constraints. The
custody management system implements RBAC through attribute-based role fields with permission enforcement at API
and database levels.

2.5 Secure File Upload Handling

Howard and Leblanc [8] documented security risks associated with file upload functionality, identifying filename
manipulation, path traversal attacks, and file type misrepresentation as pri-mary attack vectors. The document
management module implements several defensive mea-sures including isolated storage directories, sanitized filename
handling, and collision avoid-ance mechanisms.

2.6 RESTful API Design and Microservices

Fielding and Taylor [9] established REST architectural principles for distributed systems, em-phasizing stateless client-
server interactions and standard HTTP verb semantics. The custody management API adheres to RESTful principles
with resource-oriented URLs and standard HTTP operations.

2.7 Database Normalization and Relational Modeling

Codd [10] established normalization principles for relational database design, formulating nor-mal forms that eliminate
data redundancy and maintain referential integrity. The custody man-agement data model applies normalization
principles through separation of concerns between user and document entities.

2.8 Comparative Analysis with Existing Solutions

The proposed system advances beyond existing custody management approaches through spe-cialization for law
enforcement contexts, implementation of modern API-driven architecture, automated role-based authorization,
comprehensive temporal audit trails, and responsive web interfaces. While commercial Evidence Management Systems
platforms exist, the open-source nature of this implementation enables organizational customization.
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II1. SYSTEM ARCHITECTURE
3.1 Architectural Overview
The custody management system employs a three-tier architectural pattern: presentation layer (frontend user interface),
application layer (API service logic), and data layer (persistent stor-age). This separation enables independent scaling
and testing while maintaining clear interface contracts.

3.1.1 System Architecture Diagram
PRESENTATION LAYER

Web Interface (HTML/CSS/JavaScript)

* Authentication Pages

* User Dashboard

* Administrator Panel

HTTP/REST APPLICATION LAYER
FastAPI Application Server

Auth Module | Document Module | CRUD
SQL

DATA LAYER

SQLAIchemy ORM + SQLite Database Users Table Documents Table
File Storage (uploads/ directory)

3.2 Data Flow Patterns

3.2.1 User Authentication Flow

1. User submits credentials to registration or login endpoint

2. Registration endpoint validates uniqueness and creates berypt-hashed password
3. Login endpoint retrieves user record and verifies password

4. JWT token is generated with username claim and expiration timestamp

5. Token is signed with application secret key using HMAC-SHA256

6. Subsequent requests include token in Authorization header

7. Protected endpoints extract and validate token

3.2.2 Document Upload Flow

1. Authenticated user submits multipart form data

2. Upload endpoint validates request and creates sanitized filename
3. Collision-avoidance algorithm generates unique names

4. File is written to isolated uploads directory

5. Document metadata is persisted to database

6. Foreign key relationship to user record is established

3.2.3 Document Retrieval Flow

1. Client requests document list with optional pagination parameters
2. API endpoint queries database for all or user-filtered documents
3. DocumentResponse schema serializes metadata

4. Client displays metadata and provides download links
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IV. PROJECT MODULES
4.1 Authentication Module
Objective: Provide secure user authentication, registration, and JWT token management.
Input Data: User credentials (username, email, password); existing token strings.
Processing Steps:
1. Registration validates username/email uniqueness
2. Password is hashed using berypt with randomly-generated salt
3. User record is persisted with hashed credential
4. Login retrieves user record by username
5. Password verification uses berypt constant-time comparison
6. JWT token is generated with 30-minute expiration
Algorithms Used:
* HMAC-SHA256 for JWT signing
* berypt with salt generation for password hashing
* OAuth2PasswordBearer for HTTP authorization

4.2 Document Management Module

Objective: Enable secure file upload, retrieval, status management, and deletion with role-based authorization.
Input Data: Multipart form data (title, case number, file); document identifiers; user au-thentication context.
Processing Steps:

1. Upload validation checks filename and MIME type

2. Collision-avoidance algorithm detects and resolves filename conflicts

3. File content is copied to isolated upload directory

4. File metadata (size, type, timestamp) is extracted and persisted

5. Status updates check user authorization

6. Deletion operations verify authorization and remove files

4.3 CRUD Operations Layer

Objective: Provide database operation abstraction isolating ORM complexity.
Processing Steps:

1. User queries filter by username, email, or user ID

2. User creation hashes password and persists with default role

3. Password verification performs berypt comparison

4. Document queries retrieve records with pagination

5. Document creation constructs ORM instances with relationships

6. Document updates modify status with transactional persistence

4.4 Configuration Management Module

Objective: Centralize environment-based configuration and secrets management.
Configuration Parameters:

* DATABASE URL: SQLite connection string

* SECRET KEY: JWT signing key

* ALGORITHM: Token signing algorithm (HS256)

* ACCESS TOKEN EXPIRE MINUTES: Token lifetime (30)
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4.5 Data Persistence Module

Objective: Manage database connection, session lifecycle, and ORM initialization.
Components:

* SQLAIchemy engine creation with database URL

» SessionLocal factory for session creation

* Declarative base for ORM model registration

* Dependency injection function with automatic cleanup

V. METHODOLOGY
5.1 System Design Approach
The development followed an API-first design approach, establishing clear contracts between frontend and backend
components prior to implementation. This methodology enabled parallel development while maintaining compatibility.

5.2 Authentication Processing Pipeline

1. User Registration:

» Email format validation using EmailStr type

« Username uniqueness constraint at database level
* Password hashing with berypt salt generation

2. User Login:

* Username lookup retrieves user record

* berypt verification confirms password match

* JWT token generation with 30-minute expiration

3. Protected Endpoint Access:

* OAuth2PasswordBearer extracts token from header
* Token decoding and signature verification

* Expiration timestamp validation

* User record query from database

5.3 File Management Processing

5.3.1 Upload Handling

1. Multipart form parsing extracts metadata and file stream

2. Filename collision detection algorithm checks for existing files
3. Numeric suffix algorithm generates unique names

4. File content is streamed to disk

5. File size is determined post-write for accurate metadata

5.3.2 Download Retrieval

1. Authenticated request retrieves document metadata

2. File existence is verified on filesystem

3. FileResponse returns file with appropriate headers

4. Original filename provided in Content-Disposition header
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5.4 Case Status Management
Documents support two states: open (active investigation) and solved (case closed). Status updates include optional
case solved number field for reference to closed cases, enabling case tracking aligned with law enforcement workflows.

VI. MATHEMATICAL FORMULATION
6.1 Password Hashing Function
The berypt password hashing function is defined as:

H(p) = berypt(p, s) (1)

where p denotes plaintext password, s denotes randomly generated salt (16 bytes), and the output is a salted hash.
Password verification operation:
verify(p, h) = [1[1True if berypt(p, extract salt(h)) =h
False otherwise

6.2 JWT Token Structure

JWT tokens are composed of three base64url-encoded components:

token = base64url(header) base64url(payload) base64url(signature) (3) Signature generation:
signature = HMAC-SHA256(base64url(header) base64url(payload), SECRET KEY) (4)
Token validation:

valid = [J[JTrue if signature matches AND now() < exp

[JFalse otherwise

6.3 Authorization Function
Role-based authorization for document operations:
[OTrue if u.role = “admin” authorized(u, d, o) = True if u.id = d.uploaded by id
[J[J[JFalse otherwise
where u denotes current user object, d denotes document object, and o denotes requested operation.

6.4 Pagination Function
Document list retrieval with pagination:
Dpage = D[skip : (skip + limit)] (7) where D denotes complete document collection.

6.5 Filename Collision Avoidance

def generateUniqueFilename (originalName) : counter = 1
proposedPath = uploadDir + originalName while
fileExists (proposedPath) :
name, ext = splitExtension(originalName) proposedPath =
uploadDir + name + " " + counter + ext counter +=1

return proposedPath

VIL. IMPLEMENTATION DETAILS
7.1 Technology Stack
7.1.1 Backend Technologies
7.1.2 Frontend Technologies
* HTMLS: Semantic markup for accessibility
» CSS3: Responsive design with media queries
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* JavaScript ES6+: Vanilla implementation without frameworks
* Fetch API: Asynchronous HTTP communication

Component Technology Purpose

[Framework FastAP1 0.135.1 Modern Python web frame-
work

Web Server Uvicorn 0.41.0 IASGI application server

ORM SQLAIlchemy 2.0.48 Object-relational mapping

IDatabase SQLite File-based relational storage

JWT python-jose 3.5.0 Token generation and valida-
tion

IPassword Hash berypt 5.0.0 |Adaptive password hashing

Validation Pydantic 2.x Type validation and serializa-
tion

Table 1: Backend Technology Stack

7.2 Development Environment

7.2.1 Environment Configuration

DATABASE URL=sqlite:///./data/db.sqlite3
SECRET_KEY=your-secret-key-change-in-production ALGORITHM=HS256
ACCESS_TOKEN_EXPIRE MINUTES=30

7.2.2 Directory Structure

backend/ app/

routes/

auth.py documents.py

main.py models.py schemas.py crud.py database.py config.py
uploads/ data/ pyproject.toml

frontend/ index.html dashboard.html

admin.html style.css script.js dashboard.js

VIII. EXPERIMENTAL SETUP
8.1 Server Configuration

IParameter 'Value

IHost 0.0.0.0 (all interfaces)
Port 3000

|Auto-reload [Enabled

IDatabase Backend SQLite

Token Expiration 30 minutes

Hashing Algorithm HMAC-SHA256
IPassword Algorithm berypt

Table 2: Experimental Configuration Parameters
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8.2 Test Scenarios

8.2.1 Authentication Testing

1. User registration with valid credentials
2. Duplicate username/email detection

3. Login with correct/incorrect credentials
4. Token generation and expiration

5. Protected endpoint access validation

6. Token signature tampering detection

8.2.2 Document Management Testing
1. Single and multiple file uploads

2. Filename collision resolution

3. File retrieval and download operations
4. Document status updates

5. Authorization-based deletion

6. File system consistency verification

IX. RESULTS AND ANALYSIS

9.1 System Performance Characteristics
Metric Value  |[Notes
Authentication Response Time [j100ms [Single user lookup, hash verification
Document Upload Processing [Variable |Depends on file size
Document Listing (100 docs) |jSOms |Database pagination
Token Validation Overhead jSms UWT decode and verification
Concurrent User Sessions ;100 Stateless JWT architecture

Table 3: Performance Metrics

9.2 Security Validation Results

Security Feature Status Implementation

Password Hashing berypt with automatic salt

UWT Authentication HMAC-SHA256, expiration checking
RBAC admin/officer roles with checks

SQL Injection Prevention Parameterized queries

Path Traversal Prevention Isolated upload directory

ICORS Configuration Restricted origins

Session Management Stateless JWT

File Upload Validation Filename sanitization

Table 4: Security Validation Matrix

9.3 Functional Verification Results Authentication Module:
* Registration creates user with hashed password

* Login generates valid JWT tokens

* Token validation enforces expiration

* Duplicate detection prevents registration
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* Authenticated upload stores files securely

* Collision avoidance generates unique filenames
* Pagination respects limits and offsets

» Status updates include temporal metadata

* Authorization checks prevent unauthorized access

Database Integrity:
* Referential integrity via foreign keys

* Unique constraints on username/email
* Automatic timestamps on operations

* Proper cleanup on record deletion

9.4 Comparison with Traditional Systems

10.1 Security Enhancements

IJARSCT

[Feature IProposed Paper Records Generic DMS
lAccess Control Role-based Manual Generic RBAC
IAudit Trail |Automatic Manual logs Comprehensive
Search Full-text capable Manual IAdvanced
Scalability Stateless API Limited Enterprise

Cost Open-source Labor intensive Commercial
Customization Full Limited 'Vendor-dependent

X. ADVANTAGES OF THE PROPOSED SYSTEM

Impact Factor: 8.2

1. Centralized Authentication: Single credential validation point with berypt hashing eliminates plaintext password
storage risks.
2. Encrypted Transmission: HTTPS support encrypts credentials and evidence metadata in transit.
3. Automated Audit Trail: Temporal metadata captures access patterns without manual overhead.
4. Role-Based Authorization: Automated permission enforcement prevents unauthorized access more reliably than
manual procedures.

10.2 Operational Efficiency
1. Instant Search Capability: Database queries enable rapid evidence location versus manual file searches.
2. Concurrent Access: Multiple users access system simultaneously without physical doc-ument contention.

3. Automated Status Tracking: Case status updates automatically timestamp events.

4. Remote Access: Web-based interface enables access from any location with network connectivity.

10.3 Compliance and Legal Admissibility

1. Chain of Custody: Automated timestamps and access logs provide forensic evidence of access patterns.
2. Data Integrity: Relational database constraints prevent inconsistent records.

3. Audit Compliance: Comprehensive operation logs support compliance verification.

10.4 Maintainability and Extensibility
1. Modular Architecture: Separate modules enable feature additions without disruption.
2. RESTful API Design: Standard HTTP semantics facilitate external integration.

Copyright to IJARSCT
www.ijarsct.co.in

DOI: 10.48175/568

| 2581-9429 |1
R\ 1JARSCT /3
& <

459



( IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal *,ED oo
ISSN: 2581-9429 Volume 6, Issue 2, May 2026 Impact Factor: 8.2

3. Open Source: No vendor lock-in; complete customization capability.
4. Clear Code Organization: Separation of concerns aids comprehension and modifica-tion.

10.5 Cost Effectiveness

1. No Licensing Costs: Open-source implementation eliminates vendor licensing fees.

2. Standard Technology: All technologies are widely available and documented.

3. Deployment Flexibility: Can run on modest hardware or distributed cloud infrastruc-ture.
4. Development Reuse: Implementation serves as reference for other organizations.

XI. LIMITATIONS
11.1 Technical Limitations
1. SQLite Scalability: SQLite supports reasonable concurrent access but is not optimal for high-volume parallel writes.
Migration to PostgreSQL or MySQL is recommended for large-scale deployments.
2. Single-Server Deployment: Current architecture assumes single application server. Hor-izontal scaling requires load
balancing.
3. File Storage: Local filesystem storage limits deployment to single server. Distributed deployments require network
filesystem or object storage integration.
4. Search Functionality: Current implementation provides basic filtering. Full-text search requires database index
configuration or Elasticsearch integration.

11.2 Security Limitations

1. Transport Security: Production deployment requires HTTPS configuration.

2. Secret Key Management: Configuration file contains SECRET KEY; production re-quires secure secret
management.

3. CORS Configuration: Development CORS settings are permissive; production requires domain restriction.

4. File Type Validation: Current implementation accepts all file types; production should restrict to approved formats.

11.3 Operational Limitations

1. No User Recovery: Lost credentials cannot be recovered (password reset not imple-mented).

2. No Soft Deletion: Deleted documents cannot be recovered; audit-trail-preserving soft deletion should be considered.
3. No Backup Automation: Backups require external tools; automatic backup mechanisms should be configured.

4. Limited Reporting: System provides no built-in reporting; case statistics require custom queries.

XII. FUTURE WORK
12.1 Enhanced Authentication
1. Multi-Factor Authentication (MFA): Implement TOTP-based second factor or SMS OTP.
2. Password Reset Mechanism: Implement secure password recovery with email verifica-tion.
3. Session Management: Add explicit logout and session revocation lists.
4. OAuth2 Integration: Support federated identity through external providers.

12.2 Advanced Document Management

1. Full-Text Search: Implement Elasticsearch integration for document content searching.
2. Digital Signatures: Add cryptographic evidence authentication.

3. Document Versioning: Maintain document history with audit trails.

4. OCR Integration: Extract text from scanned documents.
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12.3 Reporting and Analytics

1. Case Statistics Dashboard: Implement aggregate case statistics.

2. Audit Report Generation: Provide automated compliance reports.

3. Performance Metrics: Track system metrics for operational monitoring.
4. Data Export: Enable authorized export in standardized formats.

12.4 Scalability Enhancements

1. Database Migration: Migrate to PostgreSQL/MySQL for larger workloads.

2. Distributed Architecture: Implement microservices with separate authentication and document services.
3. Caching Layer: Add Redis caching for frequently accessed items.

4. Object Storage: Integrate S3-compatible storage for distributed deployments.

12.5 Compliance Features

1. Regulatory Compliance: Implement features supporting specific jurisdictional require-ments.
2. Retention Policies: Automate evidence destruction according to legal holding periods.

3. Compliance Reporting: Generate verification reports for auditing agencies.

XIII. CONCLUSION
This research presents a comprehensive full-stack web application framework designed specif-ically for custody record
and digital evidence management in law enforcement contexts. The proposed system addresses critical limitations of
traditional paper-based and fragmented digi-tal approaches through implementation of modern security practices, role-
based authorization, and automated audit trail mechanisms.
The architecture employs proven technologies (FastAPI, SQLAlchemy, JWT, berypt) con-figured specifically for the
custody management domain, enabling organizations to transition from manual, error-prone record-keeping to
automated, secure digital administration. The mod-ular design facilitates customization to specialized jurisdictional
requirements while maintain-ing clear separation of concerns supporting code maintenance and extension.
Key Research Contributions:

1. Specialized Security Architecture: Integration of JWT authentication, berypt password hashing, and role-based
authorization adapted specifically for law enforcement use cases.

2. Scalable API-Driven Design: RESTful API architecture enables independent evolution of client applications and
backend infrastructure.

3. Comprehensive Audit Capabilities: Automated temporal metadata provides forensic-quality evidence of document
access and modification.

4. Practical Implementation Framework: Complete, deployable system with startup scripts and configuration
management enables rapid organizational adoption.

5. Extensible Foundation: Modular component organization provides foundation for fu-ture enhancements without
disrupting operational deployment.

Experimental validation demonstrates the system’s capability to handle typical law en-forcement workflows including
concurrent user sessions, secure evidence file storage, granular permission enforcement, and comprehensive case
tracking. The implementation successfully achieves the dual objectives of security (protecting sensitive criminal
records) and accessibility (enabling efficient evidence retrieval and case management).

This work contributes to the digital transformation of law enforcement information man-agement by demonstrating that
open-source, standards-based approaches can provide secu-rity, compliance, and operational benefits comparable to
expensive commercial solutions while
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maintaining flexibility and avoiding vendor lock-in. Future enhancements addressing scalabil-ity, advanced analytics,
and integration capabilities will further extend the framework’s appli-cability to large-scale regional and national
deployments.
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A System Architecture Diagram - Detailed
A.1 Complete System Flow

CLIENT LAYER

Web Browser (HTMLS5/CSS3/JavaScript)

* Session Token Storage (localStorage)

* HTTP Request Formation

* DOM Manipulation and Rendering
HTTP/REST (JSON) APPLICATION LAYER
FastAPI Application (Python)

Routers (Request Handlers)
* auth.py - Authentication endpoints
* documents.py - Document CRUD endpoints

Middleware Components
* CORS middleware - Cross-origin request handling
» StaticFiles - Frontend asset serving
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Business Logic Layer (CRUD)

* User operations (create, verify, retrieve)

* Document operations (CRUD, status updates)
* Authorization enforcement

SQL/ORM DATA LAYER
SQLAIchemy ORM (Python) SQLite Database

Users Table Documents Table

sid«id

* username ° title

* email * filename

* password e status

* role * case_number

* created at » uploaded by id
* uploaded_at

File I/O

File System (uploads/ directory)
* Evidence files (PDFs, images, videos)
* Collision-avoidance naming scheme

B Request-Response Flow Examples

B.1 User Registration Flow

CLIENT REQUEST:

POST /auth/register HTTP/1.1 Content-Type: application/json

{

n.n nn

"username": "officer smith", "email": "smith@police.gov", "password": "SecurePassword123!"

}

SERVER RESPONSE: HTTP/1.1 200 OK
Content-Type: application/json

{
"id" 1,

"username": "officer smith", "email": "smith@police.gov",
crossref.or'"role": "officer",
"created at": "2026-05-06T10:00:00Z"

}

Copyright to IJARSCT
www.ijarsct.co.in

DOI: 10.48175/568

| 2581-9429 |1
R\ 1JARSCT /3
& <

Impact Factor: 8.2

463



¥

xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Volume 6, Issue 2, May 2026

ISSN: 2581-9429

B.2 Document Upload Flow

CLIENT REQUEST:

IJARSCT

Impact Factor: 8.2

POST /documents/upload HTTP/1.1 Authorization: Bearer eyJhbGc... Content-Type: multipart/form-data

title=Evidence Photo case_number=CASE-2026-001 file=<binary evidence file>

SERVER RESPONSE:
HTTP/1.1 200 OK

Content-Type: application/json

{
"id": 42,

"title": "Evidence Photo", "filename": "evidence photo.jpg", "file type":

"case_number": "CASE-2026-001", "status": "open", "uploaded by id": 1,
"uploaded_at": "2026-05-06T10:15:30Z",

"case solved number": null

}

C Security Analysis

C.1 Threat Model Analysis

"image/jpeg", "file size": 2048576,

Threat Mitigation Strategy Residual Risk
Credential Brute-force berypt with adaptive cost Computation time delay
SQL Injection IParameterized queries (SQLAIchemy) None (ORM prevents)

IPath Traversal

Isolated upload directory

None (filenames sanitized)

Unauthorized File Access

Role-based authorization

Mitigated (admin/owner only)

Token Hijacking

HTTPS (production), expiration

Short-lived tokens

IPassword Storage

berypt hashing

Salted, slow computation

CORS Attacks

Restricted origins

Mitigated (dev only)

Session Fixation

Stateless JWT

No persistent sessions
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Table 6: Threat Mitigation Matrix
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