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Abstract: Digital crime investigations involve analyzing large volumes of heterogeneous data such as
Call Detail Records (CDR), Internet Protocol Detail Records (IPDR), tower dumps, and financial
records, making the process complex and time-consuming. This paper presents an Al-powered Crime
Records Analyzer that integrates diverse data sources into a unified knowledge graph using Neo4j,
enabling effective visualization of relationships among entities such as individuals, locations, and events.
The proposed system incorporates intelligent agents capable of understanding natural language queries
and automatically generating corresponding Cypher queries for graph traversal. A multi-agent workflow
leverages multiple Large Language Models for document parsing, pattern identification, hypothesis
generation, and result summarization. The system is implemented as a web-based chatbot interface,
allowing investigators to interact intuitively and obtain meaningful insights without requiring technical
expertise. Experimental results demonstrate improved reasoning consistency, reduced hallucination
rates, and enhanced performance compared to traditional approaches. Overall, the proposed framework
improves the efficiency, accuracy, and usability of digital crime investigations
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L. INTRODUCTION

With the recent advancements in digital communications technology, there has been an explosive growth in computer-
generated electronic information that is increasingly important for today's criminal and forensic investigations.
Evidence collected through data sources such as Call Detail Records, Internet Protocol Detail Records, tower dumps
and financial records are critical to the analysis of communication patterns, mapping movements and inferences into
relationships between people, places and times. However, being heterogeneous and quite large in volume, manual
analysis of these sources is challenging, time consuming, and error prone.

Current digital investigation frameworks are mainly intended for the support of processing separate data sources or
conducting simple link analysis. In the context of relationship modeling, while the repository does allow for
relationships to be added and queried, most tools do not propose an end-to-end pipeline that transforms raw
investigation data into a structured and domain-specific knowledge representation for ease of querying. Moreover, in
many of these systems investigators need to formulate very complex queries with query languages, which hinders the
usability and practicality for real-life investigation scenarios. To address these drawbacks, this paper introduces an Al
based Crime Records Analyzer integrating structured and semi-structured crime-relevant documents to single
knowledge graph with Neo4j

The proposed system utilized a modular parsing framework for data extraction and normalization, and an intelligent
agent that can understand natural language queries and execute Cypher Queries on the knowledge graph. An agentic

workflow orchestrates multiple Large Language Models for document reading, pattern seekmg, hypothesis generation,
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and result amalgamation. The system is presented as a web chatbot interface which supports investigators to easily
acquire context-aware insights promoting the effectiveness of digital investigations.

II. LITERATURE SURVEY
Communications analysis based on Call Detail Records (CDR) has become a significant component of modern crime
investigations, as it helps uncover interaction patterns among suspects. Ansari Dhalvelkar and In [1,10] proposed a
crime scene investigation system based on big data technology, demonstrating that analyzing call frequency, duration,
and connectivity can effectively identify relationships between suspects.
Similarly, Zawra, Emam, and Shehab [2,5] introduced a big data-oriented architecture for crime detection, enabling
scalable processing of large telecommunication datasets for efficient analysis. In their later work, the authors [3]
presented a survey on CDR analysis, highlighting key challenges such as data heterogeneity, scalability issues, and the
difficulty of extracting meaningful patterns from large volumes of data.
Beyond CDR-based approaches, Ji et al. [4,6,7,16] explored knowledge graph techniques, emphasizing their ability to
represent structured relationships and support reasoning in complex domains. These methods are highly relevant for
integrating and analyzing crime-related data from multiple sources [8,9,17].
Furthermore, studies in digital forensics, knowledge mining, and artificial intelligence [11-15] underline the
importance of structured data representation, pattern discovery, and intelligent reasoning in investigative processes.
Despite these advancements, most existing works focus on individual components such as data analysis, graph
modeling, or pattern extraction, rather than providing a comprehensive end-to-end solution. To address this gap, this
paper proposes a Crime Record Analyzer that integrates CDR analytics with knowledge graph-based relationship
modeling to enable efficient, accurate, and intelligent crime investigation.

II1. PROPOSED SYSTEM
3.1 Knowledge extraction:
We want to reduce the standard query complexity by building a Text-to-Cypher engine. Rather than a developer
needing to write up the query, the Coordinator understands what’s implied in that NLP input and outputs Cypher query
(the equivalent of SQL for nodes on a graph) required to traverse through those Neo4j nodes.

3.2 Agentic Workflow:
We followed a heterogeneous multi-model approach for our proposed methodology. This guarantees that the system is
grounded and not affected by any bias originating from only one LLM provider.

3.3 Coordinator (Dispatcher):
The Coordinator decomposes the police query into a set of smaller tasks and optimizes the prompt for each LLM node.

3.4 Parallel LLM Nodes LLM {1...n}:

One of the nodes could perform temporal analysis (timeline of the crime).
One node can be about relational mapping (suspect connections).

One child node can specialize in anomaly detection (patterns across case files).

3.5 The Aggregator:
This module is in charge of a "consensus scoring," to filter out information that is not presented with high confidence
for facts which are present across different LLM paths.
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Figure 1: Architecture of the proposed multi-agent knowledge graph query system.
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Figure 3: Graph statistics showing entity and relationship counts in Neo4;.
This workflow follows a stochastic optimization process where the Aggregator evaluates responses from n models:
Final Output = A(R1, R2, ..., Rn) where Temperature (T) [J [0.2, 0.7]

IV. RESULTS AND DISCUSSION
Figure 4 demonstrates the performance of the proposed agentic query system using a confusion matrix. The results
indicate a high true positive rate and minimal false predictions, showing that the system can accurately interpret and
execute user queries with limited human intervention. This highlights the reliability and effectiveness of the intelligent
agent in handling both simple and complex queries.

Confusion Matrix: Agentic Query Generation Performance
(Replacing Manual Expert Analysis)

Low Complexity 248 2
(Simple Search) (TP- Optimal) [FN: Rare)

Query Complexity Level

High Complexity 235 15
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Autonomous Humar';fExpert
Success Intervention
System Qutput / Decision

Figure 4: Confusion matrix of agentic query performance.
Figure 5 presents a comparison between the proposed graph-based system and traditional RDBMS in multi-hop
relationship discovery. The graph-based approach maintains consistent performance even with increasing relational
depth, whereas RDBMS performance degrades significantly. This confirms the suitability of knowledge graphs for
complex investigative analysis.
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Multi-Hop Discovery Success Rate: Graph DB vs. RDBMS
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Figure 5: Multi-Hop Relationship Discovery: A Comparative Analysis of Graph Databases and RDBMS
Table I presents a comparative evaluation of different LLM configurations in terms of reasoning consistency,
hallucination rate, and Fl-reasoning score. The results show that the proposed agentic architecture significantly
improves reasoning reliability while substantially reducing hallucinations compared to single and ensemble LLM

baselines.
Configuration Reasoning Hallucination F1-Reasoning
Consistency (%) Rate (%) Score
Single LLM (Baseline) 72.4 18.2 0.74
Ensemble (LLM1+LLM 2 + LLM 3) | 84.1 9.5 0.81
Proposed Agentic Architecture 96.3 2.1 0.95

Table 1: Performance Comparison of LLM Configurations

V. CONCLUSION
This paper introduces a comprehensive Al-empowered investigation framework which targets at the bottlenecks of the
contemporary digital crime analysis. Pooling heterogencous items like CDRs, IPDRs, tower dumps and financial
records into a single knowledge graph provides the investigator with a much easier way to comprehend complex
relationships. Compared with previous works, where the corresponding methods are usually designed for a single
analysis task only, we integrate the modularity and extensibility of data parsing, knowledge graph construction, agent
based reasoning and natural language interaction into our end-to-end pipeline.
One significant contribution of the proposed work is to employ Large Language Models over a graph database to
facilitate natural language queries and automatable reasoning on crime data. The agentic process enhances usability by
enabling researchers to communicate with the computer system via a conversational medium rather than through
programming languages. In addition, the system has a scalable architecture and is capable of accommodating
increasingly larger volumes of investigation data while maintaining performance.
Collectively, the proposed system shows the promise of merging the capabilities of knowledge graphs and intelligent
agents to improve efficiency, accuracy, and decision-making in DI. Future work includes better data quality handling,
improving the computational performance, and validating the system against larger real-world datasets. This study sets
a firm base for more intelligent, scalable and user-friendly forensic investigation tools for the next-generation.
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