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Abstract: Traditional cloud storage systems mainly provide reliable data storage and accessibility.
However, they generally lack intelligent mechanisms for understanding file content and retrieving
information based on semantic meaning. As the volume and diversity of user-generated data continue to
grow, users face increasing difficulty in locating relevant information, especially when dealing with
unstructured formats such as documents and images. This paper presents a Smart Cloud System
designed for end-users, integrating artificial intelligence techniques to enhance file organization, search,
and interaction.

The proposed system generates semantic representations for uploaded content using embedding models
and stores them in a vector-based index to enable meaning-driven retrieval. A conversational interface
based on retrieval-augmented generation allows users to interact with their stored files using natural
language queries. Additionally, the system introduces a secure file-sharing mechanism using
dynamically generated, time-bound links that prevent direct exposure of storage locations. Experimental
observations indicate improved retrieval relevance, reduced redundancy in file transfers, and enhanced
usability compared to traditional cloud storage solutions. The results demonstrate that semantic-aware
cloud platforms can significantly improve how users manage and access personal data in distributed
environments

Keywords: Smart Cloud System, Semantic Search, Vector Database, Retrieval-Augmented Generation,
Secure File Sharing, Al-Based Storage

L. INTRODUCTION
Cloud storage has become a fundamental component of modern digital infrastructure, allowing users to store, access,
and share data from multiple devices and locations. Despite its popularity, many current platforms treat files simply as
stored objects and rely heavily on filenames or manually added metadata for searching. This approach often fails when
users attempt to locate files based on context or meaning rather than exact keywords.
The problem becomes more pronounced with the increasing presence of unstructured data, including large text
documents and images, where meaningful information is embedded within the content itself. Users frequently
encounter situations where they remember what information a file contains but not how it was named or categorized.
This research addresses these limitations by proposing a Smart Cloud System that incorporates artificial intelligence
into the storage pipeline. Instead of functioning solely as a passive repository, the system actively analyzes uploaded
files, extracts semantic representations, and enables context-aware retrieval.

Copyright to IJARSCT
www.ijarsct.co.in

205

| 2581-9429 |1
R\ 1JARSCT /3
& <




(/ IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology J\

IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 1D 0O
ISSN: 2581-9429 Volume 6, Issue 2, April 2026 Impact Factor: 8.2

Cloud Computing Architecture: Back-End

‘ ™ Cloud Infrastructure
It

88 Application

@ ge&e
Management N Saivke Security
'

Fig 1:Traditional Cloud System Architecture

II. RELATED WORKS

Over the years, cloud storage technologies have evolved to improve scalability, reliability, and cost efficiency. Earlier
systems primarily focused on object-based storage where files were accessed using identifiers such as filenames or tags.
Although these techniques support basic file retrieval, they provide limited capability for understanding the actual
content inside stored files.Several research efforts have attempted to enhance retrieval performance using metadata or
keyword-based indexing. However, such approaches rely heavily on manual annotations provided by users, which are
often incomplete or inconsistent. As a result, retrieving information using descriptive or contextual queries remains
challenging.

III. METHODOLOGY
3.1 System Overview
The proposed Smart Cloud System follows a modular architecture consisting of a web-based user interface, an Al
processing layer, and a storage backend. The system is designed to operate transparently from the user’s perspective,
requiring no manual configuration or tagging during file uploads.
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Fig 2: A. File Ingestion and Semantic Processing
When a user uploads a file, the system first determines its content type.
For text-based files such as PDFs and plain text documents, the content is parsed and segmented into meaningful units.
These segments are then converted into semantic embeddings using a language-based embedding model.
For image files, a vision—language embedding model is used to generate representations that align images with

descriptive textual concepts.
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The resulting embeddings are stored in a vector database along with references to the original files. This process
ensures that all uploaded content becomes searchable based on semantic similarity rather than surface-level attributes.

3.2 Conversational Retrieval Interface

The web platform provides a chat-based interface that allows users to query their stored data using natural language.
When a query is submitted, it is converted into an embedding and compared against stored vectors to retrieve the most
relevant content. Retrieved segments are then supplied to a language generation component, which produces responses
grounded strictly in the user’s data.

This approach prevents hallucinated responses and ensures that all outputs are traceable to existing files within the
user’s storage space.

3.3 Secure File Sharing Mechanism

To support file sharing without duplicating data, the system generates dynamic access links. These links are time-
bound, permission-scoped, and do not reveal the physical storage location of the file. Each link is additionally hashed
and shortened, reducing predictability and exposure. Access is automatically revoked once the expiration condition is
met.

IV. RESULTS AND DISCUSSION

The system was evaluated through functional testing and controlled user interactions. Semantic search queries
consistently returned more relevant results compared to filename-based searches, particularly for descriptive or abstract
queries. Users were able to locate information within documents even when exact keywords were absent.
The conversational interface reduced the effort required to extract insights from multiple files, allowing users to
summarize documents and cross-reference information without manual downloads. This demonstrated a shift from file-
centric interaction to knowledge-centric interaction.
The secure sharing mechanism effectively prevented unauthorized access after link expiration and eliminated redundant
file transfers. By referencing stored data instead of replicating it, the system reduced storage overhead and potential
security risks.
Overall, the results indicate that integrating Al-driven semantic processing into cloud storage significantly enhances
both usability and data security from an end-user perspective.
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Fig 4: Recall@K Performance Comparison Between Semantic Search and Keyword-Based Search in Cloud Storage
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Fig 5:Precision@K Report for Semantic Cloud Search

V. CONCLUSION
This study introduced a smart cloud storage platform enhanced with semantic intelligence. By generating embeddings
during file uploads, enabling conversational search through a retrieval-augmented interface, and implementing secure
time-limited sharing links, the system overcomes several limitations of traditional cloud storage platforms.
Experimental results demonstrate that integrating Al-driven semantic processing improves data discovery, enhances
usability, and strengthens file security. Future work may focus on expanding the system with developer APIs,
supporting additional data types, and optimizing large-scale embedding storage.
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