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Abstract: The Online Voting System is a web-based application developed to make the election process
more secure, efficient, and organized. It brings together administrators and voters on a single digital
platform, eliminating the need for traditional paper-based voting methods. The system is developed using
modern technologies such as ASP.NET Web API, Angular, and SQL Server, supported by a secure
database to ensure safe storage and management of data.In this system, the administrator manages the
entire election process by adding candidates and voters using their details such as name and email ID.
The admin verifies and approves voters, after which login credentials are sent to the registered email of
each voter. Users can log in using their Voter ID and password, ensuring secure authentication and
controlled access to the system. The platform allows voters to view the list of candidates and cast their
vote easily through a user-friendly interface. The system enforces a strict one-vote-per- user rule,
preventing duplicate voting and maintaining data integrity. It also provides real-time updates by
automatically counting votes and displaying results instantly, reducing the time and effort required for
manual result calculation.
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L. INTRODUCTION

Elections play a crucial role in decision-making processes within organizations, institutions, and governance systems.
However, traditional voting methods often rely on paper ballots, manual verification, and physical presence, which can
lead to inefficiencies, delays, and lack of transparency. These conventional approaches increase the chances of human
error, duplicate voting, and time-consuming result processing, making them less suitable for modern digital
environments.To overcome these limitations, a secure and automated Online Voting System is required to streamline
the entire election process. The proposed system provides a centralized digital platform that connects administrators
and voters, ensuring efficient management and secure execution of elections.In this system, the process begins with the
Admin Module, where the administrator is responsible for adding candidates and voters using their basic details such as
name and email ID. After registration, the admin verifies and approves eligible voters. Once approved, the system
automatically sends login credentials to the voter’s registered email, ensuring secure communication and controlled
access.Voters can then log into the system using their Voter ID and password, which ensures proper authentication.
After successful login, voters are presented with the list of candidates and can cast their vote securely. The system
strictly enforces a one-vote-per-user rule, preventing duplicate voting and maintaining data integrity throughout the
process.The system also includes a Real-Time Result Management feature, where votes are counted automatically and
results are displayed instantly. This eliminates the need for manual counting and significantly reduces the time required
to declare election outcomes.The platform is developed using modern web technologies, enabling secure data storage,
role-based access control, and efficient communication between system components. It ensures that all election-related
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data is stored safely in a centralized database, and only authorized users can access or modify the system.By integrating
voter management, secure authentication, automated voting, and real-time result processing into a single platform, the
Online Voting System enhances transparency, accuracy, and efficiency. This system provides a reliable and scalable
solution for conducting digital elections in a secure and user-friendly manner.

II. RELATED WORK

Many organizations and institutions still rely on traditional voting methods that involve paper ballots, manual
verification, and physical presence, which can lead to delays, errors, and lack of transparency. Existing digital voting
solutions developed using technologies like PHP, ASP.NET, and MySQL provide basic functionalities such as voter
registration, candidate management, and result processing, but they often lack full automation, real-time updates, and
strong security mechanisms. These systems usually depend on manual approval processes, limited authentication
methods, and delayed result generation, which can reduce efficiency and reliability. Additionally, many platforms do
not provide proper integration of voter management, secure login, and real-time result tracking within a single unified
system. With the increasing use of web technologies and digital platforms, there is a growing demand for secure and
efficient online voting systems that can provide seamless user experience and faster processing. Modern web
applications built using Angular and ASP.NET Web API offer user- friendly interfaces, secure authentication, and real-
time data handling. However, few systems fully implement features such as admin- controlled voter approval, email-
based credential sharing, one-time voting enforcement, and instant result display within a centralized platform. These
limitations highlight the need for a more integrated, secure, and automated online voting system that can improve
transparency, reduce manual effort, and ensure accurate and efficient election management.

III. LITERATURE REVIEW
1. Secure and Efficient E-Voting System Using Cryptography
Authors: R. Gupta, M. Sharma
Explanation:
This system focuses on providing secure online voting using cryptographic techniques. It ensures voter identity
protection and vote confidentiality through encryption. The system includes multi- level authentication, secure vote
casting, and protected data storage to prevent unauthorized access and tampering.
Additional Issues: Needs improvement in system scalability and real-time performance for large- scale elections.

2. Web-Based Online Voting System with Real-Time Monitoring

Authors: S. Iyer, K. Deshmukh

Explanation:

This platform provides a web-based voting system with features like voter registration, candidate management, and
automated vote counting. It includes an admin dashboard for monitoring election activities and ensures one- vote-per-
user using secure login and validation. Additional Issues: Lacks advanced security mechanisms and real-time
notification features for better user interaction.

3. Blockchain-Based Secure Online Voting Mechanism

Authors: A. Reddy, P. Nair

Explanation:

This system uses blockchain technology to provide secure and transparent voting. Each vote is stored as a transaction in
a distributed ledger, ensuring immutability and preventing manipulation. It enhances trust by providing a tamper-proof
voting process. Additional Issues: Implementation complexity and high computational cost make it less practical for
small-scale systems.
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4. Cloud-Enabled Scalable Online Voting System for Large-Scale Elections Authors: T. Singh, L. Joshi

Explanation:

This system uses cloud computing to manage large-scale elections efficiently. It provides scalable storage, secure
communication, and high availability during peak usage. Role-based access ensures secure interaction between admin
and voters.

Additional Issues: Requires strong internet

IV. PROBLEM STATEMENT

Voting is an essential process in decision-making, but the lack of a centralized and secure digital platform creates
challenges in managing elections efficiently. Many institutions still rely on manual or semi-digital systems, where voter
registration, verification, and vote counting are handled separately. This leads to delays, errors, and lack of
transparency in the election process. Additionally, there is a high risk of duplicate voting and unauthorized access due
to weak authentication mechanisms.

Manual approval of voters and lack of proper communication systems make it difficult to inform users about their
eligibility and login credentials. Voters often face inconvenience in accessing the system, and administrators struggle to
monitor and manage election activities effectively. These issues result in inefficient election management and reduced
trust in the system.

V.PPROPOSED SYSTEM OVERVIEW

Ensures secure communication, real-time result updates, and simplified processes to improve transparency and
efficiency in the election system.The proposed Online Voting System connects administrators and voters on a single
web-based platform. It aims to eliminate manual errors, prevent duplicate voting, and enhance the overall reliability and
efficiency of the election process. The system includes a web application with an ASP.NET Web API backend and
SQL Server database. Administrators can add candidates and voters using their details such as name and email ID,
approve eligible voters, and manage election activities through a centralized dashboard. Once approved, voters receive
their login credentials via email, allowing them to securely access the system using their Voter ID and password.Users
can log in, view the list of candidates, and cast their vote through a user- friendly interface. All voting data is securely
stored in the database, ensuring data integrity and confidentiality. The system automatically counts votes and displays
results in real time, eliminating the need for manual counting. Administrators can monitor voting activities and results
dynamically.The workflow is simple: admin adds candidates and voters, approves voters, the system sends login
credentials via email, voters log in using secure authentication, select candidates, cast their vote, and results are
generated instantly. Key features include secure connectivity and advanced infrastructure, which may not be suitable
for all environments. authentication, one-vote-per-user enforcement, real-time result processing, email-based
communication, and role-based access control. This platform provides a reliable and efficient solution for modern
digital election management.

VI. SYSTEM ARCHITECTURE
The Online Voting System is a web-based platform that connects administrators and voters within a single integrated
system. Its main objective is to simplify the election process, ensure transparency, and securely manage voting data
using a centralized database.

1. Modules

1.1 Donor Module

In this module, a voter can register and securely log into the system. After logging in, the voter can view their details
and access the voting interface. The voter uses the provided Voter ID and password, received through email after admin
approval, to authenticate into the system. Once logged in, the voter can view the list of available candidates and cast
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their vote securely. The system ensures that each voter can vote only once and maintains the voting status within the
system.

1.2 Recipient Module

In this module, voters access the list of available candidates after successfully logging into the system. The system
displays candidate details such as name and other relevant information to help voters make informed decisions. Voters
can select their preferred candidate and cast their vote through a secure interface. The system records the vote instantly
and ensures that the voter cannot vote again. Voters can also view their voting status and confirm that their vote has
been successfully submitted.

1.3 Hospital Module

In this module, the administrator manages and verifies all system data and user activities. The admin can log into the
system securely and add candidates and voters by entering their details such as name and email ID. The admin reviews
and approves voter registrations to ensure only eligible users can participate in the election.

1.4 Government Module

In this module, the system automatically manages vote counting and result processing. After the voting process is
completed, the system calculates the total votes received by each candidate and displays the results in real time.
Administrators can log in to view and monitor the election results through the dashboard. The system ensures accurate
and transparent result generation without manual intervention. It also maintains records of all voting data, allowing
administrators to review results and track election outcomes efficiently.

1. Backend Architecture (Firebase Integration)

The system uses ASP.NET Web API and SQL Server to manage authentication, data storage, and system operations:
 Authentication System: Ensures secure login and identity verification for all users using Voter ID and password. It
prevents unauthorized access and maintains system security.

* SQL Server Database: Stores structured data related to voters, candidates, voting records, and approval status. It
ensures reliable and secure data management throughout the election process.

* Email Service Integration: Sends login credentials to approved voters through their registered email IDs, enabling
secure and efficient communication.

* API Services (ASP.NET Web API): Handles all backend operations such as voter registration, candidate
management, vote submission, and real-time result processing, connecting the frontend with the database effectively.

1. Approval and Notification Workflow

* The admin adds voters and candidates by entering their details such as name and email ID.

* The admin reviews voter registrations and

verifies their eligibility.

» If the voter meets all criteria, the admin approves the voter, and login credentials are sent to the voter’s registered
email.

« If the voter does not meet the requirements, the registration is rejected, and access to the system is denied.

* The system updates the voter status in the database and allows approved users to log in and participate in the voting
process.

VII. IMPLEMENTATION DETAILS
The implementation of the proposed Online Voting System consists of four main steps: Admin Input and Registration,
Voter Approval and Credential Sharing, Secure Vote Casting, and Result Processing with Updates.
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User Input and Registration

Users, including administrators and voters, interact with the system through a secure web interface. The administrator
logs into the system and adds candidates and voters by entering their details such as name and email ID. Voters are
registered in the system but are not allowed to access it until approval is granted by the admin. All input data is
validated and securely stored in the centralized SQL Server database to ensure data integrity and privacy.

Donor—Recipient Matching

When a voter is registered by the administrator, the system stores their details in the database with a pending status.
The administrator reviews the voter information and verifies eligibility. Once verified, the system updates the voter
status to approved and generates login credentials. These credentials are securely sent to the voter’s registered email ID.
A structured list of approved voters is maintained in the system, allowing the administrator to monitor and manage user
access efficiently.

Doctor Verification

Voters log into the system using their Voter ID and password to ensure secure authentication. After successful login,
they can view the list of available candidates and select their preferred candidate. The system verifies the voting status
of the user to ensure that each voter can cast their vote only once. Once the vote is submitted, it is securely stored in the
database. If a voter has already voted, the system restricts further voting and displays appropriate feedback, ensuring
data integrity and preventing duplicate voting.

Notifications and Updates

Result Processing and Notifications

The system provides instant updates to users regarding voting status and election results. Once a vote is successfully
cast, the system updates the voting status of the user in real time. Administrators can monitor voting progress and view
results dynamically through the dashboard. After the completion of voting, the system automatically calculates and
displays the results without any manual intervention. Voters can confirm that their vote has been recorded, and
administrators receive accurate and up-to-date information about election outcomes.

This stepwise implementation ensures a secure, efficient, and real-time voting process, improving coordination between
administrators and voters while reducing delays and eliminating manual errors in election management.

History and Reusability

The system stores all past voting records and election results for future reference. Administrators can track previous
election data, voter participation, and result history, which helps in analysis and decision-making for upcoming
elections. This feature ensures continuity in election management and allows quick access to past records when needed.
It also improves transparency and accountability by maintaining a secure and organized history of all voting activities
within the system.
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Figure 1: System architecture

VI. PROPOSED SYSTEM
System Architecture :
Step 1: Admin Registration and Data Entry The administrator logs into the system and adds candidates and voters by
entering their details such as name and email ID. Step2:Login& Authentication
The system verifies users through secure authentication using Voter ID and password provided after admin approval.
Step 3: Voter Approval Process
The admin reviews and approves registered voters, and the system sends login credentials to their registered email.
Step 4: Vote Casting
Approved voters log into the system, view the list of candidates, and cast their vote securely. Step 5: Vote Verification
The system ensures that each voter can vote only once and prevents duplicate voting by validating voting status.
Step 6: Result Processing and Notification The system automatically counts votes and displays real-time results.
Administrators can
monitor election results through the dashboard.

IX. ANALYSIS OF PROPOSED SYSTEM
1. Enhanced Efficiency and Real-Time Processing:
The proposed Online Voting System improves the efficiency, accessibility, and reliability of election management. By
integrating web technologies with a centralized database, the system provides real- time updates and instant result
processing, reducing delays and manual effort.
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2. Secure Voting with Authentication:

The system uses secure login mechanisms with Voter ID and password to ensure that only authorized users can access
the platform. The one- vote-per-user rule prevents duplicate voting and maintains data integrity.

3. Role-Based Access Control:

The platform allows different users (admin and voters) to interact with the system based on their roles. This ensures
proper control, data security, and restricted access to sensitive information.

4. Improved Transparency and System Reliability:

Compared to traditional voting systems, the proposed platform reduces errors, centralizes all election data, and
improves coordination between administrators and voters. Overall, the system enhances transparency, ensures accurate
results, and provides a secure, scalable, and user-friendly solution for digital elections.

5. MODULES

The proposed Online Voting System is divided into five main modules: Admin, Voter, Candidate, Result, and
Notification. Each module is designed to handle specific functionalities and ensure smooth operation of the system.

1. Admin Module

This module manages the entire system, including adding candidates and voters using their details such as name and
email ID. The admin verifies and approves voter registrations to ensure only eligible users can participate. It also
controls the database, monitors voting activities, and manages overall system operations. Additionally, the admin can
view results and generate reports for analysis.

2. Voter Module

This module stores information about registered voters and allows them to log into the system securely using their
Voter ID and password. Voters can view candidate details and cast their vote through the system. The module ensures
that each voter can vote only once and maintains their voting status.

3. Candidate Module

This module manages candidate information within the system. It stores details of all candidates participating in the
election and displays them to voters during the voting process. It helps voters make informed decisions by presenting
clear candidate information.

4. Result Module

This module handles vote counting and result generation. It automatically calculates the total votes received by each
candidate and displays the results in real time. The module ensures accurate, fast, and transparent result processing
without manual intervention.

5. Notification Module

The Notification Module is responsible for sending updates and alerts to users. Voters receive login credentials after
approval and updates about their voting status, while administrators receive system alerts and election updates. This
module ensures smooth communication and real-time information flow within the system.
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X. CONCLUSION
The proposed Online Voting System provides a reliable and efficient solution for managing digital elections. By
integrating voter management, secure authentication, and real-time result processing, the system eliminates the
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limitations of traditional voting methods. The platform ensures that only authorized users can participate in the election
and strictly enforces one-vote-per-user, maintaining data integrity and transparency
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