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Abstract: The rise in online scams and digital frauds is creating structural challenges to cybersecurity 

systems. Traditional fraud detection can only block at the message or content level hence their ability to 

gather actionable intelligence is limited. In this research, we propose an Agentic AI Honeypot system: it 

is a cybersecurity framework that integrates intelligent capabilities to interactively respond the 

fraudsters with generative artificial intelligence.Using Google Gemini AI, the proposed system simulates 

conversations with fraudsters that resemble human interactions, and extracts key intelligence like UPI 

IDs, evil URLs, and scam patterns. System architecture describes the arrangement of various 

components in a system as illustrated below: Here, the entire system framework deals with data flow 

using a Flask-based back-end coupled with MongoDB, followed by intelligence extraction module that 

supports Regex to extract information vis web interface along ultimate real time analytics visualization. 

Coupled with the monitoring and identification of relevant characteristics, we can extract structured 

indicators for fraud that will assist us in analyzing best practices against cybercrime. The novel solution 

converts conventional reactive fraud detection into an intelligent, proactive intelligence-gathering 

platform that can provide valuable assistance to investigators at the cybercrime investigation and 

prevention level. 
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I. INTRODUCTION 

As the spread of digital communication services like WhatsApp, Telegram, email and SMS goes up across different 

metrics cyber fraud and online scams also rise immensely. Cybercriminals often employ social engineering strategies to 

trick victims into giving up sensitive personal data or moving funds to fake accounts. 

CYBER METHODS Traditional cybersecurity systems are primarily event-based and focus on signaling when 

suspicious messages appear in networks and blocking them. However, these systems tend not to interact with scammers 

or gather actionable intelligence that would help investigators identify the fraud networks. 

The recent advancements in artificial intelligence and generative AI offer new paths to meeting this challenge. KAIST 

proposes artificial intelligence-based conversational systems that are capable of simulating human-like communication, 

and thus can interact with attackers in an automated manner. 

In this research, an Agentic AI Honeypot system is proposed which instead of blocking a scammer actively engages 

them into conversations. The system also collects useful intel such as UPI IDs, malicious links and types of scams 

while wasting scammer time. This information is extracted then stored in a structured database and visualized with an 

analytics dashboard. 

 

II. LITERATURE REVIEW 

From academia, various studies have considered artificial intelligence application in cyber security along with fraud 

detection systems. Zhang et al. (2024) designed a system for detecting phishing utilizing Ai to classify and detect phish 
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attacks based on the usage of machine learning techniques on suspicious URLs. Their system performed excellent 

detection accuracy but did not have any interaction mechanism with scammers. 

Gupta and Sharma (2023) proposed an automatic spam detection model based on natural language processing (NLP) 

methods. Their study was centered on classifying messages as fraudulent or not through text classification methods 

based on linguistic features. 

Kim et al. (2024) proposed a chatbot-based system for detecting fraudulent communication patterns. Although the 

system could recognize suspicious behaviour, it had no way of turning scam messages into structured intelligence. 

GPTs (like ChatGPT) are large language models that can produce human-like text in response to queries. These models 

may be used to engage scammers, gather intelligence and disrupt fraud operations. 

To be effective, however, current systems are limited in that they only focus on detection and aren’t capable of 

disrupting or extracting intelligence. 

 

III. RESEARCH GAP 

Despite thus, the following two limitations and adding parameters which i can explain in time — with similar systems 

already proposed for fraud detection: 

• Most systems will detect the suspicious messages, but won’t speak with scammers. 

• Legacy systems hardly extract fraud intelligence like UPI IDs or hacker URLs. 

• They rely on traditional systems that work reactively instead of actively shutting down scam operations. 

•  Very few systems offer an integrated platform unifying AI engagement through intelligence extraction and analytics 

visualization into automated reporting. 

This study fills these gaps by Introduces a proactive AI based scam engagement system that avails actionable 

intelligence. 

 

IV. METHODOLOGY 

The proposed Agentic AI Honeypot system is designed to detect scam messages, engage scammers using artificial 

intelligence, and extract useful fraud information. The system consists of several modules including message input, AI 

interaction, intelligence extraction, threat analysis, and report generation. 

4.1 Scam Message Input : 

The process begins when a user enters a suspicious message into the system through the web interface. The interface is 

designed similar to messaging platforms like WhatsApp or Telegram. The message is then sent to the backend server 

for further processing. 

 

4.2 AI-Based Scam Engagement : 

The system uses Google Gemini API as the generative AI engine. The AI generates human-like responses to interact 

with scammers. Instead of blocking the scam message, the AI continues the conversation to gather more information 

from the fraudster. 

 

4.3 Intelligence Extraction: 

The system uses Regular Expressions (Regex) to extract important information from the conversation. This module 

detects patterns such as: 

 UPI IDs 

 Suspicious URLs 

 Email addresses 

These extracted details are converted into structured data for analysis. 
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4.4 Threat Scoring  

The system analyzes the message and assigns a 

financial identifiers, and urgency keywords. Based on the score, the message is classified as:

 Low Risk 

 Medium Risk 

 High Risk 

 

4.5 Data Storage  

All conversation logs, extracted intelligence, and threat levels are stored in a 

system to maintain records for future investigation and analysis.

 

V

It was tested with multiple scam messages based on common scenarios involving fraud like KYC verification scams, 

lottery scams, and banking fraud messages.

The AI engagement module successfully produced relevant responses, allowing to continue realistic dialogues with 

scammers. Using Regex based pattern matching the intelligence extraction module was able to extract UPI IDs and 

malicious links correctly. 

Threat scoring enabled assigning messages risk levels to efficiently prioritize Eskalator (the detection mechanism that 

allowed the efficient processing of suspicious activity). Features like the analytics dashboard offered visuals on scam 

patterns and engagement stats, giving users insights to better strategize their actions.

Experimental results show that this proposed scheme is a

intelligence gathering platform. 
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The system analyzes the message and assigns a threat score based on suspicious indicators such as malicious links, 

financial identifiers, and urgency keywords. Based on the score, the message is classified as: 

All conversation logs, extracted intelligence, and threat levels are stored in a MongoDB database

system to maintain records for future investigation and analysis. 

V. RESULTS AND DISCUSSION 

le scam messages based on common scenarios involving fraud like KYC verification scams, 

lottery scams, and banking fraud messages. 

The AI engagement module successfully produced relevant responses, allowing to continue realistic dialogues with 

ing Regex based pattern matching the intelligence extraction module was able to extract UPI IDs and 

Threat scoring enabled assigning messages risk levels to efficiently prioritize Eskalator (the detection mechanism that 

he efficient processing of suspicious activity). Features like the analytics dashboard offered visuals on scam 

patterns and engagement stats, giving users insights to better strategize their actions. 

Experimental results show that this proposed scheme is able to conduce passive fraud detection into an active 

 

  

  

Technology 

Reviewed, Refereed, Multidisciplinary Online Journal 

 206 

Impact Factor: 8.2 

 

based on suspicious indicators such as malicious links, 
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This research introduced an Agentic AI Honeypot system that leverages generative AI to interact with scammers while 

also producing actionable intelligence for cybersecurity investigations.

It combines AI-driven conversation, intelligence extraction, threat scoring and real

platform. The trick is to engage with the scammers rather than just b

be disrupted while collecting data valuable for investigations.

In Future work will concentrate on implementing multi

cloud-based deployment for large-scale cybersecurity operation.
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VI. CONCLUSION 

This research introduced an Agentic AI Honeypot system that leverages generative AI to interact with scammers while 

also producing actionable intelligence for cybersecurity investigations. 

driven conversation, intelligence extraction, threat scoring and real-time analytics into a single 

platform. The trick is to engage with the scammers rather than just block them — by doing so, the scam operations can 

be disrupted while collecting data valuable for investigations. 

In Future work will concentrate on implementing multi-language scam detection, voice-based fraud detection and 

scale cybersecurity operation. 
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