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Abstract: The increasing sophistication of cyber threats, combined with distributed cloud-edge 

infrastructures and remote work environments, has rendered traditional perimeter-based security models 

obsolete. Zero Trust Architecture (ZTA) has emerged as a foundational cybersecurity paradigm that 

assumes no implicit trust within or outside the network boundary. However, static rule-based intrusion 

detection systems (IDS) within Zero Trust frameworks struggle to detect evolving, zero-day, and 

polymorphic attacks. This paper proposes an AI-Driven Zero Trust Intrusion Detection Framework 

(AZT-IDF) that integrates federated learning (FL) and self-supervised learning (SSL) to enable 

adaptive, privacy-preserving, and scalable threat detection across distributed environments. The 

framework combines decentralized anomaly detection, encrypted model aggregation, behavioral 

profiling, and continuous authentication mechanisms. Experimental evaluation on benchmark 

cybersecurity datasets demonstrates improved detection accuracy, reduced false positive rates, and 

enhanced resilience against adversarial and novel attack patterns compared to centralized and 

supervised-only approaches. The results indicate that integrating federated and self-supervised learning 

within Zero Trust architectures significantly enhances adaptability, privacy compliance, and real-time 

threat intelligence in modern enterprise networks. 
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I. INTRODUCTION 

The cybersecurity landscape has undergone a paradigm shift with the proliferation of cloud computing, edge devices, 

IoT ecosystems, and hybrid work environments. Traditional perimeter-based security models operate on the assumption 

that internal network entities are trustworthy once authenticated. This model is no longer viable in the presence of 

insider threats, supply-chain attacks, and advanced persistent threats (APTs). 

Zero Trust Architecture (ZTA) addresses this limitation by enforcing continuous verification, least-privilege access, and 

micro-segmentation. However, many Zero Trust implementations rely on static rule engines or signature-based 

intrusion detection systems (IDS), which fail to detect evolving or previously unseen threats. 

Modern cyberattacks increasingly employ polymorphic malware, lateral movement techniques, and encrypted 

command-and-control channels. These challenges demand intelligent, adaptive, and privacy-preserving intrusion 

detection mechanisms capable of learning from distributed data sources without centralizing sensitive information. 

This paper proposes an AI-driven intrusion detection framework embedded within a Zero Trust architecture that 

leverages federated learning for decentralized collaborative model training across distributed nodes, self-supervised 

learning for detecting previously unseen and zero-day attacks without relying solely on labelled datasets, and advanced 

behavioural analytics combined with continuous trust scoring mechanisms to dynamically evaluate system and user risk 

levels. The research addresses the following question: 
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How can federated and self-supervised learning enhance adaptive intrusion detection within Zero Trust architectures 

while preserving data privacy and scalability? 

 

II. RELATED WORK / LITERATURE REVIEW 

2.1 Zero Trust Architecture 

Traditional intrusion detection system (IDS) approaches include signature-based detection mechanisms, such as those 

implemented in tools like Snort, which rely on predefined attack patterns to identify known threats. They also 

encompass anomaly-based detection methods that utilize supervised machine learning models trained on labeled 

datasets to distinguish between normal and malicious behavior. Additionally, deep learning-based classifiers, including 

convolutional neural networks (CNNs), recurrent neural networks (RNNs), and long short-term memory (LSTM) 

networks, have been employed to capture complex temporal and spatial patterns in network traffic. However, 

centralized implementations of these models introduce significant privacy concerns due to data aggregation 

requirements and depend heavily on labeled datasets, which may be scarce, incomplete, or incapable of representing 

emerging attack patterns. 

 

2.2 Intrusion Detection Systems (IDS) 

Traditional intrusion detection system (IDS) approaches include signature-based detection mechanisms, such as those 

implemented in tools like Snort, which rely on predefined attack patterns to identify known threats. They also 

encompass anomaly-based detection methods that utilize supervised machine learning models trained on labeled 

datasets to distinguish between normal and malicious behavior. Additionally, deep learning-based classifiers, including 

convolutional neural networks (CNNs), recurrent neural networks (RNNs), and long short-term memory (LSTM) 

networks, have been employed to capture complex temporal and spatial patterns in network traffic. However, 

centralized implementations of these models introduce significant privacy concerns due to data aggregation 

requirements and depend heavily on labeled datasets, which may be scarce, incomplete, or incapable of representing 

emerging attack patterns. 

 

2.3 Federated Learning in Cybersecurity 

Federated Learning enables decentralized training across nodes without sharing raw data. It is particularly beneficial in 

multi-organization or edge environments where privacy is critical. 

 

2.4 Self-Supervised Learning for Anomaly Detection 

SSL allows models to learn representations from unlabeled data using pretext tasks such as reconstruction, contrastive 

learning, or masked prediction. This is effective for detecting zero-day attacks. 

 

Research Gap 

Existing works in this domain tend to focus solely on centralized AI-based intrusion detection systems, often 

overlooking the privacy implications associated with aggregating sensitive security data. Many approaches also fail to 

incorporate privacy-preserving mechanisms, thereby limiting their suitability for distributed and regulated 

environments. Furthermore, several studies do not integrate adaptive artificial intelligence directly within Zero Trust 

frameworks, instead treating intrusion detection as a separate component rather than an embedded architectural 

element. As a result, there remains a clear gap in the development of a unified architecture that combines Zero Trust 

principles with federated learning and self-supervised learning to enable adaptive, privacy-aware intrusion detection. 

 

III. METHODOLOGY / PROPOSED MODEL 

3.1 AI-Driven Zero Trust Intrusion Detection Framework (AZT-IDF) 

The proposed framework integrates five layers: The proposed framework is organized into five interconnected layers 

that collectively enable adaptive and privacy-preserving intrusion detection within a Zero Trust environment. It begins 

with the Zero Trust Access Layer, which enforces continuous authentication, authorization, and device validation. The 
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Behavior Monitoring Layer captures and analyzes network traffic patterns, user activities, and system interactions to 

generate behavioural data streams. This data is processed by the Self-Supervised Feature Learning Module, which 

learns robust representations from unlabelled data to detect anomalous and previously unseen attack patterns. The 

Federated Model Aggregation Engine then securely combines locally trained models from distributed nodes without 

sharing raw data, preserving privacy while enhancing global model performance. Finally, the Adaptive Trust Scoring 

and Response Layer dynamically evaluates risk levels and triggers appropriate mitigation actions, ensuring continuous 

and context-aware security enforcement. 

 
Figure 1: AZT-IDF Architecture 

 

3.2 Self-Supervised Learning Module 

Each node trains a local SSL model using reconstruction or contrastive learning objectives: 

L_{SSL} = L_{reconstruction} + \lambda L_{contrastive} 

This allows learning from unlabeled traffic logs. 

 

3.3 Federated Learning Aggregation 

Global model update: 

w_{global} = \sum_{i=1}^{N} \frac{n_i}{n} w_i 

Where: 

( w_i ) = local model weights 

( n_i ) = data samples at node i 

( n ) = total samples 

Secure aggregation ensures encrypted model updates. 

 

3.4 Adaptive Trust Scoring 

Trust Score ( T ): 

T = \alpha B + \beta A + \gamma C 

Where: 

( B ) = behavioral anomaly score 

( A ) = authentication confidence 

( C ) = compliance status 
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IV. EXPERIMENTAL SETUP A

4.1 Datasets 

Dataset 

CICIDS2017

UNSW-NB15

EdgeSim IoT Logs

 

4.2 Evaluation Metrics 

The evaluation of the proposed framework is based on multiple performance metrics, including accuracy, which 

measures the overall proportion of correctly classified instances, and precision, which evaluates the proportion of true 

positive predictions among all positive predictions. Recall is used to assess the model’s ability to correctly identify 

actual attack instances, while the F1-score provides a balanced measure by combining precision and recall into a single 

harmonic mean. Additionally, the false pos

incorrectly classified as malicious, which is critical for minimizing alert fatigue. The framework also evaluates the 

detection rate of zero-day attacks to measure its effectiveness 

patterns. 

Model 

Centralized Supervised ML

Federated Supervised

AZT-IDF (Proposed)

Table 1: Intrusion Detection Performance

Figure 2

(Bar chart showing significant reduction in FPR in proposed model)

Model

Signature

Supervised DL

AZT-

Table 2: Zero
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EXPERIMENTAL SETUP AND RESULTS 

 Description 

CICIDS2017 Network intrusion dataset 

-NB15 Modern attack dataset 

EdgeSim IoT Logs Simulated edge network traffic 

The evaluation of the proposed framework is based on multiple performance metrics, including accuracy, which 

measures the overall proportion of correctly classified instances, and precision, which evaluates the proportion of true 

all positive predictions. Recall is used to assess the model’s ability to correctly identify 

score provides a balanced measure by combining precision and recall into a single 

harmonic mean. Additionally, the false positive rate (FPR) is analyzed to determine the frequency of normal traffic 

incorrectly classified as malicious, which is critical for minimizing alert fatigue. The framework also evaluates the 

day attacks to measure its effectiveness in identifying previously unseen or unknown threat 

Accuracy F1 FPR 

Centralized Supervised ML 92.1% 0.91 0.082 

Federated Supervised 93.4% 0.92 0.071 

IDF (Proposed) 96.8% 0.95 0.043 

Table 1: Intrusion Detection Performance 

 
Figure 2: False Positive Rate Comparison 

(Bar chart showing significant reduction in FPR in proposed model) 

Model Zero-Day Detection 

Signature-Based IDS 48% 

Supervised DL 71% 

-IDF (SSL + FL) 88% 

Table 2: Zero-Day Detection Rate 

  

  

Technology 

Reviewed, Refereed, Multidisciplinary Online Journal 

 196 

Impact Factor: 8.2 

 

The evaluation of the proposed framework is based on multiple performance metrics, including accuracy, which 

measures the overall proportion of correctly classified instances, and precision, which evaluates the proportion of true 

all positive predictions. Recall is used to assess the model’s ability to correctly identify 

score provides a balanced measure by combining precision and recall into a single 

itive rate (FPR) is analyzed to determine the frequency of normal traffic 

incorrectly classified as malicious, which is critical for minimizing alert fatigue. The framework also evaluates the 

in identifying previously unseen or unknown threat 
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Figure 3: Detection Accuracy vs Training Rounds

(Line graph showing faster convergence and higher accuracy with federated SSL approach.)

 

The results demonstrate that integrating self

capabilities, while federated learning enhances privacy preservation and scalability across distributed environments. 

The proposed framework achieves a 4.7 percent accuracy improvement over centralized models and delivers a 40 

percent increase in zero-day detection performance compared to traditional signature

In addition, it substantially reduces false positive rates, thereby improving operational efficiency and minimizing alert 

fatigue. The system also aligns with Zero Trust continuous verification principles, ensuring that security decisions are 

dynamically evaluated. Furthermore, the adaptive trust scoring mechanism enables real

dynamic mitigation strategies, reinforcing compliance with moder

 

VI. CONCLUSION AND FUT

This paper introduced an AI-driven Zero Trust Intrusion Detection Framework integrating federated and self

learning for adaptive cybersecurity defense. The proposed architecture 

preservation, and scalability in distributed environments.

 

Future Research Directions: 

Future research directions include the integration of adversarial robustness mechanisms to enhance resilience against 

model poisoning and evasion attacks, as well as the incorporation of blockchain

strengthen transparency and integrity in decentralized learning environments. Further exploration is needed for real

time deployment within 5G and edge 

Advancements in energy-efficient federated training will also be essential to ensure scalability and sustainability in 

distributed systems. Additionally, integrating the framework w

systems and Security Operations Center (SOC) automation platforms can facilitate seamless operational adoption. The 

convergence of artificial intelligence and Zero Trust security principles thus represen

safeguarding modern digital infrastructures against increasingly sophisticated cyber threats.
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(Line graph showing faster convergence and higher accuracy with federated SSL approach.)

V. DISCUSSION 

The results demonstrate that integrating self-supervised learning significantly improves zero-day attack detecti

capabilities, while federated learning enhances privacy preservation and scalability across distributed environments. 

The proposed framework achieves a 4.7 percent accuracy improvement over centralized models and delivers a 40 

ay detection performance compared to traditional signature-based intrusion detection systems. 

In addition, it substantially reduces false positive rates, thereby improving operational efficiency and minimizing alert 

o Trust continuous verification principles, ensuring that security decisions are 

dynamically evaluated. Furthermore, the adaptive trust scoring mechanism enables real-time risk assessment and 

dynamic mitigation strategies, reinforcing compliance with modern Zero Trust security policies. 

. CONCLUSION AND FUTURE SCOPE 

driven Zero Trust Intrusion Detection Framework integrating federated and self

learning for adaptive cybersecurity defense. The proposed architecture enhances detection performance, privacy 

preservation, and scalability in distributed environments. 

Future research directions include the integration of adversarial robustness mechanisms to enhance resilience against 

ning and evasion attacks, as well as the incorporation of blockchain-based federated trust validation to 

strengthen transparency and integrity in decentralized learning environments. Further exploration is needed for real

 network infrastructures, where low-latency adaptive security is critical. 

efficient federated training will also be essential to ensure scalability and sustainability in 

distributed systems. Additionally, integrating the framework with Security Information and Event Management (SIEM) 

systems and Security Operations Center (SOC) automation platforms can facilitate seamless operational adoption. The 

convergence of artificial intelligence and Zero Trust security principles thus represents a significant evolution in 

safeguarding modern digital infrastructures against increasingly sophisticated cyber threats. 
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