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Abstract: The rapid growth of digital media has significantly transformed the way information is 

produced and consumed. However, this expansion has also accelerated the spread of fake news, leading 

to misinformation, public confusion, and large- scale social and political consequences. Traditional 

manual fact-checking methods are slow, labour-intensive, and unable to keep pace with the volume of 

online content. To address this challenge, the present study proposes an automated Fake News Detection 

system using Machine Learning and Natural Language Processing techniques. The method involves text 

preprocessing, TF-IDF feature extraction, and classification using supervised learning algorithms to 

distinguish between real and fake news articles. Experimental results show that the model achieves high 

prediction accuracy with strong generalization capability, demonstrating its effectiveness in reducing 

misinformation and improving the reliability of online content verification. 
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I. INTRODUCTION 

Digital communication platforms such as social media, online news sites, and micro-blogging services have 

transformed how information is created and shared. While this has expanded access to information, it has also enabled 

the widespread rise of fake news, which can mislead the public, influence opinions, and undermine trust in institutions. 

Traditional manual verification by journalists and regulators is no longer sufficient due to the massive scale and speed 

of online content. 

To address this challenge, researchers are developing automated fake-news detection systems using machine learning 

(ML) and natural language processing (NLP). These systems analyze linguistic patterns, writing styles, sentiment, and 

semantic inconsistencies to differentiate real and fake content. However, current models still face difficulties such as 

adapting to new misinformation tactics, domain variations, and adversarially generated content. 

The proposed system in this study uses text preprocessing, TF-IDF feature extraction, and supervised ML classifiers to 

provide a lightweight, scalable, and interpretable solution for real-time fake-news detection. It aims to reduce noise, 

highlight meaningful textual features, and deliver reliable classification performance across different datasets. 

Automated detection tools have broader societal benefits, supporting responsible journalism, cybersecurity, digital 

literacy, and early identification of harmful content. Nonetheless, challenges remain—some misinformation requires 

external knowledge, and ethical issues like fairness, transparency, and privacy must be considered. 

The system is evaluated on real-world datasets and shows strong accuracy and consistency. The paper also includes an 

analysis of an IoT-Blockchain scalability test, showing that encryption latency, blockchain throughput, and smart-

contract execution time all change as device load increases. These results highlight the importance of performance 

evaluation for large-scale, real- time deployments. 

 

II. METHODOLOGY 

The proposed model constitutes a comprehensive NLP-based Machine Learning model and framework for Fake News 

Detection. A balance was struck between creating a system that is simple enough to be understood by non-specialists 

but rigorous enough for academic and industrial markets. The dataset and steps in knowledge preprocessing are 

described in the next subsection, followed by the explanation on extraction of meaningful features, model training 



I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                          International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 5, Issue 5, December 2025 

Copyright to IJARSCT DOI: 10.48175/IJARSCT-30613   73 

www.ijarsct.co.in  

 
 

ISSN: 2581-9429 Impact Factor: 7.67 

 
pipeline, and finally deployment. Every step has been designed to make the process logically and intuitively 

explainable, making it possible to recover or generalise this implementation for further use. 

  

III. LITERATURE REVIEW 

The proliferation of fake news on digital and social media platforms has created a critical need for automated detection 

systems. Early research in fake news detection primarily relied on traditional machine learning techniques such as 

Naive Bayes, Support Vector Machines (SVM), and Decision Trees. These methods used handcrafted linguistic and 

statistical features extracted from news text. Although effective for small datasets, their performance was limited by 

manual feature engineering and lack of contextual understanding. 

With the advancement of deep learning, researchers introduced models such as Convolutional Neural Networks (CNNs) 

and Recurrent Neural Networks (RNNs), including Long Short-Term Memory (LSTM) networks. These models 

automatically learned semantic and sequential patterns from textual data, leading to improved detection accuracy. 

Hybrid architectures combining CNN and LSTM further enhanced performance by capturing both local and long-term 

dependencies in news articles. 

More recently, transformer-based models like BERT and RoBERTa have become dominant in fake news detection 

research. These models leverage attention mechanisms to understand contextual relationships within text more 

effectively and have demonstrated state-of-the-art results on benchmark datasets such as LIAR and FakeNewsNet. 

Current studies also explore multi-modal and graph-based approaches that incorporate social context, user behavior, 

and content propagation patterns, improving robustness in real-world scenarios. 

Overall, the literature indicates a clear progression from traditional machine learning to advanced AI models, with 

ongoing research focusing on improving accuracy, explainability, and adaptability of fake news detection systems. 

 

IV. RESULTS AND DISCUSSION 

 
Fig. 1. User Interface of the AI-Based Fake News Detection System 
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Fig. 2. Fake News Classification Result with Confidence Score 

 
Fig. 2. Fake News Classification Result with Confidence Score 

  

V. CONCLUSION 

The study successfully demonstrates that machine learning and natural language processing techniques can be 

effectively applied to detect fake news with high reliability. By designing a structured pipeline consisting of data 

collection, preprocessing, TF-IDF feature extraction, and classification through algorithms such as Logistic Regression 

and Support Vector Machines, the system achieves strong accuracy, precision, recall and F1-scores. These results 

confirm that automated fake news detection is both feasible and essential in combating the widespread circulation of 

misleading information in today’s digital environment.The modular design of the framework ensures that each stage—

preprocessing, feature extraction and model selection—can be enhanced independently, making the system flexible, 
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scalable and adaptable to future developments in misinformation techniques. Although the current system performs 

well, further improvements such as integrating deep learning models (e.g., LSTM, CNN, BERT), expanding the dataset 

to multilingual content, and incorporating sentiment analysis, stance detection and entity-level fact-checking could 

significantly enhance its robustness. 

Future advancements may also include interpretable AI components to help users understand the reasons behind 

predictions, as well as real-time monitoring capabilities for tracking emerging misinformation across online platforms. 

With continued development, the proposed system has the potential to evolve into a comprehensive and trustworthy 

tool for safeguarding digital information spaces against fake news and misinformation. 
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