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Abstract: Ensuring women's safety in public and private environments is an increasingly critical global
challenge. Rapid emergency communication and accurate real-time location sharing can significantly
reduce response time during unsafe situations. This research presents a mobile-based Women Safety
Tracking System that integrates live geolocation sharing, one-tap SOS alerts, SMS and notification-based
emergency messaging, and automated evidence recording. Leveraging GPS, cloud-based backend
services, and secure communication protocols, the system enables users to instantly notify trusted contacts
with their live position during emergencies. Experimental evaluation demonstrates high responsiveness,
usability, and reliability across varied network conditions. The proposed solution offers a cost-effective
and scalable model for enhancing women’s safety through technology-driven intervention.
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I. INTRODUCTION
Women’s safety has emerged as one of the most critical societal concerns in the modern world. With the increasing rate
of crimes such as harassment, stalking, domestic violence, kidnapping, and assault, there is a pressing need for
technologically advanced solutions that can provide immediate assistance during threatening situations. Despite the
significant progress in digital infrastructure, communication technologies, and smartphone penetration, many women
still struggle to convey distress signals effectively during emergencies. This gap between available technology and real-
world safety needs highlights the necessity for innovative systems that prioritize rapid communication, accurate
location tracking, and automatic evidence generation.
In most emergency situations, the first few minutes are extremely crucial. Research studies have shown that victims
often fail to contact family members or law enforcement on time due to panic, fear, physical restriction, or suddenness
of the threat. Traditional methods like calling for help or sending a text message are not always feasible under such
circumstances. Moreover, even if the victim manages to send a message, it usually contains only a static location or
unclear details, which makes timely intervention difficult. These limitations often result in delayed response, leading to
irreversible harm.
With the increasing availability of GPS-enabled devices and cloud-based communication frameworks, it is now
possible to develop intelligent safety systems that operate instantly and autonomously. Smartphones today come
equipped with high-accuracy location sensors, background services, and high-speed internet connectivity. These
technological advancements can be leveraged to design a system that not only sends alerts but also continuously tracks
the victim’s live movement, enabling quicker rescue operations.
The proposed Women Safety Tracking System with Live Geolocation Sharing aims to address these real-world
challenges by integrating multiple safety mechanisms into a single mobile application. The system is designed to send
an SOS alert with a single tap, minimizing human interaction in stressful situations. Upon activation, the app
automatically sends the user’s current location to predefined emergency contacts and continuously updates their live
coordinates at regular intervals. This real-time tracking ensures that the responders can monitor the victim’s movement,
identify the direction of travel, and estimate the possible risk zone.
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Another crucial dimension in women’s safety is the need for audio and video evidence. In many legal cases, lack of
evidence leads to weak investigations, delayed justice, or even dismissed complaints. The proposed system addresses
this issue by automatically recording short audio or video snippets as soon as the SOS mode is activated. These
recordings help in understanding the nature of the threat, identifying the perpetrator, and establishing authenticity
during investigations. The collected evidence is securely stored in cloud servers to prevent tampering or accidental
deletion.

Furthermore, the system incorporates both internet-based alerts and SMS fallback mechanisms. In many regions,
especially rural or remote areas, internet connectivity is unstable or unavailable. Depending solely on online
notifications may cause message delivery failure. Therefore, the dual-mode communication system ensures that
emergency alerts reach the trusted contacts regardless of network conditions. This makes the system more reliable,
practical, and scalable for diverse geographic environments.

In addition to technical capabilities, the system focuses on usability and simplicity. Many safety apps fail because they
require complex navigation or multiple steps, which are impractical during danger. The proposed system uses a
minimalistic interface with a prominently placed SOS button to allow quick access. The design follows Human-
Computer Interaction (HCI) principles to reduce cognitive load and ensure ease of operation.

The global rise in smartphone usage, combined with social awareness about women’s safety, has created a strong
foundation for the adoption of such systems. Governments, NGOs, academic institutions, and private organizations are
actively encouraging the development of solutions that empower women to feel safer. A reliable, real-time, technology-
driven safety system can significantly enhance public confidence and contribute to overall societal welfare.

The motivation behind this research is not only technological but also humanitarian. A system capable of immediate
alerting, continuous monitoring, and automatic recording can potentially prevent crimes or reduce their severity. By
providing real-time assistance and actionable information to responders, such systems can bridge the gap between
danger and help, ultimately saving lives.

This research paper presents a complete overview of the development of the Women Safety Tracking System, including
system architecture, methodology, module design, performance evaluation, and future scope. The study highlights how
integrating GPS, cloud computing, multimedia evidence, and intelligent alert mechanisms can create a powerful tool
that aligns with the modern needs of women’s safety. With continuous enhancements, such systems have the potential
to become standard safety tools widely adopted across communities, institutions, and public platforms.

II. LITERATURE REVIEW
Women’s safety has been a subject of significant global concern, prompting researchers, technologists, and
policymakers to explore innovative solutions that bridge the gap between real-world emergency needs and available
technological capabilities. A wide variety of studies, systems, mobile applications, and IoT-based solutions have been
proposed over the past decade, each attempting to address different dimensions of personal safety, emergency
communication, and real-time monitoring. This section provides a comprehensive review of existing research,
applications, and technological trends relevant to women’s safety systems.

Mobile-Based Emergency Alert Systems

Early safety systems were predominantly mobile-based applications that focused on sending SMS alerts or calls during

emergencies. These applications mainly rely on the user manually navigating interfaces to input details and send alerts.

While such systems offered a basic layer of safety, several limitations were identified. Many existing apps required:

» Multiple steps to activate an alert

* Manual typing of messages

* No continuous location tracking

* Failure in low network conditions

Studies such as those by Gupta et al. (2019) indicated that multi-step interfaces reduce usability during high-stress

situations. Other works highlighted that victims may not be able to unlock their phone or navigate the app during an

attack, making traditional mobile alert systems less effective.
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GPS-Based Tracking and Geolocation Technologies

GPS has been widely used across numerous domains including transportation, fleet management, and child safety.
Research indicates that real-time location sharing dramatically improves the ability of responders to reach the victim
quickly. However, many early GPS-based safety systems only sent a static location at the time of the alert, which
becomes outdated within minutes.

Scholars emphasized the importance of dynamic, continuous tracking where the victim’s movement path is updated
every few seconds. Studies have shown that real-time trajectories help in predicting possible danger zones, identifying
escape routes, and reducing intervention time.

Moreover, hybrid GPS systems that use Wi-Fi, cell tower triangulation, and satellite data significantly enhance
accuracy, especially in urban areas where signal obstruction may occur.

IoT and Wearable Safety Devices

With the rise of IoT (Internet of Things), several researchers explored the use of wearable devices such as bracelets,
pendants, and smart bands for emergency alerting. These devices typically include sensors like accelerometers, panic
buttons, and motion detectors.

Some advanced research prototypes include:

» Wearables that send alerts upon detecting unusual body movements

* Smart rings with hidden panic buttons

* [oT-enabled shoes equipped with GPS trackers

Although these systems provide automatic triggering and hands-free operation, they suffer from practical challenges
such as:

* High cost of manufacturing

* Limited battery life

* Low user adoption rates

* Requirement of additional hardware

Wearables also pose a risk of being easily detected or removed by the perpetrator.

Audio and Video-Based Evidence Collection

In recent years, researchers have focused on integrating multimedia evidence as part of emergency systems. Audio
recordings, photos, and video clips captured automatically during distress situations help in identifying the attacker and
understanding the context of the incident. According to reports by safety organizations and legal frameworks, such real-
time evidence significantly strengthens cases during investigation.

However, many existing systems lack:

» Automated evidence triggering

* Secure cloud storage

* Resistance against device tampering

Our proposed system addresses these gaps by automatically capturing and uploading evidence as soon as SOS mode is
activated.

Hybrid Systems with Multi-Channel Communication

One of the major limitations of earlier safety applications was Internet dependency. Devices unable to connect to a

stable network often failed to send alerts. Several studies recommended combining SMS, push notifications, and cloud

messaging to ensure maximum reliability.

Hybrid systems use:

* Internet-based push notifications

* SMS fallback in low-network areas

* Background services to ensure stable alert delivery

Such systems proved significantly more reliable in rural and remote regions.

Copyright to IJARSCT ~ [@]#r;#@] DOI: 10.48175/IJARSCT-30390
www.ijarsct.co.in Eﬁ" ooy

=g

955

7 1ssN W)
| 2581-9429 |}




( IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 2, December 2025 Impact Factor: 7.67

Limitations of Existing Approaches
Upon reviewing current technologies, several recurring gaps were identified:

Identified Issue Impact on Existing Systems
No real-time, continuous tracking Responders cannot follow victim’s movement
High dependency on Internet Alerts fail in rural/low-network zones

Complex UI requiring multiple steps [Not usable during high-stress situations

Lack of automatic evidence recording [Weakens legal investigation

INo secure cloud synchronization Data lost if device is damaged
These limitations show a clear need for a comprehensive, integrated, and reliable system that offers:
* One-tap SOS activation

* Continuous live location streaming

* SMS + Internet hybrid alerts

» Automatic audio/video recording

* Cloud-based secure storage

III. PROBLEM DEFINITION
Women’s safety in modern society has become a critical issue due to the increasing number of incidents such as
harassment, kidnapping, domestic violence, stalking, and physical assault. Although governments and organizations
have taken several initiatives to improve public safety, one of the biggest challenges remains the lack of real-time
communication and timely intervention during emergencies. In many situations, women are unable to make phone calls
or send messages due to panic, physical restraint, or the suddenness of the threat. This delay in communication often
results in severe consequences that could have been avoided with timely assistance.
The core problem lies in the inability of existing systems to provide instant, reliable, and continuous safety support.
Most traditional safety mechanisms, such as calling family members or the police, require manual effort and time —
both of which may not be available during dangerous situations. Even existing safety applications often fall short
because they rely on multiple user interactions, lack continuous location updates, fail under weak networks, or do not
offer evidence collection features. These shortcomings create a significant gap between user needs and system
capabilities.
Another major problem is that many existing mobile safety apps send only one-time static location, which becomes
outdated within seconds if the victim is moving or being forced to relocate. Without continuous tracking, emergency
responders cannot accurately follow the victim’s path or determine the direction and speed of movement. This severely
reduces the chances of timely rescue.
Moreover, dependency on internet-only communication makes many systems unreliable in rural or low-signal
environments. If internet connectivity is poor, the alert may never reach emergency contacts, rendering the system
ineffective at the most critical moment. There is a clear need for a system that supports hybrid communication modes
— including SMS fallback — to ensure alerts are delivered even without internet access.
Additionally, the absence of automatic evidence creation in many applications weakens legal proceedings. In numerous
cases, victims struggle to provide sufficient proof to identify the perpetrator or describe the situation accurately.
Without audio or video evidence recorded at the moment of the incident, investigations become difficult and sometimes
inconclusive. An emergency system without evidence-generation capabilities is incomplete in the context of modern
security needs.
Another important problem concerns the usability of safety applications. When a woman is under stress, fear, or
physical threat, she cannot be expected to perform complex operations on her device. Systems with complicated
interfaces, hidden buttons, or multiple steps drastically reduce effectiveness. What is required is a single-tap or gesture-
based SOS activation, designed according to HCI principles to minimize cognitive load.
From the technological viewpoint, there is also a need for secure storage and data privacy. Sensitive data such as
location history, audio/video evidence, and personal contact information must be protected from unauthorized access.
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Many existing applications lack strong encryption or secure cloud storage mechanisms, raising concerns about data
breach or misuse.

Taking all these issues into consideration, the problem can be clearly defined as:

“To develop a reliable, fast, and user-friendly Women Safety Tracking System capable of generating instant SOS alerts,
sharing continuous live location with trusted contacts, supporting communication even in low network conditions,
automatically recording evidence, and maintaining secure cloud-based storage, thereby enabling timely help and
effective emergency response.”

This research aims to create a comprehensive safety solution that reduces emergency response time, enhances
situational awareness for responders, and empowers women with a technologically advanced tool that is practical,
intuitive, and dependable in real-life scenarios.

IV. OBJECTIVES, SCOPE, AND CONSTRAINTS
Objectives of the Study
The primary objective of the proposed system is to design and implement a comprehensive, real-time Women Safety
Tracking System capable of providing immediate assistance and continuous monitoring during emergency situations.
The system aims to eliminate delays in alerting trusted contacts and ensure reliable, uninterrupted communication under
varying environmental and network conditions. To achieve this, the study defines the following specific objectives:

1. To provide a single-tap SOS alert mechanism
The system should allow the victim to initiate an emergency alert using minimal interaction. A clearly visible, easily
accessible SOS button ensures that the user can trigger the alert instantly, even under fear or physical constraints.

2. To enable continuous live GPS location tracking

Once SOS mode is activated, the system should continuously fetch and transmit real-time GPS coordinates. This
dynamic tracking allows trusted individuals to closely monitor the victim’s movement, reducing uncertainty and
enabling quicker intervention.

3. To ensure reliable communication using hybrid alerting

Because internet connectivity is often inconsistent, the system should utilize push notifications when the internet is
available and automatically switch to SMS alerts when connectivity is low. This ensures maximum reliability of
emergency message delivery.

4. To automatically record audio or video evidence
Evidence creation is essential for legal and investigative purposes. The system should record short audio/video clips as
soon as the SOS is activated, helping authorities understand the nature of the threat.

5. To integrate secure cloud-based data storage
User data such as SOS logs, evidence recordings, contact information, and location history must be securely stored in
encrypted cloud databases to prevent tampering or loss.

6. To design a user-friendly and intuitive interface
The system should be easy to use for women of all age groups. The UI/UX must follow accessibility and HCI principles
to reduce cognitive load and ensure fast operation during emergencies.

7. To minimize response time through efficient backend processing
Backend services should immediately process alerts, update location data, and forward messages without delay,
ensuring timely communication and effective emergency response.
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V. PROPOSED SYSTEM

The proposed Women Safety Tracking System with Live Geolocation Sharing is designed to provide immediate
emergency communication, continuous real-time tracking, automated evidence generation, and reliable message
delivery, even under constraints such as low network connectivity. The system integrates mobile technologies, cloud
architecture, GPS services, and communication mechanisms to ensure rapid and accurate transmission of information to
trusted contacts.

The overall aim of the proposed system is to minimize the delay between the moment of danger and the moment help
arrives. This is achieved by combining multiple safety features into a single, easy-to-use mobile application that
operates efficiently under stress, panic, or physical threat. The system focuses on automation, simplicity, and speed,
allowing victims to access help with minimal interaction.

Key Functional Features of the Proposed System

1. One-Tap SOS Activation

When the user feels threatened, she can activate an SOS alert with a single tap. The SOS button is prominently placed
on the main screen of the app for quick access. This feature minimizes cognitive load and ensures rapid activation even
during panic or restricted physical movement.

2. Real-Time Live Location Tracking

As soon as the SOS mode is triggered, the application begins capturing real-time GPS coordinates. The live location is
updated every few seconds through:

* High-accuracy GPS

* Network-assisted location services

* Fused location provider API

The continuous stream of coordinates allows trusted contacts to pinpoint the victim’s movement on a map, enabling
quick and informed response.

3. Hybrid Alert Mechanism (Internet + SMS Fallback)

To ensure reliable emergency communication:

* When internet connectivity is available, alerts are sent through cloud messaging services (push notifications).

* When internet is unavailable, SMS fallback automatically sends the SOS message along with the most recent location.
This dual-channel approach significantly increases reliability in rural or low-signal environments.

4. Automatic Audio/Video Evidence Recording

Immediately after SOS activation, the system begins recording:

* Short audio clips, or

* Brief video snapshots

These recordings serve as vital evidence for:

* Identifying the perpetrator

¢ Understanding the nature of the emergency

* Supporting police investigations

All media files are securely uploaded to the cloud to prevent deletion even if the phone is destroyed.

5. Emergency Contacts Management

Users can register multiple trusted contacts within the app. During an SOS event, all registered contacts receive:
* An alert message

* A clickable tracking link

* Victim’s current status

This ensures that help can be mobilized by multiple people simultaneously.
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VI. METHODOLOGY

The methodology of the Women Safety Tracking System describes the systematic approach used to design, develop,
implement, and validate the safety solution. This section presents the detailed processes, techniques, algorithms,
workflows, and technologies involved in building the proposed system. The methodology ensures that the system
achieves its objectives of providing real-time SOS alerts, continuous live tracking, automated evidence recording, and
reliable emergency communication under various operational conditions.

Overview of Methodological Approach

The methodology is based on a structured pipeline consisting of:
. Requirement Analysis

. System Design

. Module Identification

. Technology Selection

. Prototype Development

. Backend Integration

. Database & Cloud Setup

. Testing and Evaluation

Each of these stages contributes to the development of a robust, user-centered, and highly reliable safety system.

03N L bW~

REQUIREMENT ANALYSIS
Requirement analysis involves identifying the exact needs of users, technical challenges, and safety considerations. It
includes:

User Requirements

* A one-tap SOS button

* Continuous live location sharing

* Real-time communication with contacts

* Automatic multimedia evidence creation

* Intuitive U/UX

* Works even with limited network connectivity

Functional Requirements

* Trigger SOS with a single action

* Send alerts instantly

* Update location every few seconds
» Store data securely

* Maintain logs and history

Non-Functional Requirements

* High system reliability

* Low latency

» Strong security and data privacy

* Minimal battery consumption

* Scalability to support large user bases
* Environmental Constraints

* Network coverage issues

* Device hardware limitations

* Smartphone OS restrictions
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These requirements form the foundation for designing the system architecture and functional modules.

DETAILED WORKFLOW OF SOS FUNCTIONING

The SOS workflow outlines how the system responds when the user activates the emergency button.
Step 1: SOS Activation

* User taps the SOS button.

* App immediately triggers emergency mode.

* A background service starts running.

Step 2: Initial Data Packet Creation

App generates an SOS data packet containing:
* User ID

* Timestamp

* Initial GPS location

* Trigger reason

Step 3: Dispatching Alerts
* The app sends push notifications via cloud messaging (if internet is available).
« If internet is weak or unavailable, SMS fallback sends an emergency text to trusted contacts.

Step 4: Continuous Location Tracking

* GPS module begins capturing coordinates every few seconds.
* The app sends updated location to cloud server dynamically.
* Trusted contacts receive a tracking link showing:

o Current location

o Movement path

o Time of last update

Step 5: Multimedia Evidence Capture

* Audio recording is started automatically.

* Short video snippets or images may also be captured.
* Evidence is encrypted and uploaded to cloud storage.

Step 6: SOS Termination

* User presses “END SOS” button or the system times out.

* Backend closes the SOS session.

* Final report is saved in cloud logs.

This complete workflow ensures efficient handling of emergency situations with minimal user interactions.

TECHNOLOGY STACK AND TOOLS

The system utilizes a combination of modern technologies:
Frontend (Mobile App)

* Android Studio / Flutter

* Kotlin / Java / Dart

* Google Maps API

* Location Services / Fused Location Provider
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Backend (Cloud Server)

* Firebase Realtime Database

* Firebase Cloud Messaging (FCM)

* REST APIs

* Node.js / Python (optional expansion)

Communication Services
* SMS Gateway API
* Push Notification Services

Storage
* Firebase Cloud Storage
* Encrypted data containers

Security

* JWT authentication

* AES encryption for media files
* Secure cloud access policies

TESTING AND VALIDATION METHODOLOGY
Functional Testing

* SOS button functionality

* Location tracking accuracy

* Alert delivery mechanism

* Evidence recording verification

Performance Testing

* Response time measurement
* GPS refresh rate

* SMS delivery time

* Backend processing speed

Stress Testing
* Continuous tracking for extended periods
* Multiple simultaneous SOS events

Network Reliability Testing

* High network area

* Low signal area

* No internet zone (SMS fallback)

SYSTEM ARCHITECTURE
The overall system architecture is divided into the following layers:

1. Presentation Layer (User Interface Layer)

This layer interacts directly with the user and provides easy access to key functions such as:
* SOS Button

* Trusted Contact Management

* Settings
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* Real-Time Tracking Display
This layer focuses on intuitive design and rapid accessibility.

2. Application Layer (Logic Processing Layer)

This layer contains major program logic:

* GPS Tracking Module

* SOS Controller

* Notification (FCM) Module

* SMS Dispatcher

* Audio/Video Recorder Module

* File Encryption and Compression

It acts as the bridge between the UI and backend services.

3. Service Layer (Communication Layer)

This layer enables interaction with cloud infrastructure through:
* REST APIs

* Firebase Messaging

* Database CRUD operations

* Authentication Services

4. Data Layer (Cloud + Local Storage)
This layer stores:

* SOS logs

* Location history

* User profiles

* Multimedia evidence

It ensures data privacy and durability.

VIL. SYSTEM MODULES
SOS Activation Module
This is the core module responsible for initiating all emergency processes.
Responsibilities:
* Detect SOS trigger (tap, gesture, shake)
* Record timestamp and initial GPS location
* Notify backend server
* Activate evidence recording capability

Subcomponents:

* Trigger Listener

* SOS Request Generator
* Panic State Manager

Design Considerations:

* Zero-delay activation

* Must function even if UI lags

* Runs both in foreground and background
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Live Location Tracking Module

This module continuously fetches user location and pushes it to the backend server.
Responsibilities:

* Retrieve GPS coordinates (latitude, longitude, accuracy)

* Update location every few seconds

* Handle switching between indoor and outdoor environments
* Provide route history

Subcomponents:

* Fused Location Provider

* GPS Poller

* Route Mapper

* Cloud Sync Engine

Characteristics:

* High precision

* Low latency

* Optimized battery usage

Alert Dispatch Module (Hybrid Communication)

Ensures alert messages reach trusted contacts under all network conditions.
Responsibilities:

+ Send internet alerts via Firebase Cloud Messaging

* Send SMS-based alerts when network is weak

* Maintain guaranteed delivery

Subcomponents:

* Push Notification Handler

* SMS Fallback Manager

* Alert Confirmation Listener

Strengths:
* Works even in no-internet environments
* Supports multiple contacts simultaneously

ACTIVITY FLOW (SYSTEM BEHAVIOR)
Normal Operation Flow:

1. App remains idle in background

2. User performs daily activities

3. SOS button always accessible

In Emergency:

1. User taps SOS button

2. System activates panic mode
3. Notifications sent to contacts
4. GPS updates begin

5. Evidence recording starts

6. Real-time tracking continues

7. Trusted contacts monitor location
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8. User cancels SOS once safe
This behavior ensures continuous safety monitoring and quick response.

IMPLEMENTATION

The implementation phase converts the system design into a working solution by developing the mobile application,
backend cloud server, communication modules, and real-time tracking architecture. This section elaborates on the
technologies used, module-wise implementation details, communication flow, interfaces, and runtime behavior of the
application.

The system is implemented as a client-server architecture where the mobile app functions as the client and Firebase acts
as the backend real-time server. The integration of GPS, SMS gateway, Firebase Cloud Messaging (FCM), and
multimedia recording APIs ensures that all emergency operations are carried out efficiently and reliably.

MOBILE APPLICATION IMPLEMENTATION

The mobile app is developed using:

* Android Studio

* Kotlin/Java

* XML for UI design

* Google Play Services (Location & Maps API)

The app consists of multiple activities, services, and background workers that run in coordination to handle emergency
events.

User Interface Implementation

The Ul is intentionally minimalistic to ensure ease of use during stressful situations.
Key screens include:

* Home Screen — Contains a large SOS button

* Contacts Screen — Add/remove trusted contacts

* Location Tracking Screen — Shows live map updates

* Settings Screen — Permissions, preferences

UI Features implemented:

* High-contrast colours for visibility

* Large buttons for quick access

* Minimal text to reduce cognitive load

* Background running support

XML layouts define UI structure, while Kotlin handles UI logic and event listeners.

SOS Activation Logic

The SOS button triggers a chain of automated processes: Code-Level Behavior:
* Listens for click events

* Generates a unique SOS session ID

* Calls sendSOSRequest() to communicate with backend

* Starts background services (GPS + Recorder)

* Displays emergency Ul

This ensures that everything happens within one tap and within milliseconds.
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GPS TRACKING IMPLEMENTATION

The system uses the Fused Location Provider API, which merges:

* GPS satellite signals

» Wi-Fi signals

* Cell tower triangulation

This provides the most accurate and quick location service available on Android.
Key Implementation Details:

* Location updates requested every 3—5 seconds

* High-accuracy mode used during SOS

* Battery-optimized mode used during idle state

Runtime Process:

1. GPS service activates

2. Device fetches updated coordinates

3. Coordinates sent to Firebase Database under:

4. /SOS/{sessionID}/currentLocation

5. Contacts receive updated location instantly via real-time listeners.

EVIDENCE RECORDING IMPLEMENTATION

The app implements background audio and video recording using:
* MediaRecorder API

» CameraX API (for video snapshots)

Implementation Steps:

1. When SOS activates, audio recording begins in background thread.
2. Short clips (5-10 seconds) are recorded.

3. Files are compressed for upload.

4. Files are encrypted using AES-256.

5. Files are uploaded automatically to:

6. FirebaseStorage/SOSEvidence/{sessionID}/

Privacy Measures:

* No recording occurs without SOS activation

« Files not accessible to external applications

* Auto-deletion after admin-defined retention period

COMMUNICATION MODULE IMPLEMENTATION

Firebase Cloud Messaging (Internet Alerts)

When the user triggers SOS:

* A message is sent to Firebase Cloud Messaging Server

* FCM pushes a notification to emergency contacts’ devices instantly
* Notification includes:

o Username

0 SOS location

o A clickable tracking link

This ensures near-instant alerting under normal network conditions.

Copyright to IJARSCT [m]33 DOI: 10.48175/IJARSCT-30390 965

www.ijarsct.co.in Eﬁ" b
(=g

7 1ssN W)
| 2581-9429 |}

&\ IJARSCT ¥
Q




.(I IJARSCT

Xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 2, December 2025 Impact Factor: 7.67

SMS Fallback Implementation

When internet connectivity fails:

* App checks network status

* Automatically composes an SMS

* Formats last known location into Google Maps link

* Sends SMS to all contacts SMS example:

Emergency Alert! I am in danger.

Live Location: https://maps.google.com/?q=18.5204,73.8567 Please help immediately.
This guarantees emergency message delivery even in zero internet areas.

SECURITY AND ENCRYPTION IMPLEMENTATION
The system follows robust security practices:

AES-256 Encryption used for:

* Audio files

* Video clips

* Sensitive metadata

Firebase Authentication used for:

* Login using OTP

* Secure access to user data

VIII. RESULTS AND DISCUSSION
The Results and Discussion section evaluates the performance, reliability, usability, and overall effectiveness of the
proposed Women Safety Tracking System. Multiple tests were executed under real-life conditions to measure response
time, GPS accuracy, message delivery success rate, background operation stability, and system behavior in low network
conditions. The findings demonstrate that the system successfully achieves its primary objective of providing rapid and
reliable communication during emergencies.

EXPERIMENTAL SETUP

The system was tested on various Android devices with different specifications to assess cross-device performance:
Devices Used

* Device A: Android 13, 6GB RAM, Snapdragon 720G

* Device B: Android 11, 4GB RAM, MediaTek Helio G35

* Device C: Android 10, 3GB RAM, Snapdragon 439

Network Environments Used

* 4G/5G high-speed mobile data

* 3G medium-speed data

» Low-signal zones (1-2 tower areas)

* No-internet environment (SMS-only testing)

Testing Methodology

* Each test case repeated 10 times

* SOS triggered under different indoor/outdoor conditions

* GPS movement simulations performed along fixed routes

* SMS gateway logs monitored for delivery time

* Cloud server logs analyzed for update frequency and latency

Copyright to IJARSCT [m]33 DOI: 10.48175/IJARSCT-30390 966

www.ijarsct.co.in Eﬁ" b
(=g

7 1ssN W)
| 2581-9429 |}

&\ IJARSCT ¥
Q




( IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology w\

IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 2, December 2025 Impact Factor. 7.67

EVALUATION PARAMETERS

The system was evaluated across the following key parameters:
1. SOS Alert Response Time

How quickly the alert is delivered to contacts.

2. GPS Accuracy and Tracking Reliability
How accurate and consistent the live location updates are.

3. Alert Delivery Success Rate
How reliably alerts are delivered across different networks.

4. Multimedia Evidence Capture Stability
Success rate of audio/video recordings during SOS.

5. Application Performance
CPU usage, RAM usage, battery consumption.

DISCUSSION OF FINDINGS
1. High Reliability
Sms fallback guarantees that alerts are delivered even in no-internet conditions.

2. Accurate and Real-Time Tracking
Location updates are fast and consistent, enabling trusted contacts to follow the victim’s movement precisely.

3. Fast Emergency Response
The average alert delivery time (1—4 seconds) is excellent for real-world emergencies.

4. Strong Evidence Support
Audio/video recording increases legal reliability and investigational success.

5. Practical Usability
The system’s simple interface ensures that even inexperienced users can trigger SOS quickly.

6. Robust Performance
Minimal resource usage ensures smooth app operation on low-end devices.

IX. CONCLUSION AND FUTURE SCOPE

Conclusion

Women’s safety continues to be a vital concern in today’s world, where incidents of harassment, kidnapping, and
assault are increasing at an alarming rate. In many emergency situations, the inability of victims to immediately
communicate distress signals results in delayed intervention and, in severe cases, loss of life. The proposed Women
Safety Tracking System with Live Geolocation Sharing successfully addresses these real-world challenges by
integrating powerful safety features into a user-friendly mobile application.

The system provides instant SOS activation, enabling the user to alert trusted contacts with a single tap, which is crucial
during panic or physical threat. The implementation of continuous live GPS tracking ensures that responders receive
real-time movement updates instead of a static location, allowing quick estimation of danger zones and improving
rescue efficiency. The hybrid alert mechanism using both internet-based push notifications and SMS fallback ensures

high reliability, even in low network conditions, which is a significant challenge in many reglons
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One of the most impactful contributions of the system is its ability to automatically record audio and video evidence
upon SOS activation. This feature supports both immediate situational assessment and legal investigations, making the
system not only a safety tool but also an important forensic aid. The use of secure cloud infrastructure ensures data
integrity, availability, and privacy.

Experimental results show that the system performs exceptionally well in terms of alert delivery speed, GPS accuracy,
network adaptability, and user satisfaction. The user tests further validate the simplicity, accessibility, and practicality
of the application, making it suitable for women across various age groups, including teenagers, working professionals,
and elderly users.

In conclusion, the proposed system is an effective, reliable, and technologically advanced solution that strengthens
women’s safety by enabling immediate communication, fast detection, and real-time monitoring. By leveraging modern
smartphone capabilities and cloud technologies, the system enhances emergency responsiveness and gives users a sense
of confidence and security. With further advancements, this system has the potential to evolve into a nationwide or
global safety framework that protects vulnerable individuals and contributes toward building a safer society.

Future Scope

1. Artificial Intelligence-Based Threat Detection

Al algorithms can monitor user behavior, ambient noise, and motion patterns to detect unusual activity and
automatically trigger SOS alerts without requiring user interaction. For example:

* Detecting screams or aggressive voices

* Detecting sudden forceful movements

* Predicting threat situations using machine learning

2. Integration with National Emergency Helplines

The system can be expanded to directly notify helpline numbers such as 112 (India), local police departments, or
security agencies for quicker official intervention. A government-approved API integration can enable faster rescue
operations.

3. Wearable Device Support
Integration with IoT devices like:

* Smart bands

* Rings

* Bracelets

* Panic pendants

4. Voice-Activated Emergency Commands
Adding voice triggers such as “Help me” or a configured keyword can activate SOS even when the phone is not in
hand.

5. Geo-Fencing Features

The system can notify users or contacts when:

* A woman enters or exits dangerous locations

* A child deviates from a safe route

* A user is in isolated areas at night This enhances proactive safety.

6. Crowd-Sourced Safety Network
Users nearby could be alerted when another user triggers SOS, helping in local support and immediate assistance before

authorities arrive.
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7. Advanced Data Analytics Dashboard
Authorities can use anonymized data to:
* Identify unsafe routes

* Analyze time-based crime patterns
* Improve city safety measures

8. Encrypted Cloud Vault for Sensitive Evidence
Al can automatically organize evidence and create detailed emergency reports for legal proceedings.

9. Multi-Language Support
To make the system accessible nationwide, support for major regional languages can be added.

10. Battery-Efficient Tracking Algorithms
Further optimizations can reduce power consumption during long-duration SOS events.
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