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Abstract: The fast increase in the amount of Cyber Threat Intelligence (CTI) means there's a need for 

a well-organized, scalable solution that helps organizations analyze this information effectively. 

Current methods often depend on manual and separate processes for collecting data, which leads to 

slow responses and problems in connecting different threat details. The main aim of this project was to 

successfully set up the Optimizing Threat Intelligence Analysis  Platform, an open-source system, 

making it the main central place for organizing, connecting, and showing different types of CTI data. 

The process involved using Docker Compose to deploy the Optimizing Threat Intelligence Analysis  

application stack, and integrating key services like the main platform, Elasticsearch for quick data 

indexing, and RabbitMQ for dependable message handling. The main framework used the STIX 2.1 

standard for sharing information and the MITRE ATT&CK framework for categorizing how attackers 

operate. Data was tested and confirmed through different ways, including uploading pre-made STIX 

2.1 JSON files for detailed threat networks and making CSV Mappers to automate the input of simple 

Indicator of Compromise (IOC) lists. By carefully setting up the system, the built-in dashboard was 

adjusted to use the platform’s graph database features, allowing for clear visualization of connections 

between Threat Actors, Campaigns, and Indicators. The final system creates a unified knowledge 

graph that greatly improves how quickly and accurately threats can be investigated and monitored. 

The project’s outcome shows that Optimizing Threat Intelligence Analysis  is a strong tool for 

organizations looking to improve their intelligence-based defense approaches 
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I. INTRODUCTION 

The current cyber environment is facing a huge amount of threat information, often called the CTI explosion [1]. 

Companies find it hard to turn raw data like lists of compromised indicators, vulnerability reports, and details about 

enemy activities into useful intelligence. This issue gets worse because different sources of threat data don't follow 

the same standards, causing information to be trapped in separate areas, making it slow to respond to incidents, and 

making it hard to connect different threats together [2]. Good intelligence analysis needs a centralized and organized 

place that can bring together various types of data and show the connections between different threat parts. 

This project tackles the need for a scalable and well-organized CTI management system. The main goal was to 

properly set up the Optimizing Threat Intelligence Analysis  Platform as a central hub for knowledge. This setup 

was made to standardize, link, and present different CTI data in a clear way, making the whole threat intelligence 

process more efficient within an organization. This paper explains the platform's design, how it was integrated using 

standard industry methods, and the improvements in analysis that came from using it. 

 

II. LITERATURE REVIEW AND BACKGROUND 

A. Foundational Theory of Cyber Threat Intelligence (CTI) 

Cyber Threat Intelligence (CTI) is a formal term that means "evidence-based knowledge that includes context, how 

something works, what signs to look for, what the consequences might be, and what steps to take when dealing with 

a threat or danger to assets. This helps people make decisions on how to respond to the threat or danger" [3]. CTI is 
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different from just raw data because it has been gathered, sorted, and studied to give more meaning and help in taking 

action. 

CTI is usually broken down into three levels, each aimed at a different group within an organization [4]: 

 

Strategic Intelligence: This is information for top-level managers. 

It answers big questions like "What threats are important for our business?" and includes information about political 

situations and why attackers might target a particular industry. 

 

Operational Intelligence: This is for security teams and people who look for threats. 

It explains who is behind an attack, why they are doing it, and when it might happen. It includes details about specific 

attackers, the campaigns they run, and general methods they use. 

 

Tactical Intelligence: This is for people responding to security incidents and those who use security tools. 

It explains how an attack is carried out. It includes quick, useful data like Indicators of Compromise (IOCs), such as 

file hashes, IP addresses, and domain names. 

 

B. The CTI Lifecycle 

The effective creation and use of CTI follows a set process called the CTI Lifecycle [5]. This process helps gather 

intelligence in a planned, focused, and ongoing way. The key steps in this process are: 

Planning and Direction: Setting up what information is needed and what areas to focus on, based on what the 

organization wants to protect (like identifying which assets are important and who the possible threats might be). 

Collection: Getting raw data from different sources, such as public information, people's insights, and technical data 

feeds. 

Processing: Taking the raw data and organizing it into a usable format, like turning a log file into a standard format 

called STIX. 

Analysis and Production: Using different methods to examine the organized data and create useful, supported 

intelligence, such as linking indicators of compromise to a specific threat group. 

Dissemination: Sharing the finished intelligence with the right people or systems, like sending specific indicators to 

a security information and event management tool. 

Feedback: Getting input from the people who receive the intelligence to improve the planning and direction, which 

finishes the cycle. 

 

C. Standardization in Threat Intelligence 

The challenge of collecting and connecting data requires using standard formats. The Structured Threat Information 

eXpression (STIX), especially version 2.1, gives a common way to share cyber threat information. It defines things 

like Indicators, Threat Actors, and Campaigns [6]. Along with STIX, the MITRE Adversary Tactics, Techniques, and 

Procedures (ATT&CK) framework provides a widely used guide that shows how attackers behave. Using tools that 

support both STIX and MITRE ATT&CK is a widely accepted best practice for building a defense strategy based on 

intelligence [7]. 

 

D. cti-Source CTI Platforms 

The Optimizing Threat Intelligence Analysis  platform used in this project is an open-source tool that uses a graph 

database. Graph databases are great for showing the complicated connections in CTI, like how IOCs, Campaigns, and 

Threat Actors are linked. This makes it easier to find connections quickly and handle complex data, which is hard to 

do well with regular databases [8]. 
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III. RELATED WORK 

The successful use of the Optimizing Threat Intelligence Analysis  platform in this project is directly inspired by the 

known limitations and gaps in current CTI management practices and available tools. 

This section reviews previous research and existing solutions to position the unique contribution of this work. 

 

A. Shortcomings of Traditional CTI Management 

Before the widespread use of standardized CTI platforms, organizations primarily relied on manual data collection 

using basic tools like spreadsheets, ticketing systems, and simple relational databases [9]. 

This old approach is often criticized for its lack of scalability and weak ability to connect data [10]. Analysts spent a 

lot of time on data normalization and processing, which was a major obstacle to actual intelligence production and 

slowed down response times [2]. These systems struggle to manage the complex, non-linear relationships between 

various threat entities (like linking an indicator through a specific malware to a threat actor), leading to “failed threat 

correlation.” 

 

B. Comparison with Alternative CTI Platforms 

The market offers several CTI management tools. 

Commercial platforms (like ThreatConnect and Anomali) provide advanced features but have high costs and are 

difficult to use, especially for organizations needing custom integrations [11]. Open-source tools like MISP are 

popular for sharing indicators but are often focused on simple indicator lists. The key gap identified is the need for a 

tool that focuses on deep, graph-based relationship modeling rather than simple lists of indicators. The choice of 

Optimizing Threat Intelligence Analysis , which has a native graph database architecture, directly addresses this 

need. It enables detailed, in-depth investigations that can trace complex attacker campaigns, which is a significant 

advantage over similar tools [8]. 

 

C. Progress in Using Standards for CTI Modelling 

Many studies have pushed for using data standards to deal with differences between different data sources. 

Researchers have looked at the potential benefits of using graph structures to represent CTI, especially when these 

are combined with classification standards [12]. This project takes those ideas and puts them into practice, proving 

that using STIX 2.1 as the main data modeling language works well. By making sure all data is in STIX 2.1 and 

using the MITRE ATT&CK framework to add context, this work shows that combining these standards in a 

specialized graph database helps move CTI modeling from theory to real-world use in organizations. 

 

IV. METHODOLOGY 

The main approach was about setting up and adjusting the Optimizing Threat Intelligence Analysis  platform to 

achieve the goal of having a standardized and centralized way to manage CTI. 

 

A. Core Platform Deployment 

The process started by setting up the Optimizing Threat Intelligence Analysis  application using Docker Compose. 

This method made it easier to scale and recreate the environment reliably. The setup included several important 

services that form the main part of the system: 

- The Optimizing Threat Intelligence Analysis  core application. 

- Elasticsearch, which was set up to handle fast indexing of text-based information and to support quick search 

queries. 

- RabbitMQ, used as a dependable message broker to manage data being added over time and to help different parts 

of the system talk to each other. 
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B. Implementation of Standards 

The project followed the STIX 2.1 standard for all incoming and outgoing threat intelligence data, making sure 

everything was consistent with industry standards. 

Additionally, the MITRE ATT&CK framework was used by setting up the platform's connections and data structures 

to categorize all observed threats based on this framework. This helped map all intelligence to known attack methods, 

making it easier for analysts to understand and share information [9]. 

 

C. Data Ingestion and Correlation 

Data ingestion was checked using two main methods: 

STIX 2.1 JSON Bundles: Detailed, already formatted threat reports and graphs were uploaded using the STIX 2.1 

format. 

This showed that the platform can take in and properly organize complex information. 

CSV Mappers: Special tools were made to automatically add simple lists of signs that a system might be 

compromised (IOCs) from outside sources. 

This showed an efficient and repeatable way to handle large amounts of simple data with not much extra information. 

  

V. SYSTEM ARCHITECTURE 

The architecture is a multi-container system managed by Docker Compose, which helps with scalability, fast 

indexing, and reliable processing. 

The main modules and system components that make up the platform are listed below (referencing Fig. 1): 

 
Fig. 1  System Architecture 

Deployment Orchestration: The entire multi-service application is set up and deployed using Docker Compose 

(Containerization). 

CTI Platform (Web UI & API): This is the main part of the application that handles data normalization, 

relationship modeling, and provides the user interface along with API endpoints for external access. 

Graph Database / Indexing Engine: Elasticsearch (as mentioned in the Methodology) is used for fast indexing, 

searching, and storing the graph data structure. 

Background Processing: The Optimizing Threat Intelligence Analysis  Worker runs in the background to handle 

data ingestion, data enhancement, and maintain the complex relationships in the knowledge graph. 
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Caching and Synchronization: Redis is used to manage internal caching, session data, and locks, helping to keep 

the platform running smoothly and keeping data consistent. 

Message Broker: RabbitMQ acts as the main message broker to control the flow of data and commands between the 

platform and the background workers, ensuring reliable and asynchronous task handling. 

Data Ingestion Connectors: Modules are set up to take in external CTI feeds (like TAXII and MISP) and connect 

with internal sources using methods such as CSV Mappers, making sure all input follows the STIX 2.1 standard. 

User Interface: This is the main way users interact with the platform. 

Threat Analysts and Administrators use the Web UI to view data, search for information, and manage intelligence. 

 

VI. SCOPE 

The project, called "Optimizing Threat Intelligence Analysis," had clear boundaries to make sure the Optimizing 

Threat Intelligence Analysis  Platform was set up properly in a controlled setting. 

The project covered four main areas: the platform itself, the data it handles, its features, and the standards it follows. 

 

A. Platform and Architecture Scope 

Core System Implementation: The project included setting up the full Optimizing Threat Intelligence Analysis  

Platform using Docker Compose. 

This setup involved the main Optimizing Threat Intelligence Analysis  application, a PostgreSQL database, 

Elasticsearch for organizing data, and RabbitMQ to handle messages between parts of the system. 

Deployment Environment: The work was done in a virtual environment that isn't used for real work, like a test or 

staging setup. 

This helped check if the system works well and performs as expected. 

Exclusions: The project didn’t involve putting the system into a real, live environment. 

It also didn’t include making the system highly reliable, like using Kubernetes for managing multiple servers. 

 

B. Data and Integration Scope 

Data Standards: The project only dealt with Cyber Threat Intelligence data that follows the STIX 2.1 format. 

Classification Framework: All the data related to threats was categorized using the MITRE ATT&CK framework, 

which helps identify the types of attacks, how they are carried out, and the tactics used. 

Data Sources: The data was collected in two main ways: uploading pre-made STIX 2.1 JSON files manually, and 

automatically importing lists of indicators of compromise (IOCs) using CSV Mappers. 

Exclusions: The project didn’t develop or connect to external tools like TAXII clients or private APIs to get threat 

data automatically. 

 

C. Functional Capability Scope 

Core Functionality: The project made sure the basic features of threat intelligence analysis were working. 

This included getting data in, putting it into a standard format, storing it in a graph database, and being able to search 

for information. 

Visualization: The project also adjusted and improved the built-in dashboard of the platform so it could show 

relationships between key elements like Threat Actors, Campaigns, and Indicators. 

 

VII. PROBLEM DEFINITION 

The main issue this project faces is the poor and scattered way Cyber Threat Intelligence (CTI) is handled inside 

organizations. 

This problem comes from three important, connected challenges: 
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A. Data Heterogeneity and Standardization Failure 

Most CTI data is collected from various, unstructured, or semi-structured sources (like vendor reports, raw log files, 

or PDF alerts). 

This diversity leads to a lot of work because analysts have to manually convert these into a common format before 

they can analyze it. There is a lack of a standard, machine-readable format (like STIX 2.1), which means information 

is stored separately and cannot be automatically linked. The problem is that the necessary standards exist, but the 

tools needed to apply them in all data sources are missing. 

 

B. Lack of Relationship Context and Correlation Failure 

Traditional CTI systems (like simple databases or lists of indicators) are not good at showing the complex, many-to-

many connections between different pieces of threat data. 

They can show that an IP is malicious, but they can't efficiently link that IP to a specific malware, which is part of a 

campaign run by a threat actor. This inability to link related threats is a major obstacle in analysis, stopping analysts 

from moving from a reactive approach (blocking indicators) to a proactive one (understanding the attack strategy and 

techniques used by the threat actor). The issue is a structural one—these systems aren't built to handle the complex 

relationships in CTI data. 

 

C. Delay in Response and Manual Overhead 

The combination of manual data processing, lack of standardization, and the inability to link related threats leads to 

slow threat investigation and response. 

Analysts spend a large part of their time—often 60 to 80%—on tasks like collecting and linking data manually 

instead of creating real intelligence. This delay reduces the usefulness of CTI, as indicators often expire before they 

can be used effectively, which weakens the organization’s ability to act quickly based on intelligence. 

The successful use of the Optimizing Threat Intelligence Analysis  Platform, which uses its native graph features and 

enforces STIX 2.1 and MITRE ATT&CK, is the solution needed to overcome these problems. 

It creates a single, unified, and scalable knowledge base for all CTI data. 

 

VIII. RESULTS 

 
Fig. 2  CTI Dashboard 

This dashboard gives an overview of recent cyber-threat activity in the CTI system. 

It shows charts for the most active malware, vulnerabilities, and frequently used labels. 

A world map highlights the countries most targeted in the last three months. 

The bottom section lists the latest threat reports with their status, authors, and labels. 
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This screen shows a CTI view of a specific IP address and its threat

DDoS, IoT, and exploit linked to the IP. You can see metadata such as creator, score, and creation/modification time. 

It also shows related indicators, reports, and relationships for quick threat assessment.

This screen displays a CTI threat report with its description and publication details. It shows marking, author, 

confidence level, and processing status of the report. The interface includ

information.It helps analysts review and classify a report based on reliability and context.
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Fig. 3  IP Address Analysis Page 

This screen shows a CTI view of a specific IP address and its threat-related details. It displays labels like botnet, 

DDoS, IoT, and exploit linked to the IP. You can see metadata such as creator, score, and creation/modification time. 

It also shows related indicators, reports, and relationships for quick threat assessment. 

Fig. 4  Threat Report Overview 

This screen displays a CTI threat report with its description and publication details. It shows marking, author, 

confidence level, and processing status of the report. The interface includes labels and STIX ID for structured threat 

information.It helps analysts review and classify a report based on reliability and context. 
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Fig. 5  Threat Actor Groups List 

 

This page shows a grid of various threat actor groups stored in the CTI system. Each card includes basic details like 

known aliases and used malware. Analysts can sort, filter, and explore threat actors from this view. It provides a 

quick snapshot of multiple threat groups for comparison and investigation. 

 

IX. CONCLUSION AND FUTURE SCOPE 

The primary goal of this research was to evaluate and demonstrate the effectiveness of the Optimizing Threat 

Intelligence Analysis  Platform in optimizing Cyber Threat Intelligence (CTI) analysis through a centralized, graph-

based knowledge representation. The study confirms that the STIX 2.1 knowledge graph architecture enables 

efficient ingestion, normalization, and correlation of threat data, providing faster and more accurate threat 

analysis compared to traditional relational database models. By integrating diverse CTI sources—including OSINT 

feeds, MISP events, and custom CSV/JSON indicators—the platform facilitates automated linking of Threat Actors, 

Campaigns, Malware, and Indicators of Compromise (IOCs), while enabling intuitive visualization and reporting via 

the interactive dashboard. 

The results show significant improvements in: 

 Data ingestion efficiency, reducing the time required to normalize raw threat feeds. 

 Correlation effectiveness, automatically establishing relationships between previously unlinked threat 

entities. 

 Analytical speed, lowering the latency for executing complex multi-hop queries within the knowledge 

graph. 

These capabilities collectively contribute to a more proactive threat intelligence and incident response posture, 

reducing the manual effort required for analysis and improving organizational cybersecurity resilience. 

 

FutureScope: 

Several enhancements can further extend the platform’s capabilities: 

 Integration of Machine Learning Models: Incorporating predictive models, such as Graph Neural 

Networks, can help identify potential adversarial relationships before they manifest. 

 Expanded Threat Intelligence Sources: Incorporating commercial and dark web feeds to enrich the CTI 

knowledge graph. 

 Automated Response Mechanisms: Connecting detection outputs to SOAR tools or endpoint systems to 

initiate mitigation actions automatically. 
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 Cloud-Native and Scalable Deployment: Enabling horizontal scaling and distributed deployment for large 

enterprises handling massive threat data volumes. 

 Enhanced Visualization and Analytics: Implementing predictive dashboards, trend analysis, and threat 

hunting capabilities to support decision-making. 

 Insider Threat Detection: Extending the system to monitor anomalous user behavior and potential insider 

threats. 
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