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Abstract: Technology transformation is wide and vast keyword found in the Domain of the network of 

data transmission, irrespective of the network system, whether virtual or any other classical network 

system. Technology have its own significance the way we look forward, in the same aspect of cloud which 

we call as the hot cake in the Industry of Information technology; More or less is a typical word to 

understand what really it stands for to put forward the glimpse of Information Technology. If we will 

consider he classical and today world parallel distributed and virtual network is typical for us to provide 

the best way we use having lot feature. IN the dictionary word we can call as network means security which 

is mandatory, hence we can go for the best intrusion mechanism, which involves the robust and hinder 

free, hacker free counter measure to defend the penetration mechanism. 
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I. INTRODUCTION 

In the Domain of Networking, Given that the IEEE 802.15.4 devices are typically severely constrained in terms of their 

communication and computational resources, the implementation of such solutions is likely to impose a significant 

performance overhead. Currently, not many wireless sensor network overhead statistics are available when security is 

employed in such networks.  

Sensor network application developers and network administrators always need these overhead statistics in choosing the 

security option that best suites the security for a particular threat environment. For evaluating these security overheads 

on wireless sensor networks, we will simulate IEEE 802.15.4 media access control layer and secure data exchange once 

the devices exchange link keys with the PAN coordinator.  

We will measure communication costs that are incurred after employing these security features under different inputs to 

wireless sensor network model. Cloud computing is a technology which works only on the internet; central remote servers 

are used to maintain data and applications. Figure 1.1. Infrastructure as Cloud in the Network Model Cloud computing 

allows the users to use applications without installing software’s. The users can access the internet and send messages 

anywhere in the world. Cloud computing allows more efficient computing by centralized storage, memory, processing 

and bandwidth. 

 The best example is Google mail. For this, the users need not install any software or a server to use a Google mail 

account. The user can access internet, through which he sends messages. Therefore the servers and email software are all 

present on the cloud i.e. internet and these software’s and servers are managed by the cloud service provider i.e. Google. 

Cloud computing is divided in to three layers, infrastructure, software and platform. Refer to the paragraph below for 

further information.  

 

II. RELATED WORK 

The client sends a request to the server for getting a service. In the “conventional client server” system, the client 

communicates with the end server directly, due to which traffic congestion or data loss etc. might take place. So to 

overcome this issue we have implemented a proxy server, which extends the functionality of the main cloud server and 

is the mediator between your web browser and the end server. Initially, your web browser sends a request to the proxy 
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server, after which the proxy server forwards the request to the end server. The end server then gives acknowledgment to 

the proxy server. Finally, the proxy server replies to the browser. Therefore, there is no direct communication between 

the user and the end server. So, HTTP request is originated from the intermediate proxy server. As a result the client 

computer’s IP address will be in hidden state and illegitimate users cannot access the client computer’s IP address. This 

type of proxy server is also known as anonymous proxy server. 

 
Fig.2.1 Mac Based ACK Confirmation in the NODE 

 

III. METHODOLOGY 

In today’s world if the cloud system develops, then the core cloud computing technologies will elaborate. Web 

applications and services and virtualization IAAS offerings are the cloud computing technologies. The below two are the 

best examples of vulnerabilities in cloud computing technology that are related to our research. The possibility that an 

intruder gets away successfully from a virtualized environment lies in virtualization’s very nature. Virtual machine escape 

is an exploit; an attacker can execute arbitrary code on a virtual machine. So in this case the operating system executes 

within itself to break out and interact directly with the hypervisor. As a result, an attacker can gain access to the host 

operating system and all other virtual machines running on that host. In this case we can imagine that this type of 

vulnerability is a high risk in cloud systems 

 
Fig.3.1 Architecture Model for Node Based Intrusion 

Storage service is a database. When the node receives a request or an acknowledgment, then the analyzer system 

will compare the node information in the storage service. 

 

 

 



I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology 

                           International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 5, Issue 1, December 2025 

 Copyright to IJARSCT DOI: 10.48175/IJARSCT-30178    612 

www.ijarsct.co.in   

 
 
 

ISSN: 2581-9429 Impact Factor: 7.67 

 
ALGORITHM 

Feistel Networks – the fundamental building block is the F function : a key-dependent mapping of an input string onto 

an output string.  

An F function is always non-linear and possibly non surjective.  

 
where n is the block size of the Feistel Network, and F is a function taking n/2 bits of the block and N bits of a key as 

input, and producing an output of length n/2 bits. A successful chosen-key attack against Twofish requires choosing 160 

bits of a pair of keys, and needs 234 work, 232 chosen-plaintext queries, and 212 adaptive 

chosen-plaintext queries so that 10 rounds Twofish can be broken.The meet-in-the-middle attack on standard Twofish 

requires 4 rounds, 256 known plaintexts, 2225 memory and 2232 work.The successful differential attack on standard 

Twofish can break 5 rounds with 2232 work and 241 chosen-plaintext queries. Knowledge service we used audit 

information for the communication system and the logging system for evaluating the knowledge service. Moreover, we 

are free to delete and modify rules at will in a knowledge service. Behavior service it compares recent user actions to the 

usual behavior. It is divided into two types i.e. user behavior and node behavior. 

 

3.1 ANALYSIS OF BEHAVIOR 

User behavior is nothing but analyzing the user’s behavior. By using this method we can identify expected behavior or a 

severe behavior deviation. Node behavior Refer to the concept “Anomaly based IDS “for further information. Event 

auditor has two components for detecting an intrusion in the network as data is exchanged between the nodes and 

environment states. In the first component, when the data is exchanged between the nodes, audit information about the 

communication between the nodes is being captured. Therefore, audit data captures only the node information, but not 

network data. 

 
Figure 3.1.1. Comparison of the Peak of the Images 

The second component is logging system, for each event in the node, a log entry is created and they have action types 

such as error, alert or warning. By using this approach we can easily find ongoing intrusions .A proxy server can be the 

other way around: a server which receives and queues requests, makes format changes and packet divisions etc. for 

information from just one single information carrying server. The network administrator cannot monitor all the clients, 

so it will depend on the IDS which gives the alerts to the remaining “cloud server”. In this case we can hide the data from 

the intruders. In cloud computing, there is more possibility to hack the data. We are providing a security mechanism 

called IDS. 

 

IV. CONCLUSION AND FUTURE WORK 

Technologically providing security, we have implemented IDS. It is more secure beyond passwords, digital signatures, 

and confidentiality. IDS cannot substitute any of those mentioned mechanisms. But it can enhance a system where those 

mechanisms are not enough. For data efficiency, we have implemented a proxy server. The proxy server extends the 
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functionality for a single server. Hence proxy servers are more efficient than a single server. For system performance, we 

have implemented a grid system. 
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