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Abstract: The convergence of voice recognition technologies and the Internet of Things (IoT) is
fundamentally reshaping smart home automation, moving it towards more intuitive and accessible human-
machine interfaces. This paper presents the design, implementation, and rigorous evaluation of a robust,
cost-effective, voice-controlled home automation system. The proposed system leverages the computational
capabilities of the ESP32 microcontroller and integrates seamlessly with major cloud-based voice services,
namely Google Assistant and Amazon Alexa. User voice commands are processed by these assistants and
routed to the ESP32 via the MOTT (Message Queuing Telemetry Transport) protocol, a lightweight and
efficient messaging standard for IoT. The ESP32 acts as the central gateway, interpreting these commands
and executing precise control actions on connected home appliances through relay modules. Key
advantages of this architecture include its low implementation cost, inherent scalability, secure
communication mechanisms, and low-latency operation. Extensive experimental results validate the
system's performance, demonstrating an average response time of 0.85 seconds, a command success rate
of 98.7%, and a total system power consumption of only 2.5 Watts. These metrics conclusively prove the
system's suitability and reliability for real-world, real-time smart home applications.

Keywords: Voice control, ESP32, IoT, MQTT, Smart home, Home automation, Cloud computing,
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I. INTRODUCTION
The paradigm of home automation has evolved significantly from basic timer-based or remote-controlled systems to
intelligent, context-aware environments capable of autonomous decision-making. This transformation is largely driven
by the proliferation of the Internet of Things (IoT), which enables everyday physical objects to connect, communicate,
and be monitored or controlled remotely via the internet. Concurrently, the advent of sophisticated voice-enabled digital
assistants like Google Assistant and Amazon Alexa has introduced a natural and intuitive modality for human-machine
interaction. This hands-free control is not only convenient but also profoundly enhances accessibility for elderly users
and individuals with different physical abilities.
Traditional home automation systems often rely on manual switches or smartphone applications. While functional, these
interfaces lack the intuitive, natural interaction offered by voice control and can be cumbersome in situations where
hands-free operation is preferred or necessary. Voice-controlled automation directly addresses these limitations by
translating spoken language into actionable digital commands.
The ESP32 microcontroller emerges as an ideal platform for such IoT applications. It is a feature-rich, low-cost system-
on-chip (SoC) with integrated Wi-Fi and Bluetooth, providing the necessary connectivity out-of-the-box. Its dual-core
processor running at 240 MHz offers substantial computational power for handling network protocols and device logic
simultaneously, a significant advantage over simpler microcontrollers. Furthermore, it supports secure communication
with cloud services using efficient protocols like MQTT.
This paper contributes a comprehensive design framework for a voice-controlled smart home system, detailing the system
architecture, hardware and software configurations, the end-to-end communication flow, and a thorough performance
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evaluation. The proposed system is demonstrated to be a practical, efficient, and scalable solution for modern home
automation.

II. LITERATURE REVIEW

The domain of IoT-based home automation has been extensively researched, with various studies proposing solutions
using different technologies and communication interfaces. A review of relevant literature highlights the evolving trade-
offs in this field.
Ahmed et al. [1] (2022) developed a Bluetooth-based automation system using an Arduino Uno. While cost-effective,
the system was fundamentally limited by Bluetooth's short operational range (typically <10m) and its inability to
efficiently handle multiple concurrent device connections, and it lacked any cloud integration for remote access.
Li and Zhao [2] (2023) proposed a more advanced framework based on a Raspberry Pi, utilizing its Wi-Fi capability to
provide a web interface for control. This approach offered greater processing power and a more user-friendly interface.
However, the high cost of the Raspberry Pi, its relatively high power consumption, and the complexity of the software
setup (often requiring a full Linux OS) make it less ideal for a dedicated, low-cost automation controller.
Kumar et al. [3] (2024) implemented an MQTT-driven solution using a NodeMCU (based on ESP8266). This was a step
forward in leveraging IoT protocols for real-time communication. However, the single-core nature of the ESP8266 and
its limited processing resources sometimes led to noticeable network delays and performance degradation under heavy
load or when managing multiple devices.
Singh et al. [4] (2024) utilized an ESP8266 with the Blynk cloud platform for monitoring and control. While this provided
easy cloud integration, the system was constrained by the platform's inherent limitations in terms of customization,
scalability, and potential latency introduced by the proprietary cloud infrastructure.
Table 1 shows proposed ESP32-based system is designed to resolve the trade-offs identified in prior work. It combines
the low-cost and low-power attributes of the ESP8266 with the superior processing power of a dual-core CPU, integrated
Wi-Fi/Bluetooth, and the flexibility of an open-standard MQTT protocol, resulting in a balanced, scalable, and high-
performance solution.

Table 1: Comparative Review of Existing Home Automation Systems

;l; Author(s) Year Technology Used Key Features Limitations
. . . Short , loud link,
Ahmed et Arduino + Simple control  via ortrange, o O.u H.l
1 al 2022 Bluetooth hone a poor multi-device
' P PP handling
_— . .
b Li & Zhao 2023 Ra.spt.)erry Pi Powc?rful processing, ngh cost, complex sc.:tup,
Wi-Fi web interface high power consumption
Kumar et NodeMCU Low power. real-time Network delay under load
3 2024 | (ESP8266)  + bowet, - rear duie to  constrained
al. cloud communication .
MQTT processing
4 Singh et 2024 ESP8266 + Blynk Easy cloud monitoring Limiteq s.calability and
al. and setup customization
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II1. SYSTEM DESIGN AND ARCHITECTURE
3.1. Architectural Overview
The system follows cloud-edge architecture, designed for reliability and low latency. The core components are the User,
the Cloud Services (Voice Assistant and MQTT Broker), and the Edge Device (ESP32 with relays).
Figure 1 shows the data flow from the user's voice command, processed by cloud-based voice assistants, routed via an
MQTT broker, and finally executed by the ESP32 controller on the connected appliances.

Internet Cloud

/\—\(Olce Assistant] Cloud gAQ'?T
(Google Asswfa =
/ Amazon Ale Serwce

MQTT Publish

Structured Command

[%]
w Voice Command

User

Light Fan
Home Appliances

Figure 1. Block Diagram of the Voice-Controlled Home Automation System
User Interaction: A user issues a voice command, such as "Hey Google, turn on the living room light."
Cloud Processing: The voice command is captured by a smartphone or smart speaker and sent to the respective voice
assistant's cloud service (Google Assistant/Alexa). The cloud service performs Automatic Speech Recognition (ASR)
and Natural Language Processing (NLP) to convert the audio into a structured text command.
Command Routing via IFTTT & MQTT: A service like IFTTT (If This Then That) is configured to listen for these
specific applet triggers from the voice assistant. Upon recognizing a trigger (e.g., "turn_on_living room_light"), IFTTT
acts as a publisher and sends a predefined message to a specific topic (e.g., home/living room/light) on an MQTT broker
(e.g., Adafruit IO, Mosquitto).
Edge Device Action: The ESP32, which is permanently subscribed to the topic home/#, receives the message from the
MQTT broker. It parses the message and executes the corresponding function, such as setting a GPIO pin (e.g., GP1023)
to a HIGH or LOW state.
Actuation: The state change on the GPIO pin triggers the connected relay module, which physically switches the AC-
powered appliance (e.g., the light) ON or OFF.
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3.2. Hardware Components
Table 2: Hardware Components Specification and Function

Component Specification Function in the System
ESP32 b Dual-core Xtensa LX6 @ 240 MHz, The central processing unit. Manages Wi-Fj
Modul v 520KB SRAM, Integrated Wi-Fi connectivity, runs the MQTT client, parses
oduie (802.11 b/g/n) and Bluetooth 4.2 commands, and controls GPIOs.
. Provides electrical isolati d act itch t
s Channel | Opto-iolated, 5V DC control, 104 @ | F1ovides eletical soltion and acts as a swith 9
Relay Module 250V AC switching capability y g g b 8

low-voltage DC signals from the ESP32.

Provides stable power to both the ESP32 and the
Power Supply 5V DC, 3A Regulated Adapter relay modules. The 3A capacity ensures sufficient
current for multiple active relays.

The end devices being controlled. Connected to the

IAC Appliances LED Bulb, Table Fan, Smart Plug .

mains power supply through the relay contacts.
\Voice Assistant Google Nest Mini / Amazon Echo Dot / The input interface for the user, capturing voice
Device Smartphone commands and initiating the cloud process.

Figure 2 shows detailed circuit diagram showing the ESP32's GPIO pins (GP1022, GPIO23, etc.) connected to the input
pins of the relay module. The relay module is powered separately by the 5V supply, and the AC load (e.g., a lamp) is
connected through the relay's Common (COM) and Normally Open (NO) terminals.

(0] @) @ AC Source
3v3 GND 2-Channel 5V
3v3 |GND O Relay Module
GND GN2
SV o) GND J
o ESP32 o -0 O o N
4 - O Devkit V1 O COM1  NO1—— | jght @
le) = vee | O COM1 _ NO1 5
GIP023 I N0 VCe com2®no2 |
5V DC Power GIPO23 @] IN1 GND| IN2 COM2 NC1 |
Supply i Vin - {_ O ND—_'— (o] NO Fan D::D

Figure 2. Circuit Diagram of ESP32 Interfaced with Relay Module
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3.3. System Workflow
Figure 3 shows System Flowchart

System Boot & Iniwitization
(ESP33 Powers On)

Wi-Fi

Connect to Wi-Fi

E Connected?
Retry Connection Connect to MQQT Broker
_ MQQT Connected? ' Retry Connection

Yes
Subscribe to MQQT Topic: "home/# }J

Main Loop: Wait for Message?

Parse Message Topic & Payload
(e.gl. topic=home/light’, payload"'ON)

—
Is payload? MQT Message
OFF Received?

Is payload?
‘light_on?

fan Turns off
OFF

Set GIPO23 to HIGH |

Set GIPO23 to LOW | | Set GIP023 to HIGH | | Fan Turns ON ‘

| l

Publish
i (Send "ACK"
to MQQT Broker

Ack

Figure 3: System Flowchart

Table 3: Command-to-Action Mapping

Impact Factor: 7.67

\Voice Command Processed Text Command (MQTT Payload) Action ESP32 GPIO Pin

“Turn on the light” light_on Light ON GPIO 23 -> HIGH

“Turn off the light” light off Light OFF GPIO 23 -> LOW

“Turn on the fan” fan_on Fan ON GPIO 22 -> HIGH

“Turn off the fan” fan_off Fan OFF GPIO 22 -> LOW
IV. METHODOLOGY

4.1. Hardware Implementation

The hardware prototype was assembled on a breadboard and later soldered onto a perfboard for stability. The ESP32
DevKit V1 was used as the main controller. A 4-channel 5V relay module was interfaced with the ESP32; the VCC and
GND of the module were connected to the 5V power supply, and the control pins (IN1, IN2, etc.) were connected to the
ESP32's GPIO pins (e.g., GP1022, GP1023), which were configured as digital outputs. The AC components (a 7W LED
bulb and a 30W table fan) were connected to the relay's output terminals, ensuring all high-voltage wiring was properly

insulated. The entire system was powered by a single S5V/3A DC regulated power adapter.
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4.2. Software Implementation

Firmware Development Environment: The ESP32 was programmed using the Arduino IDE, leveraging its extensive
library support. The PubSubClient library was used for MQTT communication, and the WiFi library handled
network connectivity.

Wi-Fi Configuration: The firmware includes the SSID and password of the local 2.4 GHz Wi-Fi network. The ESP32
automatically connects to this network on boot.

MQTT Communication Setup: The ESP32 is configured as an MQTT client. It connects to a public MQTT broker
(Adafruit IO was used in testing) using a unique Client ID and authentication credentials (username and key). It subscribes
to a topic pattern, home / #, to listen for all commands for different devices.

IFTTT Applet Configuration: Separate IFTTT applets were created for Google Assistant and each command. For
example, a "Turn on the light" voice command trigger was linked to a "Make a web request" action, which published the
message 1ight on to the specific MQTT topic feed on Adafruit IO.

Firmware Logic: The core firmware runs a continuous loop where the MQTT client's 1oop () function is called to
maintain the connection and check for incoming messages. A callback function is triggered upon message arrival, which
compares the topic and payload to determine the required GPIO action.

V. RESULTS AND DISCUSSION
5.1. Experimental Setup
The system prototype was deployed in a standard residential environment (a 10m x 10m room). Testing was conducted
over a continuous 48-hour period to assess long-term stability. Two appliances were connected: a 7W LED light and a
30W table fan. Voice commands were issued using Google Assistant on an Android smartphone connected to the same
local Wi-Fi network. Network latency and packet loss were monitored using standard network tools.
Figure 4 shows a photograph showing the implemented system with the ESP32, relay module, and connected appliances
on a test bench, with wiring clearly visible

Figure 4. Photograph of the Experimental Prototype Setup

5.2. Performance Metrics and Analysis
The system was evaluated against key performance indicators critical for user experience and practical deployment.
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Table 4: System Performance Evaluation Results

Ob d
Parameter serve Unit Remarks / Justification
Value
A R Measured from the end of the voice command to the physical
T.Verage esponse 0.85 seconds actuation of the device. This low latency is imperceptible to the)
tme user.
Command Success 8.7 o Out of 500 commands, 6 failed due to temporary Wi-Fi
Rate ' ° instability and 1 due to an MQTT broker hiccup.
System Power 25 Watts Measured at the DC power supply input. Includes ESP32 and
Consumption ' active relays. Highlights the system's energy efficiency.
Wi-Fi  Operating 30 meters Stable connection maintained within a 30m radius from the
Range router in a typical indoor environment with walls.
System Unti 99.2 o The system was operational for 99.2% of the 48-hour test, with|
ystem Lpfime ' ° brief disconnections automatically recovered by the firmware.

A line graph of figure 5 showing that the average response time remains below 1.0 seconds (0.85s to 0.98s) as the number
of concurrently connected and monitored devices increases from 1 to 4, demonstrating the ESP32's capable processing
power

System Response Time vs Number of
Connected Devices

1.1 4

1.1 4

1.0

0.05 A

0.95 -

0.95 -

Avearge Rese Tine (seconds)

0.85

0.85

0 : ! ! ! , ‘
0 1 2 3 4 4 5

Number of Connected Devices

Figure 5. Graph of Response Time vs Number of Connected Devices
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Figure 6 of bar chart illustrating that the command success rate remains above 95% even as simulated network load
(packet loss) is increased to 15%, underscoring the robustness of the MQTT protocol and the reconnection logic in the
firmware

Command Success Rate Under Varying Network Load

100%

100%
98.7%

8%

6% TS 95.2%
7% 97.5%

6%

1%

2%

2%

2%

9%

0% 5% 10% 15%

Command Sucess Rate (%)

Simulated Network Packet Loss (%)

Figure 6. Graph of Command Success Rate vs Network Load

5.3. Discussion

The experimental results confirm that the proposed system meets the key requirements for a practical smart home
automation system. The sub-second response time (0.85s) provides a seamless user experience without perceptible delay.
The high success rate (98.7%) indicates reliable communication between all components in the chain. The low power
consumption (2.5W) makes it an energy-efficient solution for continuous operation. The ESP32's dual-core architecture
proved crucial; one core could handle network stack management (Wi-Fi and MQTT) while the other executed the
application logic, preventing the lag and timeout issues observed in single-core solutions like the ESP8266 [3].The
primary limitation observed is the system's complete dependence on an active internet connection. A failure in the cloud
service, MQTT broker, or local internet renders the voice control inoperative, though local manual switch control remains
possible. The use of IFTTT, while user-friendly, can introduce a single point of failure and adds a small but non-zero
latency.

VI. SECURITY AND PRIVACY CONSIDERATIONS
As an [oT system handling user commands, security is paramount. The following measures were implemented to mitigate
risks:
MQTT Authentication: The MQTT connection requires a unique Client ID, Username, and a strong Password (or an
API Key for brokers like Adafruit 10), preventing unauthorized clients from connecting.
Encryption (TLS): The MQTT client on the ESP32 was configured to use TLS (Transport Layer Security) to encrypt
all data in transit between the device and the broker, protecting against eavesdropping and man-in-the-middle attacks.
Cloud-Level Access Control: IFTTT applets are tied to a user's personal account, and the API keys used to publish to
the MQTT broker are secret, ensuring that only authorized voice commands can trigger actions.
Data Privacy: The system is designed with a privacy-first approach. Voice data is processed on the secured servers of
Google/Amazon and is not stored or processed on the local ESP32. The ESP32 only receives and acts upon pre-processed
text commands.
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VII. CONCLUSION AND FUTURE SCOPE

7.1. Conclusion

This study has successfully presented the design and implementation of a fully functional, voice-controlled home
automation system. By leveraging the powerful and cost-effective ESP32 microcontroller and integrating it with cloud-
based voice assistants via the MQTT protocol, the system achieves a high level of performance, reliability, and user-
friendliness. The experimental results, including a 0.85-second response time and a 98.7% success rate, validate its
effectiveness as a practical solution for modern smart homes. Its low cost and scalability make it an attractive option for
both prototyping and real-world deployment.

7.2. Future Scope

To build upon this work, several promising directions for future enhancement are identified:

Al-Driven Predictive Control: Integrating machine learning models on the cloud or at the edge to analyze user habits
and sensor data (e.g., temperature, ambient light, occupancy) to automate appliances proactively for energy savings and
enhanced comfort.

Offline Voice Recognition: Implementing a limited vocabulary speech recognition engine (e.g., using TensorFlow Lite
on ESP32) to handle basic commands during internet outages, increasing system resilience.

Hybrid Cloud-Edge Architecture: Offloading more intelligence to the ESP32 to make local decisions based on sensor
inputs, using the cloud only for complex voice commands and long-term logging, thereby reducing latency and cloud
dependency.

Multi-Room and Mesh Network Expansion: Developing a system of multiple ESP32 nodes communicating with each
other (e.g., using ESP-NOW or Bluetooth Mesh) to create a comprehensive, multi-room automation network controlled
by a single central voice interface.
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