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Abstract: * Online social networks are increasingly influencing how individuals interact with each other
by exchanging their private and professional data.

* The social network is currently a common way to communicate with others that are spread across a
variety of locations around the globe. When we speak about social networking then we can say that by
sending them a request or readily sharing data with each other, anyone can readily make friends.

* An individual user can have numerous accounts at various social networking locations to maintain in
contact with their colleagues.

* The project sheds light on the role of fake identities in sophisticated constant threats and includes the
above approaches to identifying fake social media accounts..
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I. INTRODUCTION
With the tremendous increase in internet usage since its inception, cybercrime and online scamming have become
extremely abundant. This surge in online scams is only helped by the presence of social media, which serves as one of
the most popular platforms for scammers to target their victims. Social media platforms such as Instagram, Facebook,
WhatsApp, Twitter, have become the primary hub for scamsters, and these platforms facilitate their dangerous
activities.
The fraudsters carry out such scams using fake accounts which help them hide their identity. To prevent such scams, we
need a tool that helps us differentiate between fake and legitimate profiles. Issues related to social media, such as
confidentiality, online abuse, misuse, bullying, etc. are most used by fake accounts that appear to have been generated
on behalf of organizations or individuals, which can damage the reputation and reduce the number of likes and
followers of individuals. Social media is widespread these days. They are used both for communication, learning,
meeting new people, and for business and advertising.
One of the problems with social networks is fake accounts, which are used for various anonymous actions. Fake
accounts can be used both for deception, blackmail, and extortion, which adversely affects people's trust in each other
on social networks, and for spreading fake news, recruiting into terrorist organizations, and driving people to suicide

II. LITERATURE SURVEY
Bhoir et al., in (IEEE 2020), discussed about the strength of the Internet which has grown massively over the past
decades, thereby giving paws to disinformation, which is a rising issue as it is the misinformation that makes it all too
harder to discern the truth in material.
Therefore, the panacea is to provide a well thought and total proof device that tracks the various trends in the news that
really can help us decide if it is true or not.
This design significantly decreased learning time and improved SVM classifiers.
This hybrid model performed well in comparison to the Random Forests (RF) algorithm and Vector Support Operator
when designed separately.
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I1. EXISTING METHOD
e Depending on how many of your friends may have tags or connection histories, Facebook uses an algorithm to
identify bots.

e  The aforementioned guidelines can be used to spot bot accounts, but they fall short when it comes to human-
made false accounts.

e Bot detection employs unsupervised machine learning.

e In this technological method, information was compiled based on proximity rather than tagging.

e Co-attributes made it possible for grouping functions to distinguish the bots so well. However, this approach
was unreliable.
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V. SYSTEM ARCHITECTURE AND METHODOLOGY
The identification and elimination of fake social media profiles is an increasingly important area of research and
development in the digital age. Fake accounts, often used for malicious purposes such as spamming, trolling, spreading
misinformation, or even engaging in fraudulent activities, pose serious challenges to social media platforms, users, and
society at large. The methodology for identifying and eliminating these profiles must be comprehensive, involving both
technical approaches and human moderation, along with policy enforcement.
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Objective Definition:

Clearly state what you aim to achieve through this methodology.

Data Collection:

Gather relevant information, either through surveys, experiments, observations, or existing records.
Analysis Framework:

Decide on the tools, techniques, or algorithms to process and analyze the collected data.
Implementation Plan:

Break down tasks into manageable steps, assigning roles or utilizing specific resources where needed.
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Validation & Testing:

Test the approach or solution in real-world scenarios or simulations to ensure accuracy and reliability.
Evaluation Metrics:

Use measurable criteria, such as performance, effectiveness, or compliance, to assess the results.
Iteration:

Refine the process based on findings, limitations, or feedback to improve results.

Documentation:

Maintain a detailed record of methods, results, and modifications for transparency and future reference.

VI. RESULT

The result of running the provided ProfileAnalyzer code is a web-based application that analyzes social media profiles
based on certain criteria such as username length, bio length, and follower count. Here's what happens:
Key Output Features:
Profile Analysis:

e The app evaluates the provided inputs and calculates a "fake score" based on predefined rules.

e [t classifies the profile as either "Fake" or "Genuine" based on this score.
Interactive Feedback:

e If'the profile is classified as "Fake," a red warning message is displayed along with the calculated score.

o Ifthe profile is classified as "Genuine," a green success message is displayed with the score.
User-Friendly Interface:

e  Users can input profile details (username, bio, and followers).

e  The analysis result is displayed dynamically after clicking the "Analyze Profile" button.

Copyright to IJARSCT
www.ijarsct.co.in

DOI: 10.48175/IJARSCT-25978 548

ISSN \8

| 2581-9429 |}




(/ IJARSCT

Xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
ISSN: 2581-9429 Volume 5, Issue 12, April 2025

Profile Analyzer
Enter profile details to analyze the likelinood of it being fake.
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Analyze Profile

Analysis Result

v/ This profile is likely to be genuine. Score: 40

Continuous Improvement & AI Integration:
e Over time, the algorithm can adapt to new patterns of fake accounts, making the detection process more
accurate.
e  Machine learning models can be incorporated to refine classification, learning from real-world data.
Potential Future Enhancements:
e Adding more parameters (such as post frequency and engagement metrics) to improve accuracy.
e  Allowing users to report doubtful profiles for crowdsourced verification.
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VII. CONCLUSION

Detecting and removing fake social media profiles helps create a trustworthy online space. The process typically
involves analyzing user data to spot inconsistencies, such as unusually high activity, copied content, or suspicious
follower patterns. Machine learning models play a crucial role in identifying automated behaviors, like bots engaging in
spam or misinformation. Key indicators include profile pictures sourced from the web, generic usernames, and minimal
personal interactions.

Continuous monitoring and adaptation are essential since fake accounts evolve their tactics to avoid detection.
Platforms regularly refine their algorithms, incorporating user reports and behavioral trends to improve accuracy. By
staying vigilant, social networks can reduce misinformation and fraud, ensuring a safer experience for all users.
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