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Abstract: In the realm of cybersecurity, password protection plays a vital role in securing digital assets and
personal data. While hashing is a widely accepted standard for storing passwords securely, many systems—
due to poor design, legacy support, or misconfiguration—still store passwords in plaintext or reversible
formats. This paper investigates the vulnerabilities and exploitation techniques associated with non-hashed
(plaintext or symmetrically encrypted) password storage. We explore common scenarios where non-hashed
passwords are exposed, analyze methods for retrieving them through system breaches, memory scraping, and
forensic analysis, and demonstrate real-world case studies where such practices led to significant data
breaches. The study also highlights the ease with which attackers can leverage these weaknesses using basic
tools and scripting, emphasizing the critical need for secure password management practices.
Recommendations are provided for detecting insecure storage methods and enforcing industry-standard
hashing protocols to mitigate risks and enhance overall security posture. Non-hashed passwords stored in
systems pose significant security risks, making them vulnerable to brute force and dictionary attacks. The
objective of this project is to demonstrate and understand these vulnerabilities and how to effectively crack
such passwords
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I. INTRODUCTION
Password security is a critical aspect of cybersecurity. Many systems still store passwords in non-hashed formats,
making them susceptible to various attacks.
This project explores techniques to crack non-hashed passwords using brute force and dictionary attacks, emphasizing
the importance of proper password hashing and encryption.
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EXISTING SYSTEM

Current methods for password storage often involve simple text files without hashing.
Common solutions for cracking non-hashed passwords include:

1. Rainbow tables: Precomputed tables for reversing cryptographic hash functions.

2. Password cracking tools: Software designed to guess passwords (e.g., John the Ripper).
3. Hybrid attacks: Combining dictionary and brute force attacks to increase efficiency.

PROPOSED SYSTEM
This project proposes using two main techniques to crack non-hashed passwords:
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1. Brute Force Attack: Trying all possible combinations until the correct password is found.
2. Dictionary Attack: Using a precompiled list of possible passwords to find matches.

How a Basic Brute Force Aft
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SOFTWARE & HARDWARE REQUIREMENTS

Software Requirements:

Kali Linux: A Linux distribution used for penetration testing.

Python: Programming language for writing custom scripts.

Libraries: Relevant Python libraries (e.g., hashlib, itertools). Hardware Requirements:
Processor: 1GHz CPU (32-bit)

RAM: 1GB

Display: 1024x768 resolution used for better experience

Sufficient storage for password lists and results.

MODULES INVOLVED

1. Setup and configuration of Kali Linux environment.

2. Implementation of brute force attack using Python.

3. Implementation of dictionary attack using Python.

4. Analysis and documentation of the results obtained from the attacks.
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itertools
string

password
user, correct_password
length (3] th + 1):
attempt itertools.product(chars,
attempt = ''.join(attempt)

attempt = correct_password:
(F

( . ) :
passwords = .read().splitlines()

20 brute_force_attack(passwords, max_length=17)
21
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(password_list, dictionary_file):

found_passwords = []

ven(dictionary_file, 'r') dictionary:

IJARSCT

International Journal of Advanced Research in Science, Communication and Technology

International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Volume 5, Issue 7, April 2025

*~Porute_force.py - Mousepsd

repeat=length):

Brute force attack's Python script

*~/dictionary_attack.py - Mousepad

common_passwords = dictionary.read().strip().splitlines()

password 1 password_list:
username, correct_password
correct_password 11 comn
found_passwords.append(f"L

found_passwords

) 'T7) fi
ead().strip().splitlines()
i
20 start_time = time.time()

21 cracked_pa: rds = dictionary_attack(passwords,
22 end_time = time.time()

cracked_passwor
password 1 cracked_passwords:
(password)

WORKFLOW ARCHITECTURE
The architecture of the project involves:

Input: List of target non-hashed passwords.

Dictionary attack’s Python Script

Processing: Brute force and dictionary attacks implemented in Python.
Output: Successfully cracked passwords and the time taken to crack them.
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TESTING
Testing Methodology: To evaluate the effectiveness of the proposed cracking methods, we conducted comprehensive
tests using both brute force and dictionary attacks on a variety of non-hashed passwords.

Simple Passwords:

Length: 4-6 characters Composition: Lowercase letters Examples: admin, 1234

Moderate Complexity Passwords: Length: 8-12 characters Composition: Lowercase letters Examples: adminl23,
password123

a

brute_force.py

T kali@kali: ~

File Actions Edit View Help

J dictionary_attack.py
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OUTPUT
BRUTE FORCE ATTACK

kali@kali: ~

Password: monk
Password: trust

Effective for Shorter Passwords: Up to 6 characters.
Time-Consuming for Longer Passwords: Exponential increase in combinations.
Successful Cracks: Simple passwords like admin, trust, hellol.

OBSERVATIONS:

1. Passwords longer than 6 characters took impractical time.

2. Demonstration used passwords of 4-5 characters for manageability.
3. Successfully cracked all 5 passwords of 5 users

(less than 6 characters).

dictionary_attack.py
rd i

on time: @ seconds

Output 1

*~[passwords.txt - Mousepad

File Edit Search View Document Help
DEREBEx ¢ B0 QKN
1 user:admini23
2 user2:password123|

dictionary_attack.py
User: user2, Password: passwordl23
Total execution time: 0.00 seconds

Output 2

Output
Efficient for Common Passwords: Included in the dictionary.
Limited by Dictionary Thoroughness:Successful cracks: 123456, admin123, password123.
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Observations:

1. Success depends on the comprehensiveness of the dictionary file.

2. Not dependent on password length, but on the presence in the dictionary.

3. Cracked only one longer password (password123) due to its inclusion in the dictionary file.
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II. CONCLUSION
This project successfully demonstrated the vulnerabilities of non-hashed passwords to both brute force and
dictionary attacks.
Brute force attacks, while guaranteed, are time-consuming for complex passwords. Dictionary attacks are
faster but rely on the quality of the wordlist used.
These findings highlight the critical need for implementing strong hashing mechanisms and using complex,
unique passwords to enhance security.
Future work should focus on exploring more sophisticated attack methods and developing better defense
strategies to improve password security.
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