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Abstract: The integration of cloud computing in web development has significantly enhanced performance
and scalability. However, this advancement introduces critical security challenges that need to be
addressed for robust and secure applications. This review examines the current state of cloud-based web
development, focusing on strategies for optimizing performance and scalability. It also delves into prevalent
security issues, such as data breaches and unauthorized access, proposing effective solutions to mitigate
risks. By balancing performance optimization with stringent security measures. In Summary, as cloud
computing offers scalable solutions for web development, it also represents challenges in security and
optimization. Addressing these issues requires a multifaceted approach, including the implementation of
advanced security measures and the continuous evolution of cloud infrastructure to support emerging
technologies.
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I. INTRODUCTION
Cloud computing is a new way of thinking about computers that aims to offer services like computing, software, data
access, and storage without the end user having to know where the system is located or how it is set up[1]. Cloud
computing increases the capabilities of information technology by adding new features and boosting capacity on the fly,
without having to buy expensive hardware, license software, or train new employees. One of the many benefits of cloud
computing is that it lets you access storage and computing tools more easily and whenever you need to.
Businesses and clients can use resources to build and manage their own computer networks when they use cloud
computing to develop Web insights. Cloud computing has a lot of great benefits for both individuals and businesses
[2]. IT skills can be raised without having to spend a lot of money on new data centers if cloud services are used.
This technology helps companies use computers a lot more efficiently by putting processing, storage, memory, and
bandwidth in one place.
One of the biggest worries about cloud computing is keeping data safe and private. The cloud service providers are
responsible for keeping information safe from different types of malware. To do this, they have different rules and
features [3]. Sharing data between different businesses is one of the best things about cloud computing. However, this
benefit also comes with a risk: other users could misuse the data. The protection of data storage facilities might need to
be the top concern.

II. SCALABLE WEB DEVELOPMENT & CLOUD COMPUTING
The problem of scalability in the Web and other distributed systems is complicated. Dynamic Web applications can
personalise content and update data across multiple databases [4]. The system's behaviour needs to be looked at again
after changes are made. To provide excellent cloud services at the lowest possible costs for building web services, while
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also guaranteeing quick responses to requests and system security[5][6]. The key feature of cloud computing, called
scalability, helps solve this problem by giving users the freedom to be flexible and maximise their productivity.

e  The characteristics of the system change when a bottleneck is removed, and a new bottleneck may appear and
put new limits on the system's ability to grow. With these features and the often-private nature of the data they
hold, it becomes harder to make a scalable service for dynamically generated Web content that works well.

e Cloud computing is quickly becoming an important part of daily life, and more and more Internet users like it.
A pay-per-use approach means that people who use cloud services for web development only pay for the
resources they use. To find the best balance between speed and cost, cloud computing's architecture, which is
made up of many different parts, needs to be very precise.

e A lot of the work that needs to be done to manage data for most advanced Web apps is done by the database
server(s). In fact, the database servers often become the most overloaded they can handle. Therefore, a good
scale service like cloud can let the home organisation handle at least some of the database work [7].

e Cloud computing lets users easily access a big pool of virtualised resources that can be set up at any time to
meet their changing needs. In order to begin, it is helpful to define "scale" and demonstrate how three cloud
services can be used to adjust the size of the cloud.

e Applications in the cloud should be able to ask for not only virtual servers in different parts of the network, but
also network pipes to provide bandwidth and other network resources that can join them in network as a
service (NaaS)[8]. Clouds that provide basic virtual hardware facilities like networks and virtual machines.

e There are several ways to set up automatic scalability at the program level. The next few paragraphs talk
about important study, starting with grid and web services and ending with Cloud Computing.

III. EVOLUTION OF CLOUD TECHNOLOGY
Amazon made Amazon Web Services in 2002. Services like computing and storage were offered by it. Beginning in
2009, Apple, Google, Microsoft, HP, and Oracle were some of the first big companies to offer cloud computing. IT
firms need to use cloud computing to stay in business [9][10].

A. Components of Cloud Computing:

The most important parts of cloud computing are:

Client Computers: Customers can talk to the cloud through the client computers. To get to web and cloud services,
people use this way [11].

s

Client Computers

Distributed Servers

Figure 1: Components of Cloud Infrastructure
o Distributed Servers: The computers are spread out, but they look like they can work together.
e Data Centres: The grouping of computers is called a data centre. These include places far away that are
managed by the cloud service provider
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B. Service Models in Cloud Computing
Cloud computing also includes service models that describe how to use cloud services based on what the user needs in

order for cloud-based services to work properly [12].

Cloud
services

Infrastructure & Network
Architects

Figure 2: Cloud Services Model

e Software as a Service (SaaS): Software as a service on the Internet Apps as a service are part of [11].  The
person doesn't have to put the software on his computer because he can watch it online [12].

e Platform as a Service (PaaS): Platform as a service, or PaaS, lets people use a place to build apps. After that,
these people can add their own code and software to the platform [13]. The user can make as many apps as
they want that can run on the provider's system. Product as a service providers give you an operating system
and an application server that are already put together so you can handle your apps. Like J2EE, Ruby, LAMP
(Linux, Apache, MySQL, and PHP), and many more.

e Infrastructure as a Service (IaaS): Among the computer tools that IaaS provides are on-demand storage,
network, operating system, hardware, and storage devices [14]. Accessing laaS services requires being online.
Individuals can set up virtual machines with an IaaS login, for instance.

IV. SERVERLESS COMPUTING

N
Serverless
Computing

Figure 3: Serverless Computing
The edge—cloud continuum is a spread-out network of different types of computers, from small handheld devices to
massive server gear. For managing, scaling, and deploying applications, new application paradigms like edge
intelligence (EI), more complicated needs, and a variety of infrastructures create new challenges [12]. Different types
of environments are not built to work with the cloud-based platforms that are available now. Serverless edge
computing says it can save money and make better use of resources by taking infrastructure and application control
(scaling) off the users' plates.
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A. Architecture of Serverless Computing:

The web client shouldn't be used as the input for the application server. Instead, you should make a single-page web
app that runs in the browser and handles the app's code. In order to do this, all you need is a simple static web server.
During interactions, only the transfer of program information takes place [13]. An app shell works like a browser. There
will be no more middle layers in the current design of web applications because of this. This will let the browser
connect directly to the services it needs. People using web apps can get the information or services they need by
connecting to a website or the cloud [14]. If a user wants to access certain services, the API gateway lets them get
authorisation and then get those services from an external remote database server using an external AP

A lot of frameworks and tools are available to help with the creation and deployment of serverless apps. Frameworks
like AWS SAM and the Serverless Framework make it easier to launch serverless apps across various environments by
providing features like automated deployments, local testing, and configuration as code [15, 16].
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Figure 4: Architecture of Serverless Computing

B. Workflow Composition

Working with workflow composition lets programmers make complicated apps with many features. AWS Step
Functions has a user interface (UI) that lets writers drag and drop functions and connect inputs and outputs. This is how
flow composition is done. A UI can lower the barrier to entry by providing an easy-to-use option. Developers can also
write tasks in code, which is called the API.

Application State and Data Management:
Design-time tools are used to help writers write stateful functions or connect to external storage as part of the
management of program state and data [13].

Al Support:
There are three stages to test Al support.
e  Making it clear that programming languages that have Al tools built in (like Python) will be supported[14].
e During the evaluation, Al tasks were taken into account.
e Accepting Al apps as fully human. For instance, the programming model creates specific abstractions that are
suitable for Al apps.
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Performance Optimization and Resource Allocation

Figure 5: Parameters of Serverless Computing
There are different serverless platforms that are built to work best with a certain type of function execution[15]. These
goals can be anything from low delay to saving money or making the best use of resources [16]. We come up with a
three-level development system that ranks the optimisation goal by how relevant it is to platform customers:
There is a goal to save resources, like the number of function instances, when M1 is present. Clients usually only pay
for the time a job takes to finish, not for the tools that are used.
According to M2, the network is where the improvement is happening. Dispersed function instances, for example, can
lead to slowdowns and expensive cross-region network traffic.
M3 means that the platform can run serverless tasks in the edge-to-cloud range in the fastest or cheapest way possible.
Optimisation is the process of picking the best option from a group of options based on certain factors. There are two
types of people who use the cloud: cloud service providers and cloud consumers.
Cloud service companies rent out their resources to cloud consumers, who then put in requests for those resources to be
made available.
Each of them has their own reasons for joining the cloud. Although consumers care about how well their apps work,
providers are more interested in making the best use of their resources.

C. Functionalities of Serverless Computing

e Speed of Deployment: Serverless computing cuts down on the time needed to launch apps by a large amount.
Developers can focus on code when they don't have to worry about server infrastructure, which speeds up
iteration cycles [17]. Case studies, especially ones from start-ups and flexible businesses, show how
deployments can be done in days or hours instead of weeks.

e  Maintenance and Scalability: Software programs can handle changing loads without any help from a person
because serverless designs automatically scale [18][19]. This makes it easier for development teams to focus
on new features and changes by freeing up resources that would have been used for maintenance. But relying
on cloud providers for scaling can make tracking and optimisation more difficult.

e Developer Productivity: Developers are happier and more productive because they don't have to handle
servers as much and can deploy code more often, according to surveys and community articles [20]. Although
some say it's hard to fix and test serverless apps, this shows that better tools and methods are needed.

V.SECURITY CONCERNS IN CLOUD-BASED WEB APPLICATIONS
Data security and privacy concerns may make users hesitant to put their information in the cloud [21]. We are working
on some safety problems that might affect the cloud platform's ability to be used by people from different fields.

A. Vulnerability in API Security

In cloud computing, APIs are essential connectors. It enables the smooth integration of cloud services with enterprise
software while preserving accessibility, scalability, and security. APIs are crucial for removing interruptions,
increasing performance, and enabling a range of API types for effective management in multi-cloud systems as well
[22][23]. Because so few ClOlllld services are publicly available, the APIs' many helpfu Featiues for protecting cloud
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services will be of no use. Therefore, there is a chance that unauthorised parties could access cloud services that are
publicly available. As a result, there is a greater chance of being hacked.

B. Unintended Data Exposure

One of the main reasons cloud data is hacked is that object storage buckets and data stores don't let the right people in
[24]. This means that people or organisations that aren't supposed to be able to see private data stored in object storage
buckets can. This could allow unauthorised people to see, change, or delete private info. Also, private information
could be shared with the public or people who aren't supposed to see it.

C. Code Injection Threat

Software as a service (SaaS) is mostly hurt by a virtual attack that uses computer SQL injection without permission.
As a result of the poorly constructed app, this threat is most harmful to SaaS [25]. Unreliable interfaces are used to
finish the illegal SQL processing of a message [26].

D. DoS Attack

The server makes too many contacts, which fills the host's buffer memory with unnecessary and duplicate data [27].
Server can't make any links after the file is full. It is mostly the IaaS and PaaS levels that are being attacked. Users
trying to reach the affected services or resources lose their connection as a result [28]. Additionally, this hack could
cause apps, websites, and even whole systems to go offline [29].

E. Data Crash

Data exposure can happen for many reasons, such as changing or deleting data without making a backup. Putting data
in the cloud is the same as putting it on a sketchy medium. A lost key could also lead to a data crash. Also, data
backup is necessary in case of tragedies, whether they are planned or unplanned. The Content Security Policy needs to
make regular backups of the data to make sure it is always available [30][31]. To avert suspicious attacks like
tampering and unauthorized access, backup data should actually adhere to Security Guidelines

VI. ADDRESSING SECURITY ISSUES IN CLOUD COMPUTING
Numerous steps should be taken to boost API security in cloud computing:
A. Robust API Authentication Model
Cloud service providers should use APIs with a strong verified security model to keep private data safer and reduce the
chance of hackers getting in and stealing data.

B. Secure Data Transmission

Encrypting data before sending it is highly recommended because it is one of the most important ways to make sure that
data is safe and secure while it is being sent. Encryption protects against unauthorised access by making sure that
people who don't have the decoding key can't read the sent data. This makes data breaches much less likely.

C. Secure Key Handling
The process's keys should not be used again; instead, they should be kept somewhere safe. By keeping keys from being
stolen or used more than once, this makes cryptographic processes safer and boosts the security posture.

D. Confidentiality
Realised using cryptography methods such as public or private key encryption. People who have the right decryption
key can only view the data that is stored and sent in encrypted form.
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E. API Dependency Chain
The API connection chain must be fully understood. Finding possible weak spots in their systems can help
organisations better understand risks and make their systems more resilient [32] [33].

VIL. LITERATURE REVIEW
The paper describes about how cloud computing has changed how websites are made. Lots of people are interested in
Serverless Computing at the Edge since it makes good use of tools. We look at hybrid and multi-cloud use cases and
show how our Federated Cloud Services Framework (middleware) can be used. This framework is based on OpenStack,
an open source cloud, and uses tools that come with OpenStack [34].
This research looks at how Cloud computing is used and what effects it has. It also talks about a way to offer computing
power on demand using pay-per-use business models. The cloud's main benefits are virtualisation and the ability to
grow or shrink on demand. In this case, software, platforms, and hardware are usually offered as a service. The main
features of this type of service are multitenancy, resource pooling, on-demand usage, elasticity, wide network access,
and resilience. A cloud is made up of three main layers: IaaS, PaaS, and SaaS. Focussing on how combining cloud
computing and machine learning makes maintenance predictions more accurate and time-effective in industry settings,
the study looks at how this works. Prediction accuracy, operational efficiency, cost savings, and less equipment
downtime are some of the most important measures that are looked at. The study shows that prediction accuracy has
gone up a lot, from 65% to 88%. This is because cloud-enhanced machine learning can process and analyse data more
efficiently[35].
This study looks into new ways to manage resources in cloud computing, with a focus on making things run more
smoothly by using load balance and dynamic predictive resource allocation. In cloud computing, methods like
predictive resource allocation and load balancing are used to improve performance. A lot of people want to look into
and create new algorithms in this area to move technology forward and make progress in cloud computing apps that use
resource allocation. The study looks at how cloud-based load-balancing services help spread new traffic more evenly,
avoid bottlenecks, and make it easier to deal with problems. We test how well these strategies work by running real-
world experiments on Microsoft Azure. This shows how they can improve resource utilisation and cloud computing
speed in general[36].
This paper introduces a new Dynamic Adaptive Resource Scaling Model made for serverless computing settings. It
meets the need for resource management that is both efficient and cost-effective. Form as a Service (FaaS), which is
another name for serverless computing, is a big change in the cloud. It focusses on code-centric development and
smooth, automatic infrastructure management. Key performance indicators show that resources are being used up to
30% better and management costs are going down by 25%. Because the model can handle different types of work, it is
a strong choice for current cloud architectures. Some ideas for future study are to use more advanced machine learning
methods and make the model work on more cloud platforms[37].
This paper is mainly about the safety issues with cloud computing and how to make it safer and more private. Cloud
protection is being used by more and more businesses these days. One way to look at cloud security is in terms of four
groups: identity and access management (IAM), availability, governance, and responsibility. We talk about the goals
and techniques of cloud security design, such as Advanced Encryption Techniques; Unified Visibility for private,
mixed, and public clouds; Enhanced Identity and Access Management; and Virtual firewalls. This is done to show how
all the jobs in the industry might be connected. A lot of people are having this problem because more and more
businesses are using cloud computing. Because of this, using any device to send and receive data from cloud services
increases security and privacy risks, such as the chance of data being changed, lost, or stolen. One of the biggest
problems that could happen is spies getting in without permission [38].
The primary ideas in cloud and edge security are data collection and processing. Numerous cloud and edge computing
security frameworks have been developed and explored. We address the many issues and fixes for said frameworks in
our article. Additionally, we examine the security encryption techniques, data confidentiality management, and data
packetization of the old and new security frameworks[39].
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VIII. CONCLUSION AND FUTURE WORK
In conclusion, optimization has been greatly improved by the use of cloud computing into web development.
Developers may manage consistent user experiences even during periods of large traffic surges by utilising cloud
services to dynamically allocate resources to address fluctuating loads.
The functions of cloud computing, its service models, data distribution in a cloud infrastructure, and integrating web-
based applications with cloud services are the main topics of this article. The concept of serverless computing has
developed, enabling developers to use cloud platforms to carry out backend server-defined tasks. In addition to
improving user experience and lowering latency, serverless computing also lessens the strain on distant data servers and
improves optimisation.
In order to fully utilize cloud services for web applications, a number of security issues must be addressed in addition to
the advantages. Future research in this area will focus on enhancing cloud-based service security and offering a more
secure and approved cloud service. Additionally, cloud platforms can become more optimised, safe, and customised
through the integration of Al and deep learning with cloud services. More users will be able to access cloud services
for their individual tasks as these services grow.

REFERENCES
[1] M. Mushtaq, U. Akram, I. Khan, S. Khan, A. Shahzad, and A. Ulah, “Cloud Computing Environment and Security
Challenges: A Review,” Int. J. Adv. Comput. Sci. Appl., vol. 8, pp. 183-195, 2017, doi:
10.14569/1JACSA.2017.081025.
[2] E. Kareem, “Building Web Application Using Cloud Computing,” vol. 1, pp. 1-5, 2016.
[3] R. Narendra, S. Tadapaneni, and M. Sabri, “CLOUD COMPUTING SECURITY CHALLENGES,” SSRN Electron.
J., vol. 7, pp. 1-6, 2020.
[4] G. DeCandia et al., “Dynamo: Amazon’s highly available key-value store,” in SOSP’07 - Proceedings of 21st ACM
SIGOPS Symposium on Operating Systems Principles, 2007.
[5] A. Oluwatolani, B. Afolabi, and P. Achimugu, “Development of a Scalable Architecture for Dynamic Web-Based
Applications,” Int. J. Inf. Commun. Technol. Res., vol. 2, pp. 304-311, 2012.
[6] Pillai V. Anomaly Detection for Innovators: Transforming Data into Breakthroughs. Libertatem Media Private
Limited; 2022 Apr 22.
[7] C. Plattner and G. Alonso, “Ganymed: Scalable replication for transactional web applications,” Lect. Notes Comput.
Sci. (including Subser. Lect. Notes Artif. Intell. Lect. Notes Bioinformatics), 2004, doi: 10.1007/978-3-540-30229-2 9.
[8] M. Mohammed and O. Batarfi, “Cloud Scalability Considerations,” Int. J. Comput. Sci. Eng. Surv., vol. 5, pp. 37—
47,2014, doi: 10.5121/ijeses.2014.5403.
[9] A. Gogineni, “Observability Driven Incident Management for Cloud-native Application Reliability,” Int. J. Innov.
Res. Eng. Multidiscip. Phys. Sci., vol. 9, no. 2, 2021.
[10] V. Pillai, “Integrating Al-Driven Techniques in Big Data Analytics: Enhancing Decision-Making in Financial
Markets,” Int. J. Eng. Comput. Sci., vol. 12, no. 7, 2023.
[11] M. S. S Shah, “Kubernetes in the Cloud: A Guide to Observability,” DZone, 2025.
[12] P. Srivastava and R. Khan, “A Review Paper on Cloud Computing,” Int. J. Adv. Res. Comput. Sci. Softw. Eng., vol.
,p- 17,2018, doi: 10.23956/ijarcsse.v8i6.711.
[13] S. Arora and S. R. Thota, “Automated Data Quality Assessment And Enhancement For Saas Based Data
Applications,” J. Emerg. Technol. Innov. Res., vol. 11, pp. 1207-1218, 2024, doi: 10.6084/m9.jetir.JETIR2406822.
[14] Abhishek Goyal, “Driving Continuous Improvement in Engineering Projects with AI-Enhanced Agile Testing and
Machine Learning,” Int. J. Adv. Res. Sci. Commun. Technol., pp. 1320-1331, Jul. 2023, doi: 10.48175/IJARSCT-
14000T.
[15] P. Raith and S. Nastic, “Serverless Edge Computing—Where We Are and What Lies Ahead,” IEEE Internet
Comput., vol. 27, pp. 50-64, 2023, doi: 10.1109/MIC.2023.3260939.

Copyright to IJARSCT
www.ijarsct.co.in

569




( IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal \

ISSN: 2581-9429 Volume 5, Issue 8, March 2025 Impact Factor: 7.67

[16] Vashudhar Sai Thokala, “Scalable Cloud Deployment and Automation for E-Commerce Platforms Using AWS,
Heroku, and Ruby on Rails,” Int. J. Adv. Res. Sci. Commun. Technol., vol. 3, no. 2, pp. 349-362, Oct. 2023, doi:
10.48175/1JARSCT-13555A.

[17] Srinivas Murri, “Data Security Environments Challenges and Solutions in Big Data,” vol. 12, no. 6, pp. 565-574,
2022.

[18] S. Duary, P. Choudhury, S. Mishra, V. Sharma, D. D. Rao, and A. Paul Aderemi, “Cybersecurity Threats
Detection in Intelligent Networks using Predictive Analytics Approaches,” 4th Int. Conf. Innov. Pract. Technol. Manag.
2024, ICIPTM 2024, p. 364, 2024, doi: 10.1109/ICIPTM59628.2024.10563348.

[19] A. Gogineni, “Multi-Cloud Deployment with Kubernetes: Challenges, Strategies, and Performance Optimization,”
Int. Sci. J. Eng. Manag., vol. 1, no. 02, 2022.

[20] V. Kolluri, “A Detailed Analysis of Al as a Double-Edged Sword: Al-Enhanced Cyber Threats Understanding and
Mitigation,” IJCRT, vol. 8, no. 7, pp. 2320-2882.

[21] M. Shah, P. Shah, and S. Patil, “Secure and Efficient Fraud Detection Using Federated Learning and Distributed
Search Databases,” in 2025 IEEE 4th International Conference on Al in Cybersecurity (ICAIC), IEEE, Feb. 2025, pp.
1-6. doi: 10.1109/ICAIC63015.2025.10849280.

[22] Suhag Pandya, “A Machine and Deep Learning Framework for Robust Health Insurance Fraud Detection and
Prevention,” Int. J. Adv. Res. Sci. Commun. Technol., pp. 1332—1342, Jul. 2023, doi: 10.48175/1IJARSCT-14000U.

[23] S. Chatterjee, “Risk Management in Advanced Persistent Threats (APTs) for Critical Infrastructure in the Utility
Industry,” 2021, doi: https://doi.org/10.36948/ijfmr.2021.v03104.34396.

[24] M. Gopalsamy and K. B. Dastageer, “The Role of Ethical Hacking and Al in Proactive Cyber Defense : Current
Approaches and Future Perspectives,” vol. 10, no. 2, 2025.

[25] M. S. Samarth Shah, “Deep Reinforcement Learning For Scalable Task Scheduling In Serverless Computing,” Int.
Res. J  Mod  Eng.  Technol  Sci., vol. 3, mno. 12, pp. 1845-1852, 2021, doi: DOI:
https://www.doi.org/10.56726/IRIMETS17782.

[26] S. Pandya, “Innovative blockchain solutions for enhanced security and verifiability of academic credentials,”
1JSRA, vol. 06, no. 01, pp. 347-357, 2022.

[27] D. Rao, “Systematic Analysis of threats, Machine Learning solutions and Challenges for Securing IoT
environment,” J. Cybersecurity Inf. Manag., vol. 14, no. 2, pp. 367-382, 2024.

[28] V. S. Thokala, “Improving Data Security and Privacy in Web Applications: A Study of Serverless Architecture,”
TIJER — Int. Res. J., vol. 11, no. 12, 2024, [Online]. Available: https://tijer.org/tijer/papers/TIJER2412011.pdf

[29] S. P. M Shah, “AI/ML Techniques for Real-Time Fraud Detection,” DZone, 2025.

[30] V. Kolluri, “A Pioneering Approach to Forensic Insights: Utilization Al For Cybersecurity Incident
Investigations,” IJRAR - Int. J. Res. Anal. Rev. (IJRAR), E-ISSN 2348-1269, pp. 2348-1269, 2016.

[31] S. Chatterjee, “Integrating Identity and Access Management for Critical Infrastructure: Ensuring Compliance and
Security in Utility Systems,” IJIRCT, vol. 8, no. 2, pp. 1-8, 2022, doi: https://doi.org/10.5281/zenodo.14540999.

[32] S. Sh, “Machine Learning for Cyber Threat Detection and Prevention in Critical Infrastructure,” no. March, 2025,
doi: 10.5281/zenodo.14955016.

[33] N. U. R. MOHAMAD, N. SAIDIN, and M. ZAIDI, “Data Security and Privacy Issues in Cloud Computing:
Challenges and Solutions Review,” 2023. doi: 10.36227/techrxiv.170327865.59737799/v1.

[34] J. Cho and Y. Kim, “A Design of Serverless Computing Service for Edge Clouds,” in 2021 International
Conference on Information and Communication Technology Convergence (ICTC), 2021, pp. 1889-1891. doi:
10.1109/ICTC52510.2021.9621162.

[35] R. Usharani, V. M. Sivagami, K. Saravanan, S. Pushparani, and K. S. Rekha, “Cloud-Enhanced Machine Learning
Models for Predictive Maintenance in Industrial 10T,” in 2024 International Conference on Trends in Quantum
Computing and Emerging Business Technologies, 2024, pp. 1-5. doi: 10.1109/TQCEBT59414.2024.10545129.

[36] M. Vachhani, Z. Patel, D. Garg, K. Patel, and M. Patel, “Enhancing Cloud Computing Efficiency: Dynamic and
Predictive Resource Allocation and Load Balancing Strategies,” in 2024 International Conference on IoT Based
Control Networks and Intelfia ﬁvs (ICICNIS), 2024, pp. 16-20. doi: 10.1109/ICI AHSEH 47.2024.10823380.
Copyright to IJARSCT DOI: 10.48175/IJARSCT-24576 % 570
www.ijarsct.co.in




) IJARSCT

Xx International Journal of Advanced Research in Science, Communication and Technology
IJA SCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 8, March 2025 Impact Factor: 7.67

[37] T. Biswas and P. Kumar, “Optimizing Resource Management in Serverless Computing: A Dynamic Adaptive
Scaling Approach,” in 2024 15th International Conference on Computing Communication and Networking
Technologies (ICCCNT), 2024, pp. 1-7. doi: 10.1109/ICCCNT61001.2024.10724128.

[38] S. B. Mallisetty, G. A. Tripuramallu, K. Kamada, P. Devineni, S. Kavitha, and A. V. P. Krishna, “A Review on
Cloud Security and Its Challenges,” in 2023 International Conference on Intelligent Data Communication Technologies
and Internet of Things (IDCIoT), 2023, pp. 798-804. doi: 10.1109/IDCI0T56793.2023.10053520.

[39] R. Kaur and J. Kaur, “Cloud computing security issues and its solution: A review,” in 2015 2nd International
Conference on Computing for Sustainable Global Development (INDIACom), 2015, pp. 1198-1200.

Copyright to IJARSCT
www.ijarsct.co.in

DOI: 10.48175/IJARSCT-24576 571




