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Abstract: This paper aims to design and develop a biometric-enabled electronic voting machine. The
proposed biometric electoral voting system allows the user to scan so that his or her credentials can be
compared to existing fingerprint images which are already stored in the system's database. Counting is
going on right away, making the voting process more efficient, faster, and safer. This system requires the
identification of the voter's Aadhaar card and the voter's thumb impression. Voter's complete data,
including all voter’s fingerprint images, is collected and stored in the database. While voting, the voter
gives their Aadhaar card details and puts their finger on the fingerprint scanner, the system looks for the
seal already provided in the database and then compares it to authenticate the voter's identity. If the data
matches, the system commands the voter to vote through the electronic voting machine. If the fingerprints
do not match, the voter is not allowed to vote. If any voter tries to vote again then an alert message gets
sent to the respective authorities and considered vote rigging
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L. INTRODUCTION

Election is the act of a party casting votes to elect an individual for some type of position. Election may involve a
public or private vote depending on the position. Most positions in the local, state, and federal governments are voted
on in some type of election. In paper-based elections, voters cast their votes by simply depositing their ballots in sealed
boxes distributed across the electoral circuits around a given country. When the election period ends, all these boxes are
opened and votes are counted manually in the presence of the certified officials. In this process, there can be errors in
the counting of votes, or in some cases, voters find ways to vote more than once. Sometimes votes are even
manipulated to distort the results of an election in favor of certain candidates. To avoid these shortcomings, the
government of India came up with a direct-recording electronic (DRE) voting system which is usually an Electronic
voting machine (EVM). These devices have been praised for their simple design, ease of use, and reliability. However,
it has been found that EVMs are not tamper-proof and are easily hacked. Moreover, these attacks, hardware, and
software, go without any detection but are quite simple to implement. This made us bring forth a system that is secure,
transparent, reliable as well as easy to use for the citizens. Biometric e-voting systems are not a phenomenon anymore
they are being actively used in countries like Ghana and Ireland and are spreading in many other developing nations. In
this project, we propose an idea to avoid fraudulence in the mechanism to make e-voting in India a reality. It improves
security performance and avoids forgery votes because naturally, one human fingerprint is different from another
human's.

Many methods have been developed to avoid fraud in voting systems, but we are not able to eradicate it. The objective
of this project is to improve the security performance of the voting machine and provide easy access to cast votes by
using fingerprint authentication. We use Arduino IDE software and an R307S fingerprint scanner to scan the fingerprint
of every individual. The scanned fingerprint is authenticated. If it matches, the individual is allowed to cast the vote.

II. LITERATURE REVIEW
Electronic voting systems that incorporate biometric authentication and Internet of Things technology greatly improve
security, effectiveness, and transparency. Studies show that by comparing voter identities to a
pre-registered database, fingerprint-based biometric verification effectively prevents voter
attempts. In addition to increasing accuracy, this method expedites the voting process.
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IoT integration makes it easier to transmit data in real time, monitor remotely, and distribute results effectively. Some
systems even safeguard data transfer by using cryptographic methods, such as the Diffie-Hellman approach. To improve
security and transparency, blockchain technology is also being investigated to offer a decentralized, unchangeable
ledger for voting.

Despite these developments, issues with scalability, voter privacy, and the requirement for strong authentication
procedures still exist. Researchers recommend ways to improve scalability, such as adding sharding techniques and
refining consensus algorithms. In summary, although biometric and Internet of Things-enabled electronic voting
systems exhibit considerable potential, further research is required to resolve the outstanding issues and secure broad
acceptance.

1II. HARDWARE COMPONENTS:
Arduino UNO
The Arduino Uno is a popular microcontroller board based on the ATmega328P, commonly used for prototyping and
educational projects. It features 14 digital input/output pins (6 of which can be used as PWM outputs), 6 analog inputs,
a 16 MHz ceramic resonator, a USB connection, a power jack, an ICSP header, and a reset button. The board is easy to
program using the Arduino IDE, which utilizes a simplified version of C/C++.

Fig. 1. Arduino UNO

Fingerprint Sensor

A fingerprint sensor is a biometric device that scans and identifies an individual's unique fingerprint pattern to
authenticate their identity. These sensors use advanced imaging techniques to capture the ridges and valleys of a
fingerprint, converting them into a digital template. There are different types of fingerprint sensors, including optical,
capacitive, ultrasonic, and thermal sensors. Optical sensors use light to capture an image, while capacitive sensors
detect electrical charge differences to map the fingerprint. Ultrasonic sensors use sound waves to create a detailed 3D
image, and thermal sensors capture heat patterns.

—
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Fig. 2. Fingerprint sensor

GSM Module:-

The GSM (Global System for Mobile Communications) module is a crucial component in modern wireless
communication systems, primarily used for mobile communication and data transfer. It operates on the GSM network,
allowing devices to send and receive SMS (Short Message Service), make voice calls, and access the internet. The
sqQmmunicate over the
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cellular network.
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Fig. 3. GSM module

SD Card Module

An SD card module is a hardware component designed to enable microcontrollers, development boards (such as
Arduino or Raspberry Pi), or other electronic systems to read from and write to Secure Digital (SD) memory cards. It
acts as an interface between the SD card and the microcontroller, making it easier to store and retrieve data. These
modules are equipped with a voltage level shifter that converts the 3.3V signals used by SD cards to the logic level
required by the microcontroller, which is often 5V in the case of Arduino boards. Most SD card modules communicate
using the Serial Peripheral Interface (SPI) protocol, which is widely supported by microcontrollers.

Fig. 4. SD card module

IV.METHODOLOGY
The proposed work seeks to develop a sophisticated electronic voting machine (EVM) that integrates biometric
fingerprint verification and GSM-based real-time fraud detection to significantly improve the security, transparency, and
reliability of the voting process. In contrast to traditional voting systems, which are prone to manipulation,
impersonation, and double voting, this system ensures that only eligible and authenticated voters can cast their ballots.
The integration of a fingerprint sensor serves as the first layer of security, where each voter’s identity is verified against
a pre-registered database. This biometric verification eliminates the risk of voter impersonation, ensuring that no
unregistered or unauthorized individual can participate in the voting process.
Once the voter is successfully authenticated, they are presented with a simple and user-friendly voting interface where
they can select their preferred candidate using a panel of buttons. To further increase transparency and trust, the chosen
vote is immediately displayed on an LCD screen, allowing the voter to confirm their selection before the vote is
finalized. This visual confirmation ensures voter satisfaction and prevents any confusion regarding the vote cast. The
system’s transparency in displaying the selected vote adds a crucial layer of accountability, reinforcing the integrity of
the election process.
A particularly innovative aspect of the proposed system is the incorporation of a GSM module, which adds a layer of
security. If a voter attempts to cast a vote more than once, the system will automatically detect this fraudulent activity
and immediately send a real-time alert to the relevant electoral authorities via the GSM netygaghis alert will include
key information such as the voter’s identity and the time of the second attempt, all Qyities to intervene
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quickly and prevent any fraudulent activity from affecting the election results. The real-time communication feature
ensures that any anomalies are addressed promptly, safeguarding the election’s integrity.
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Fig. 5. Flow Chart of work process.
Moreover, the system is designed to operate autonomously once initialized. This reduces the need for human
intervention during the voting process, minimizing the chances of tampering or human error. The EVM is also equipped
with tamper-resistant hardware and a backup power supply, ensuring uninterrupted operation and protection from
physical manipulation. By combining biometric verification, transparent voting, and real-time fraud detection, the
proposed EVM offers a secure, efficient, and trustworthy solution for conducting elections, ultimately enhancing voter
confidence and upholding the principles of a fair and democratic process.

V.RESULT

The project's comprehensive setup featuring a fingerprint sensor, GSM module, and LCD screen, all seamlessly
integrated with the Arduino UNO microcontroller is shown in Fig. 6. This configuration is designed to ensure secure
and efficient voter authentication. Specifically, the image (shown in Fig. 6) portrays a scenario where a voter's
biometric authentication, captured by the fingerprint sensor, is considered valid and successfully matches the data
stored within the system's database. Upon this successful match, the system strictly crosschecks the database against the
voter's fingerprint input, and only upon complete verification will the voter be granted authorization to proceed with the
voting process.
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Fig. 6. Overall hardware setup and successful authentication
The image shown in Fig. 7. illustrates a contrasting scenario where a voter's authentication attempt is unsuccessful.
Specifically, this portrays a situation where the system, upon processing the voter's fingerprint, discovers either that the
individual has already cast their vote or that the provided fingerprint does not correspond to any record within the
established database. Consequently, the system rejects the voter's attempt to participate in the election, denying them
the ability to submit a vote. Furthermore, in response to this failed authentication, the system automatically generates
and transmits an "alert message" to the designated authority, notifying them of the contradiction.

r Unauthorized
voter

d

Fig. 7. Fraud alert for unauthorized vote.

VI. CONCLUSION
The proposed Secure IoT-based Electronic Voting Machine (EVM) enhances the traditional voting process by
integrating biometric fingerprint verification and GSM-based real-time fraud detection. This system significantly
improves the security, transparency, and efficiency of elections, ensuring that only authenticated voters can participate.
By eliminating impersonation risks, preventing multiple voting attempts, and offering real-time alerts for fraudulent
activities, the system upholds the integrity of the electoral process. Its user-friendly interface and autonomous operation
enhance voter confidence and support a fair, democratic voting environment.
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