
IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

                               International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 4, Issue 1, September 2024 

Copyright to IJARSCT DOI: 10.48175/IJARSCT-19536   222 

www.ijarsct.co.in  

Impact Factor: 7.53 

Energy-Efficient and Secure Routing Protocols for 

WSN Architectures, Strategies, and Performance. 
M Fatima, S Krishnan, K Nayanam 

Department of Electrical and Electronics Engineering,  

Sunrise University, Alwar, Rajasthan, India 

mfat01@gmail.com, snan40@gmail.com, knayanam@gmail.com 

 

Abstract: Recent developments in low-power communication and signal processing technologies have 

led to the extensive implementation of wireless sensor networks (WSNs). In a WSN environment, cluster 

formation and cluster head (CH) selection consume significant energy. the widespread adoption of 

wireless sensor networks (WSN) has resulted in the growing integration of the internet of things (IoT). 

However, WSN encounters limitations related to energy and sensor node lifespan, making the 

development of an efficient routing protocol a critical concern. Cluster technology offers a promising 

solution to this challenge. This study introduces a novel cluster routing protocol for WSN. A novel 

energy-saving cluster routing model is designed, which can accurately reflect the real situation of 

WSN and significantly improve the network performance. In this model, the CH node is responsible for 

collecting aggregated cluster data, and the relay node (RN) is responsible for sharing data 

transmission tasks with the CH to balance the load, and transmits data to the BS through reasonable 

inter-cluster routing. In addition, this study considers key factors such as node location, node energy, 

base station distance, intra-cluster compactness, inter-cluster dispersion, and node directionality to 

construct different objective functions for selecting CH and RN and designing inter-cluster routing. 

 

Keywords: Wireless sensor networks (WSNs),Low-Energy Adaptive Clustering, Hierarchy (LEACH), 

Secure Positioning for Sensor Networks (SPIN) 

 

I. INTRODUCTION 

In these days, wireless sensor network emerging as a promising and interesting area. Wireless Sensor Networks 

(WSN's) are being used in surveillance, industrial monitoring, traffic monitoring, habitat monitoring, health care 

monitoring, air pollution monitoring, forest fire detection, land slide detection, water quality monitoring, natural 

disaster prevention, industrial monitoring, cropping monitoring, machine health monitoring and crowd counting etc. 

which calls for monitoring before taking an appropriate action. The WSN is built from a few to several hundreds or 

thousands of nodes, where each node is connected to one or sometimes several sensors. Each such sensor network node 

has typically several parts: a radio transceiver with an internal antenna or connection to an external antenna, a 

microcontroller, an electronic circuit for interfacing with the sensors and an energy source, usually a battery or an 

embedded form of energy harvesting. Wireless sensor networks (WSN) have acquired intensive popularity due to the 

wide range of applications in different fields. A recent emerging application is the Internet of Things (IoT), which 

allows the interconnection of different objects or devices through the world of the Internet . About 5 billion intelligent 

devices are already connected, and the number is increasing quickly worldwide.The number of people interacting can 

exceed the number of virtual devices that connect to them. As a result, significant traffic will be generated in which 

humans are the slightest contributor to this traffic.lenges in designing any sensor network. The nodes may be deployed 

over a hos tile location owing to the application that makes the battery recharging almost unman agreeable. Moreover, 

the nodes are expected to perform data acquisition for an indefi nite time to achieve the application requirements. 

Hence, many researchers are currently engaged in exploring various techniques to extend the network lifetime to 

achieve high quality of service by balancing the energy consumption over the network .The energy source consists of 

limited battery power, which is one of the major challenges in designing any sensor network .The nodes may be 

deployed over a hostile location owing to the application that makes the battery recharging almost unmanaged able . 
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Moreover, the nodes are expected to perform data acquisition for an indefinite time to achieve the application 

requirements. Hence, many researchers are currently en gaged in exploring various techniques to extend the network 

lifetime to achieve high quality of service by balancing the energy consumption over the network . Wireless sensor 

network can be categorized into two types: 

Unstructured WSN  and Structured WSN. In unstructured WSN, the nodes are densely deployed and also the nodes can 

be deployed in ad-hoc manner in the sensing area or region. In Structured WSN Sensor node developments of some or 

all nodes are replanted. The nodes placement is also planned. So, the maintenance of structured WSN is much easy as 

compare to Unstructured WSN. 

 

 

 

 

 

 

 

 

 

Figure 1. Clustered-based WSN. 

 
Figure 2. (a) ADV message. (b) REQ message.The clustered network helps the system to maintain a longer life 

term by scheduling a duty cycle between nodes in a cluster without affecting the normal functionalities of the 

network The CH sets a time division multiple access (TDMA) schedule for data transmission to prevent any 

collision of messages. The non-CH node sends its data to the respective CHs with the DSSS (Direct Sequence 

Spread Spectrum) communication, in which each cluster has its unique.  

 
Figure 3. Cluster architecture in wireless sensor networks 

 

 

 

 

 

 

 

 

 

 

 

                                                                     

 

 

Figure 4. Central focus of the study. 
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WSN ARCHITECTURE  

The design chart for the WSN architecture is shown Architecture of a WSN 

general engineering of a WSN, which is delegated single

usefulness of all segments utilized in this engineering. Standard sound and video sensors catch

pictures and recordings of low goals. Scalar sensors are another kind of sen

physical qualities, for example, temperature, moistness and weight, and report estimated qualities to their group hea

These are normally asset constrained gadgets as far as vitality utilization, memory stockpiling a

Sight and sound handling hubs act as bunch heads. These gadgets have relatively extensive computational assets and 

are appropriate for totalling sight and sound streams from singular sensor hubs. This should be possible by different

calculations actualized in it. Calculations are equipped for overseeing the stream of control (outlines every second) by 

including and disposing of casings. At last, it is fit for diminishing both the dimensionality and volume of information 

passed on to the submerged and capacity appliance. 

The chart portrayed above maps out the general

design, it is essential to think about the usefulness of all

 

ENERGY EFFICIENCY IN SENSOR NETWORKS

The sensor network energy efficiency is always a point of discussion in the research area of WSN. The underlying 

concepts discuss the type of hardware used to develop the sensor node

optimize the energy usage of the network. Software part plays a key role in building a better network. All the defined 

protocols will be developed at Network Layer level which describes how a node should beha

be sent. All the layers of the TCP/IP model is

1.1 PHYSICAL LAYER  

The sensor, which is often a straightforward indication, is introduced in the first layer. Information is handled 

responsibly after sign moulding and digitisation. In this layer, the sensor makes information from its m

ordinal behaviour available. In order to reduce the amount of data from all nodes, the information that is exposed needs 

to be strengthened and closely monitored. Each of th

circuit that uses up an astonishing amount of endurance. Layers in a network are important for maintaining balance, 

transmitting data, and implementing strategies. A novel method for recognisi

presented in this work.  

1.2 MEDIUM ACCESS CONTROL (MAC) LAYER

 In order to efficiently utilise the continuity

number of non-functional elements of the network, such as eternal quality, energy productivity, high through

low get to postpone. The energy-saving MAC techniques accessible at WSNs, such as obligation, parcel booking, 

variable transmission range, and flexible transmission duration,

crash, catching, bundle control. 

IJARSCT  ISSN (Online) 2581

   

nced Research in Science, Communication and Technology

Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Volume 4, Issue 1, September 2024 

DOI: 10.48175/IJARSCT-19536   

  

ecture is shown Architecture of a WSN  The chart portrayed above maps out the 

general engineering of a WSN, which is delegated single-level and multi-level design, it is essential to think about the 

usefulness of all segments utilized in this engineering. Standard sound and video sensors catch sound, still or moving 

pictures and recordings of low goals. Scalar sensors are another kind of sensors that sense scalar information and 

physical qualities, for example, temperature, moistness and weight, and report estimated qualities to their group hea

These are normally asset constrained gadgets as far as vitality utilization, memory stockpiling and preparing abilities. 

Sight and sound handling hubs act as bunch heads. These gadgets have relatively extensive computational assets and 

or totalling sight and sound streams from singular sensor hubs. This should be possible by different

calculations actualized in it. Calculations are equipped for overseeing the stream of control (outlines every second) by 

. At last, it is fit for diminishing both the dimensionality and volume of information 

the submerged and capacity appliance.  

Fig. 5 Architecture of a WSN [1] 

general engineering of a WSN, which is delegated single-level

usefulness of all segments utilized in this engineering.  

ENERGY EFFICIENCY IN SENSOR NETWORKS 

The sensor network energy efficiency is always a point of discussion in the research area of WSN. The underlying 

concepts discuss the type of hardware used to develop the sensor nodes. Efficient hardware is not just sufficient to 

of the network. Software part plays a key role in building a better network. All the defined 

protocols will be developed at Network Layer level which describes how a node should behave when it has a packet to 

be sent. All the layers of the TCP/IP model is discussed below. 

The sensor, which is often a straightforward indication, is introduced in the first layer. Information is handled 

and digitisation. In this layer, the sensor makes information from its m

ordinal behaviour available. In order to reduce the amount of data from all nodes, the information that is exposed needs 

to be strengthened and closely monitored. Each of the many measures in this case has an electronic component in the 

hat uses up an astonishing amount of endurance. Layers in a network are important for maintaining balance, 

transmitting data, and implementing strategies. A novel method for recognising various network layer properties is 

M ACCESS CONTROL (MAC) LAYER 

In order to efficiently utilise the continuity-restricted resources of sensor nodes, the MAC layer must first align a 

f the network, such as eternal quality, energy productivity, high through

saving MAC techniques accessible at WSNs, such as obligation, parcel booking, 

variable transmission range, and flexible transmission duration, can be used in medium access layer operations such as 

ISSN (Online) 2581-9429 

  

Technology (IJARSCT) 

Reviewed, Refereed, Multidisciplinary Online Journal 

 224 

The chart portrayed above maps out the 

level design, it is essential to think about the 

sound, still or moving 

sors that sense scalar information and 
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Sight and sound handling hubs act as bunch heads. These gadgets have relatively extensive computational assets and 

or totalling sight and sound streams from singular sensor hubs. This should be possible by different 

calculations actualized in it. Calculations are equipped for overseeing the stream of control (outlines every second) by 

. At last, it is fit for diminishing both the dimensionality and volume of information 
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1.3 NETWORK LAYER 

The protocols or techniques developed for the network layer are crucial, especially for the quality of service in 

WMSNs, for the reasons given below. handling the information transmission between the application layer and MAC 

layer, which has a substantial impact on communication performance, and making sure data transmission lines are 

reliable and energy-efficient from start to finish. Reliability of methodologies and timely assurance are the two key 

tactics for improving quality of service for mobility management at the network layer. 

1.4 TRANSPORT LAYER  

Transport layer approaches are primarily made to offer dependable end-to-end data (packet) transit and congestion 

control for conventional wired and wireless networks. Due to the close proximity to the sensor nodes, which 

occasionally results in sensors meandering without transmitting any data and turning on only in response to an event, 

these problems are not essential for WSNs. Ensuring end-to 

end event transfer makes more sense and would work better in the majority of WMSNs than end to-end packet transfer. 

Application Layer 

Various Protocols for Different Applications 

Transport Layer 

Reliable Data Delivery 

Network Layer 

Routing of Data from Transport Layer 

Data Link Layer 

Data Multiplexing, Error Control, Medium Access 

Physical Layer 

Signal Transmission and Reception 

Figure 6. Protocol stack for WSN[2]. 

Physical Layer:- To receive and transfer data collected from the hardware, the physical layer must meet the needs of 

the receiving and transmitting device. The layer is responsible for generating and selecting the carrier frequency, 

signal detection, modulation and signal encryption, and signal reception. Due to the radio channel’s usage for 

transmission and reception of data, the amount of energy consumed is significant. The channel can be oper- ated in 

three distinct modes: Idle, Active, and Sleep. Consequently, the energy consumed can be minimized by shutting 

off the radio when the channel is idle. 

Data link Layer:- This layer is responsible for preventing neighboring signals from interfering with each other in 

a noisy environment. This layer should have the appropriate access, error control, multiplexing, and error detection and 

correction. TDMA-based proto- cols have been extensively used to avoid collisions of packets. However, Halkes et 

al. reported that their deployment in multi-hop ad-hoc networks is very complex. Another method for efficient 

energy management is to reduce the time between transmission of a frame and idle listening. 

Network Layer:- Several approaches, including topology control and routing schemes, have been adopted in this 

layer, increasing network lifetime. Selecting a suitable topology that could provide a well-connected network is 

often a difficult task. Routing plays a major role in lifetime enhancement by selecting the most energy-efficient path 

from sensing nodes to the base station (BS) . Routing techniques can be categorized as location-based, data-centric, 

hierarchical, mobility-based, and quality of service (QoS)-based. However, hierarchical clustering routing 

algorithms have proved to be effective in enhancing lifetime and reducing power consumption by determining the 

optimal route. 

Transport Layer:- Traffic flow regulation is provided by the transport layer, which distributes network traffic to 

the distant end. Additionally, traffic is provided with reliability measures. It is divided into sequential segments to 
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forward upper layer application data, which are then reassembled into data packages.

perform flow control, congestion control, and er

Application Layer: The application layer serves as a connection point between users and

dedicated to electronic mail, file transfers, virtual terminals.Clustering Strategies in WSN

Because battery power is limited, proper clustering is essential for significantly ex

span. To perform clustering, there are many

classified as shown in Figure 

Deterministic: Here, the CHs are set at fixed positions in the network .

their neighbours, and the node that first receives the maximum number of these messages is elected as CHs and initiates 

the cluster formation phase. The important attributes of these c

node degree (number of neighbouring nodes).

Adaptive: Instead of random CH selection, adaptive clustering schemes are based on the selection of CH considering 

particular parameters, such as remnant ener

distance to BS. Specific combinations of these parameters form the objective function for CH selection that can adapt to 

the rapid variations in the network. Adaptive schemes can be f

organized) based on who has the power to initiate the CH selection process. Again, considering the parameters for the 

role of a sensor node, the probabilistic scheme can be classified as resource ada

Hybrid: This clustering strategy considers combine

efficiency. 

Figure 7

 

Energy model 

The sensor node’s components, including the

depicted in Here describes how energy consumption is taken into consideration in this paper:

consumed for data transmission and reception is included in the 

nodes in the network have data fusion capabilities,

thereby reducing the energy consumption of transmission within the network.

the energy consumption of data aggregation. The descriptions of key

consumption in the network is as follows: 

 ETOTAL = ETX + ERX + EDA (1)
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data, which are then reassembled into data packages. The transport layer can 

perform flow control, congestion control, and error checking at a higher level. 

Application Layer: The application layer serves as a connection point between users and the

, file transfers, virtual terminals.Clustering Strategies in WSN 

per clustering is essential for significantly ex- tending

many methods to choose from The clustering strategies

xed positions in the network . The sensors broadcast a HELLO message to 

, and the node that first receives the maximum number of these messages is elected as CHs and initiates 

the cluster formation phase. The important attributes of these clustering schemes are node identity numbers (IDs) and 

nodes). 

Adaptive: Instead of random CH selection, adaptive clustering schemes are based on the selection of CH considering 

particular parameters, such as remnant energy, the distance between nodes, energy dissipated in the 

. Specific combinations of these parameters form the objective function for CH selection that can adapt to 

the rapid variations in the network. Adaptive schemes can be further categorized as BS-assisted or probabilistic (self

organized) based on who has the power to initiate the CH selection process. Again, considering the parameters for the 

role of a sensor node, the probabilistic scheme can be classified as resource adaptive and fixed parameters.

Hybrid: This clustering strategy considers combined clustering metrics with other architectures to increase energy 

Figure 7. Taxonomy of clustering strategies 

the microcontroller unit, communication unit, and power management

Here describes how energy consumption is taken into consideration in this paper:

consumed for data transmission and reception is included in the communication link’s energy consumption.

capabilities, the amount of data that the CH needs to transmit is greatly reduced, 

thereby reducing the energy consumption of transmission within the network. However, it is still necessary to consider 

the energy consumption of data aggregation. The descriptions of key parameters are listed in Table

(1) 
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The transport layer can 

the network services 

tending the network’s life 

strategies in WSN can be 

The sensors broadcast a HELLO message to 

, and the node that first receives the maximum number of these messages is elected as CHs and initiates 

ntity numbers (IDs) and 

Adaptive: Instead of random CH selection, adaptive clustering schemes are based on the selection of CH considering 

, energy dissipated in the last round, and 

. Specific combinations of these parameters form the objective function for CH selection that can adapt to 

ted or probabilistic (self-

organized) based on who has the power to initiate the CH selection process. Again, considering the parameters for the 

ptive and fixed parameters. 

architectures to increase energy 

management unit, are 

Here describes how energy consumption is taken into consideration in this paper: Both the energy 

consumption. Since the 

to transmit is greatly reduced, 

is still necessary to consider 

Table 1. The total energy 
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In Eq. (1), ETX is the energy consumption of transmitting data, ERX is the energy consumption of receiving data, and EDA 

is the energy consumption of data fusion. Assuming that the transmission distance is d and the packet length is l ,the 

calculation methods of transmitting energy consumption, receiving energy consumption, and aggregation energy 

consumption are as follows: 

 
In Eq. (2), δelec represents the energy dissipated by the transmitter or receiver to process each bit of data, εfs and εmp are 

the power amplification parameters of free space transmission and multipath fading transmission, respectively. εda is the 

data aggregation parameter, and d0 is the distance threshold. If the transmission distance is less than d0, the data is 

transmitted according to the free space model; otherwise, the multipath model is used to transmit data. 

 The calculation method of d0 is: 

 
Objective function;- 

Assuming that the probability of CH is p, the WSN should be divided into K different clusters, where K = Nalive × p, 

Nalive is the number of surviving nodes in the network. As mentioned above, each cluster includes. 

 

Overview: 

WSN is a bridge element that combines the digital virtual world with the real world. A WSN is formed by collecting 

many sensors called nodes, which have limited computing, sensing, and communication functionaries. The sensor   

nodes are implemented in a geographical area for monitoring physical phenomena such as humidity, temperature, and 

vibrations. The nodes are small devices with essential components, such as the detection, processing, and 

communication of subsystems and a power supply unit, as shown in Figure 8 

Figure 8. Sensor node structure. 

Categorization of Routing Protocols for WSN 

Data is efficiently transferred around WSNs between the spatially distributed nodes and sink nodes intermittently. Due 

to its unrealizable link with a computer, the sorting of the nodes in WSN cannot satisfy the need for all applications 

with a single routing protocol. Many routing protocols have been studied, according to the features of grouped 

applications. These protocols will typically be categorized for five classes,flood routing protocol, hierarchical and data-

centred routing protocol, location-based routing protocol and the routing protocol based on QoS as shown in figure 9.  
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Figure 9. Conceptual

 

This section presents an overview of the state

overview composed of discussion about the assumptions, methodologies, and 

Based on this section, we will present taxonomy and comparison in the following sections.

 

Light weight Secure-Low-Energy Adaptive Clustering Hierarchy (LS

Alshowkan have proposed a Lightweight Secure

they firstly discourage the attacker to join the wireless sensor network using lightweight and energy

authentication function in which the cluster h

they described the threshold for the typical node

the strange activities happened between nodes. Thirdly, th

(TDMA) in the LEACH so that every node can only send data to the cluster head. They also described the mechanism 

to use LS-LEACH in WSNs by election, connection, and transmission in which diff

assume that every node has two secret keys. One key is shared among all nodes, and it is also shared with the base 

station. When the node becomes a cluster head, then the private key will be shared with the base station. On th

hand, the group key is used to join clusters. They also assume that the number of cluster heads should not be more than 

5% of total nodes. At the start of each subsequent cycle after network deployment, cluster head will be elected. They 

describe that wireless sensor network is facing lots of 

consumption and storage. There is another challenge that the uniqueness of the broadcast medium makes the wireless 

sensor networks at risk to a number of attacks. An attacker can join the wireless sens

broadcast the data. They compared the performance of LS

the network and the amount of energy they consumed.

 

Taxonomy of Secure Routing Protocols 

We divided the secure routing protocols into two different categories one is a cluster base and second is none cluster 

based figure 1. In the cluster bases routing, a network is divided into sub structures we call it cluster, for t

coordination of sub-structure every node in 

nodes in the network. In none cluster base approaches there is no cluster in the network they use approaches other than 

this approach. Then we further subdivided these two catego

cryptography second is asymmetric key cryptography and third is hybrid. In symmetric key cryptography it encrypt the 

message using same key also use the same

encrypts the message using same key also use the same key for decryption of the message. In asymmetric key 

cryptography, two different keys are used. One is public key other is private 

symmetric cryptography approaches are used.

 

                                               Fig.1. Taxonomy
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Conceptual Classification of Routing Protocols in WSN[3] 

II. LITERATURE SURVEY 

This section presents an overview of the state-of-the-art secure routing protocols of wireless sensor networks. This 

overview composed of discussion about the assumptions, methodologies, and key approaches present in existing works. 

Based on this section, we will present taxonomy and comparison in the following sections. 

Energy Adaptive Clustering Hierarchy (LS-LEACH) Routing Protocol

have proposed a Lightweight Secure-Low-Energy Adaptive Clustering Hierarchy (LS-

they firstly discourage the attacker to join the wireless sensor network using lightweight and energy

authentication function in which the cluster head verifies the validity of nodes, which ask to join the cluster. Secondly, 

they described the threshold for the typical node-to-node number of connections through the time. This is used to detect 

the strange activities happened between nodes. Thirdly, they described the effective use of time divisio

(TDMA) in the LEACH so that every node can only send data to the cluster head. They also described the mechanism 

LEACH in WSNs by election, connection, and transmission in which different formulas are used. They 

y node has two secret keys. One key is shared among all nodes, and it is also shared with the base 

station. When the node becomes a cluster head, then the private key will be shared with the base station. On th

usters. They also assume that the number of cluster heads should not be more than 

5% of total nodes. At the start of each subsequent cycle after network deployment, cluster head will be elected. They 

hat wireless sensor network is facing lots of problems such as inadequate resources in energy, power 

consumption and storage. There is another challenge that the uniqueness of the broadcast medium makes the wireless 

ttacks. An attacker can join the wireless sensor network and may seize, insert or 

broadcast the data. They compared the performance of LS-LEACH and LEACH using system throughput, lifetime of 

the network and the amount of energy they consumed. 

 

routing protocols into two different categories one is a cluster base and second is none cluster 

based figure 1. In the cluster bases routing, a network is divided into sub structures we call it cluster, for t

structure every node in network have its own cluster head. It is also used to transfer data among the 

nodes in the network. In none cluster base approaches there is no cluster in the network they use approaches other than 

ch. Then we further subdivided these two categories into three subcategories. One is symmetric key 

cryptography second is asymmetric key cryptography and third is hybrid. In symmetric key cryptography it encrypt the 

message using same key also use the same key for decryption of the message. In asymmetric key cryptography, it 

encrypts the message using same key also use the same key for decryption of the message. In asymmetric key 

cryptography, two different keys are used. One is public key other is private key. In hybrid, both asymmetric and 

ryptography approaches are used. 

Taxonomy of Secure Routing Protocols 
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Fig.1.

 

Attacks and Security Approaches 

Existing secure routing protocols uses various symmetric and asymmetric cryptographic approaches to provide 

protection against various attacks like, eavesdropping, DoS attack, Sybil attack, spoofing, jamming etc. Table 1 

summarizes the details about the secure routing protocols provi

Table 1. Attacks on OS Layer and Security Different Approaches against These Attacks

Secure Routing 

Protocols 

Attack on Layer

LS-LEACH [1] Link layer 

SCRA [4] Network layer

Secure Directed 

Diffusion [5] 

Network layer

TEESR [6] Data link layer

EENDMRP [7] Network layer

SEAR [8] Physical layer 

tSEL [9] Network layer

CASER [12] Physical and Link layer

SCMRP [13] Network Layer

HySecNJog [14] Transport layer
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ocols uses various symmetric and asymmetric cryptographic approaches to provide 

protection against various attacks like, eavesdropping, DoS attack, Sybil attack, spoofing, jamming etc. Table 1 

cure routing protocols provide protection against which types of attacks.

Table 1. Attacks on OS Layer and Security Different Approaches against These Attacks

Attack on Layer Type of Attacks Security Approach

Eavesdropping Symmetric Key Cryptography

Network layer Dos attack Symmetric Key Cryptography

Network layer Selective forwarding Hybrid 

Data link layer Sybil attack Symmetric Key Cryptography

Network layer Spoofing, altering,  

Altered Routing 

Asymmetric Key Cryptography

 Jamming, Routing 

Traceback 

Symmetric Key Cryptography

Network layer Altered Routing, Byzantine Asymmetric Key 

Physical and Link layer Routing traceback Jamming, 

Eavesdropping 

Symmetric Key Cryptography

Network Layer Sinkhole, Wormhole, 

Selective forwarding 

Asymmetric Key Cryptography

Transport layer Hello Flood attack Hybrid 

ISSN (Online) 2581-9429 

  

Technology (IJARSCT) 

Reviewed, Refereed, Multidisciplinary Online Journal 

 229 

ocols uses various symmetric and asymmetric cryptographic approaches to provide 

protection against various attacks like, eavesdropping, DoS attack, Sybil attack, spoofing, jamming etc. Table 1 

de protection against which types of attacks. 

Table 1. Attacks on OS Layer and Security Different Approaches against These Attacks 

Security Approach 

Key Cryptography 

Key Cryptography 

Cryptography 

Key Cryptography 

Key Cryptography 

Key Cryptography 

Key Cryptography 

Key Cryptography 
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Comparison of Secure Routing Protocols 

The provides a qualitative comparison of the existing secure routing protocols of WSNs. For this purpose, we have used 

the following parameters: 

1) protocol type, 

2) protocol classification,  

3) security assumption, and 

4) environmental assumptions 

According to this table, Lata et al. and Alshowkan et al. have adopted the cluster based symmetric key cryptography 

approach for the security of routing protocols. Whereas, Tang et al. Tingting et al. and Khan  have adopted none cluster 

based symmetric key cryptography approach. Kumar et al.  have adopted the cluster based asymmetric cryptography 

approach, whereas D'Souza et al.  Yuvaraju and K. Rani et al. have adopted the none cluster-based asymmetric 

cryptographic approach. To overcome the drawbacks of symmetric and asymmetric cryptographic approaches, Belkadi  

and Kalita et al. have adopted the hybrid approach to secure the routing protocol. This comparison gives us the clear 

idea of different approaches for secure routing protocols and how to deal with these security issues using appropriate 

approach, which is efficient, secure, easy to use and less costly. 

 

III. FUTURE CHALLENGES AND ISSUES 

With the advancement in wireless sensor network technology, its usage in our daily life is increasing. Even though there 

is a lot of work has been done for the secure transmission, but the issues regarding security of WSNs still not overcome 

yet. 

From the literature survey, we found that most of the existing routing protocols are not providing basic security features 

like confidently, authentication integrity, and reliability. 

A challenging issue in designing a secure routing protocol for a wireless sensor network is availability of limited 

resources of sensor node e.g., storage, and computation power. In wireless sensor network, energy efficiency is also an 

important issue 

Another main problem is that there is no security evaluation on framework for the routing protocols in WSNs that is 

needed for the comparison purpose. Currently, every researcher uses their own criteria for evaluation. 

Furthermore, most of the existing schemes ignore the issues of accountability and freshness of data. Use of traditional 

symmetric and asymmetric approaches is computationally expensive task for the sensor nodes. It will be interesting to 

see the effects of elliptic curve cryptography in secure routing protocols. 

 

IV. CONCLUSION 

Wireless sensor network comprises of resource constraint sensor nodes. That is why, designing and selecting an 

appropriate secure routing protocol for the network is a tough task. In this research paper, firstly, we have discussed the 

various types of security attacks. Secondly, we have presented a taxonomy of secure routing protocol and then provided 

a qualitative comparison. Finally, we have highlighted future challenging issues. Results show that most of the existing 

routing schemes are not very efficient in providing security. 
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