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Abstract: Steganography is the art and science of writing hidden messages in such a way that no one apart
from sender and intended recipient even realizes there is a hidden message. There are often cases when it is
not possible to send messages openly or in encrypted form. This is where steganography can come into
play. While cryptography provides privacy, steganography is intended to provide secrecy. The aim of
steganography is to hide the secret messages and also for communication and transferring of data.
Steganography is also used in transferring the information of credit card or debit card to e-commerce for
purchasing items. So no one apart from the authorized sender and receiver will be aware of the existence of
the secret data. This intends to give an overview of image steganography and its uses and hiding the files
(text file, audio file etc) by using LSB and AES algorithm where AES used for password protecting system
so that if anyone can find the stego image they will not read the message because data still in the encrypt
form and LSB is used for hiding the data.
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L. INTRODUCTION
The process of Steganography in which we generally embed some secret message into an innocuous looking simple
image (called as the cover image) and create a Stego image[1]. The Stego image visually seems to be indifferent from
the original cover but hides the secret message inside it and is transmitted to the desired recipients over the
communication channels without creating any suspicion in the minds of the intermediately sniffers or/and receivers[2].
When the authorised recipient receives the image, they follow the extraction procedure to retrieve the secret
message[3]. To increase the secrecy or security of the hidden message there may some keys involved in this process of
embedding and extraction[4]. At the transmission end, during embedding, the message can suitably be encrypted using
one or more encryption techniques[5].
These encryption standards can be key based encryptions or non-key based and in key based techniques, they again can
be public or private or a mix[6]. Depending upon the encryption method used during the embedding process, the
receiver needs to execute certain decryption algorithms to retrieve the correct message[7]. If any of the decryption
algorithms or the keys used for the procedure or the sequence is not known to the receiver then the extraction fails and
the receiver cannot retrieve the message[8].
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II. LITERATURE REVIEW

In Saudi Arabia at the King Abdulaziz City of science and technology, a project was initiated to translate into English
some ancient Arabic manuscripts on secret writing which are believed to have been written 1200 years ago. Some of
these manuscripts were found in Turkey and Germany [6]. The word Steganography technically means covered or
hidden writing. Its ancient origins can be traced back to 440 BC. Although the term steganography was only coined at
the end of the 15th century, the use of steganography dates back several millennia[7]. In ancient times, messages were
hidden on the back of wax writing tables, written on the stomachs of rabbits, or tattooed on the scalp of slaves[8].
Invisible ink has been in use for centuries for fun by children and students and for serious undercover work by spies and
terrorists. The majority of today’s steganographic systems uses multimedia objects like image, audio, video etc as cover
media because people often transmit digital pictures over email and other Internet communication[9]. Modern
steganography uses the opportunity of hiding information into digital multimedia files and also at the network packet
level. In the year of 2012 Das, R. and Tuithung, T proposed a novel technique for image steganography based on
Huffman Encoding[10]. Two 8 bit gray level image of size M X N and P X Q are used as cover image and secret image
respectively. Huffman Encoding is performed over the secret image/message before embedding and each bit of
Huffman code of secret image/message is embedded inside the cover image by altering the least significant bit (LSB) of
each of the pixel's intensities of cover image[11]. The size of Huffman encoded bit stream and Huffman Table are also
embedded inside the cover image, in order that the StegoImage becomes standalone information to the receiver. Results
show that the algorithm has a high capacity and a good invisibility[ 12]. Moreover Peak Signal to Noise Ratio (PSNR)
of stego image with cover image shows better result in comparison with other existing steganography approaches. The
satisfactory security is maintained in this research[13].

III. FUNCTIONAL REQUIREMENTS
e Admin can See the Users.

o Administrator has privilege to edit user’s profile. S )
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o Users must have valid User ID and password to login thus creating their individual profiles.
o Admin enters his or her user id and password.

e Customer enters his or her user id and password.

e Maintain data.

e Registration required authenticating the user.

IV. NON-FUNCTIONAL REQUIREMENTS
o Secure access of confidential data (user’s details).
e 24 X 7 availability
e Better component design to get better performance at peak time.
o Flexible service based architecture will be highly desirable for future extension.

Main Modules Includes:
e ADMIN
e User-Portal

V. ACTUAL RESOURCE USED
Hardware Requirements
e Core i3 or higher,(cache- 3MB or 4MB recommended)
e  Memory(RAM): Minimum 2GB; Recommended 4GB or above
e ROM: 500MB or above

Software requirements
e Operating system: Windows 8/10
e Language: POD (5.5.6)
e  Server: Xampp (1.8.3)
e Database: MySQL (5.6.14)
e Web Technologies: HTMLS5, CSS3, JavaScript, Ajax, Query, PHP
e  Web Browser: Google Chrome

User Management:

e View Users: Admin can view a list of all registered users who are using the steganography system.

e Edit User Profiles: Admin can update user information, manage their access permissions, and modify their
profiles.

e Data Security:

e Ensure Secure Access: Admin ensures that all user data, especially confidential data, is securely stored and
transmitted.

e Implement Security Policies: Admin defines and enforces security policies to protect the system from
unauthorized access and data breaches

Encryption Management:
e Manage Encryption Standards: Admin can set and manage the encryption standards and keys used for
hiding and retrieving data.
e Data Hiding:
e Embed Data: Users can hide secret messages within cover images using the system's steganography tools.

on their needs.
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Data Retrieval:

o Extract Data: Users can retrieve hidden messages from Stego images using the system's tools.
e Verify Data Integrity: Users can verify the integrity and accuracy of the retrieved data.

Key Management:
e Manage Encryption Keys: Users must securely manage their encryption keys used for hiding and retrieving
data.
e Decrypt Data: Users must use the correct decryption algorithms and keys to extract the hidden messages
successfully

VI. SCOPE AND FUTURE WORK

The scope of the steganography system encompasses secure user management, data hiding and retrieval using various
steganography techniques, encryption and decryption methods, system security, monitoring and reporting, performance
optimization, and user experience enhancement. Future work will focus on integrating advanced steganography
techniques such as machine learning and adaptive methods, implementing enhanced security measures like multi-factor
authentication and advanced encryption standards, and expanding support to include video, audio, and text
steganography. Additionally, the system will explore secure sharing and collaboration features, integration with
blockchain for immutable logs and decentralized storage, automated monitoring and real-time alerts, and user education
through tutorials and workshops, ensuring continuous improvement in security, usability, and functionality.

6.1 Proposed System Scope & Objectives

The proposed steganography system aims to provide a secure, efficient, and user-friendly platform for embedding and
retrieving secret messages within images. Its scope includes secure user registration and profile management, tools for
data hiding and extraction using various steganography techniques, robust encryption and decryption methods, and
protection of user data from unauthorized access. The system will maintain activity logs, generate detailed reports, and
ensure high performance and availability, even during peak usage times. Objectives include implementing strong
security measures, achieving efficient system performance, providing detailed monitoring and reporting, designing a
scalable and extensible architecture, and offering educational resources to help users effectively use the steganography
tools.
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VII. METHODOLOGY TO BE USED
DESIGN AND IMPLEMENTATION
This section contains a detailed description of components of software package, components of lowlevel and other sub-
components of the projected work. Module design helps for the implementation of the modules. The modules area unit
defined in the projected steganography models is initiated by the structure chart. Module’s input needs and outputs
generated by the modules area unit delineate during this section.
a) Data embedding: This is the method flow sheet for data embedding module to illustrate the initiation of security
measures at the side of implementation of IWT and Genetic rule. The main purpose of this application is to point out
the flow of information embedding operation involved in the process. The frequency domain illustration of the
individual created blocks is calculable by 2 dimensional integer ripple transform in order to accomplish 4 sub bands
LL1, HL1, LHI1, and HH1. One to sixty four genes area unit generated containing the pixels numbers of each 8x8
blocks because the mapping operates. The bits of message in 4-LSBs IWT coefficients each component consistent with
mapping functions area unit embedded. Consistent with fitness analysis, optimal component Adjustment process
applied on the Image. At the end, inverse 2nd IWT is computed during this module in order to generate the stego image.
The input for this process is largely a canopy image and user text message for embedding purpose.

Take Input
Cover Image
Take Secret
Text Data
Apply IWT Mapping
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Fig.6 Flow Chart of the Data Embedding process
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b) Message extraction: This is the method multidimensional language for message extraction module to illustrate the
decipherment hidden text within the stego image. The most purpose of this application is to show the flow of message
extraction operation involved within the process. This algorithmic rule primarily takes the input of the generated stego
image from the embedding process and applies IWT together with decipherment Start Take Input Cover Image Take
Secret Text Data Apply IWT Process Divide the Input Image in 8*8 Blocks Gather all Coefficients Store Coefficients
in New Image 4 Sub Bands (LL, LH, HL HH) Permutations 1 to 64 Gens Pixel Information (Each Block) Mapping
Function LSB Process Fitness Function Optimal Pixel Adjustment Process 2D-I-IWT Process Output Stego Image Stop
31 key to extract the secret text that has been hidden inside the stego image.
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Fig.7 Flow Chart of the Data Extraction process

¢) LSB implementation: This method flow chart will show the section wherever LSB is enforced. The most purpose of
this method is to indicate LSB implementation. The major operation takes place when the appliance starts getting the
size of the cover image and then it creates a tree structure for ease in computation.

VIII. CONCLUSION
A new approach is proposed which gives good quality of the image after encoding the original image by using the LSB
technique. Data is encrypted with a password protected system and if third party get the stego image and try to decrypt
the stego image, it will not dercrypt and the data will still show in encrypted form. This method helps to enhance the
security level of data being embedded. The combination of encryption with steganography further enhances the security
level. The image resolution doesn’t change much and is negligible when we embed the message into the image and the
image is protected with the personal key.

IX. FUTURE WORK
The future work on this project is to improve the compression ratio of the image to the text. Further enhancements can
be made to the application, so that the web site functions very attractive and useful manner than the present one.
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