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Abstract: The integration of computer vision and artificial intelligence in an automated video detection 

system is crucial for preventing security issues in public places. Traditional surveillance methods are 

insufficient in detecting abnormal behaviors, so an automated system is needed. The project aims to 

revolutionize surveillance by using deep learning techniques, particularly CNN models, to analyze video 

footage uploaded through a web application. This involves segmenting the video into frames, extracting 

features using CNN, and identifying irregular or suspicious activities. The system's functionality includes 

background and foreground extraction, motion estimation, and anomaly detection, allowing for efficient 

differentiation between normal and abnormal behaviors in surveillance videos. This study aims to bridge 

the gap in surveillance technology by integrating computer vision, image processing, and artificial 

intelligence, enabling swift identification and flagging unusual actions in surveillance footage. It also 

ensures prompt alerts via email upon detecting potential security threats. This research contributes to the 

enhancement of surveillance systems and highlights the importance of addressing evolving security 

challenges in contemporary urban environments. 
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I. INTRODUCTION 

The escalating rates of criminal activities across urban and suburban landscapes have underscored the pressing need for 

more sophisticated surveillance systems. Traditional methods have proven inadequate in addressing the evolving 

challenges of monitoring and identifying anomalous behaviours effectively. To bridge this gap, this project centers on 

the development of a groundbreaking web application equipped with a Convolutional Neural Network (CNN) model. 

This innovative approach aims to revolutionize surveillance capabilities by leveraging advanced technologies like 

computer vision and artificial intelligence for automated, real-time anomaly detection within uploaded videos. 

Urban environments have witnessed an unprecedented surge in criminal incidents, demanding more robust and efficient 

surveillance mechanisms. Conventional surveillance methods rely heavily on manual monitoring, making it 

increasingly challenging to keep pace with the complexities of modern security needs. The proposed web application 

seeks to transform this landscape by integrating cutting-edge CNN models to swiftly analyse video footage. By doing 

so, the project endeavours to bridge critical gaps in security infrastructure, providing a seamless and automated system 

capable of accurately discerning irregular activities from routine behaviour. 

By using deep learning techniques and CNN models, this project envisions a paradigm shift in surveillance systems' 

capabilities. The integration of sophisticated algorithms within a user-friendly web application promises not only to 

detect but also to alert users in real-time about suspicious activities. This innovation could potentially revolutionize 

surveillance across various sectors, from public transportation security to crowd management in public spaces, fostering 

a safer and more secure urban environment for all. 

 

II. RELATED WORKS 

Abhishek Mohite et al. (2020) [1], introduces a novel approach using a "motion influence map" to represent human 

activities within crowded scenes. By leveraging OpenCV Python with Machine Learning, the study focuses on 
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recognizing human activities and categorizing them as usual, unusual, or suspicious. The "motion influence map" 

serves as a unique representation method to analyse activities within densely populated areas, allowing for the 

identification of anomalies or suspicious behaviour amidst crowded scenes. This innovative approach enhances the 

ability to detect unusual activities within complex environments and contributes to the development of more effective 

surveillance systems. 

In this study [2], the researchers employ a combination of background subtraction, Convolutional Neural Networks 

(CNNs), and Long Short-Term Memory (LSTM) networks to identify abnormal activities in video footage. Their 

methodology focuses on discerning unusual behaviour based on typical human behaviour patterns. By utilizing these 

techniques, the model aims to distinguish between normal and abnormal actions within surveillance videos. This 

approach enhances the system's ability to identify suspicious activities by contrasting detected behaviours against 

expected or normal behaviours, providing a more comprehensive understanding of unusual events within video 

surveillance. 

K. Kranthi Kumar et al. (2022) [3], presented here proposes a system for suspicious activity detection from video 

surveillance using a Convolutional Neural Network (CNN). This system is trained on images depicting suspicious 

activities to classify normal and suspicious actions within surveillance footage. The reported accuracy rate falls between 

70% to 74%, signifying the effectiveness of the model in differentiating between regular and suspicious activities. By 

employing machine learning techniques, particularly CNNs trained on specific datasets, this approach enhances the 

surveillance system's ability to identify potential threats or anomalies accurately. 

Amrutha et al., [4] describe the pre-trained model VGG-16. The system was designed to monitor the student’s 

behaviour in examinations using neural networks and Gaussian distribution. In the first phase, the features were 

computed from video frames. And in the second phase, based on the obtained features, the classifier predicts the class 

as normal or suspicious. But the system was limited to academic areas which can be extended to the public as well as 

private sector. It can also be used in any scenario. Suspicious individuals can be suspected from suspicious activity. 

Sathyajit et al., [5] proposed the model in which the captured images were used for training purposes. The advantage of 

this method is that detection of abandoned baggage was computationally efficient. For each frame the computational 

time was considerably smaller. But improvement is needed to detect the guns in real time. 

The paper [6] introduces a recognition methodology named dynamic bag-of-words, which focuses on analysing spatio-

temporal features. This signifies a departure from static representations and considers the sequential nature of human 

activities. By incorporating dynamic bag-of-words, the system aims to better capture the evolving patterns of activities 

over time, enhancing the accuracy and robustness of recognition. Their primary concern is recognizing events early (for 

instance, a man picking up a gun with his hand). A probabilistic activity prediction problem is formulated, and new 

methodologies are introduced to solve it. Spatio-temporal features are analysed using an integral histogram. As a result 

of considering the sequential nature of human activities and handling noisy data, they named their new recognition 

methodology dynamic bag-of-words. 

This paper [7] addresses the challenges faced by traditional video surveillance operations due to the manual handling of 

large amounts of information and the potential loss of crucial data, particularly related to detecting abnormal behaviours 

representing security risks. The proposed system focuses on supporting smart surveillance by introducing algorithms 

designed to detect two human activities: walking and running. The study places no restrictions on the number of people 

or motion directions but is limited to indoor colour videos captured by a stationary camera. The detection of moving 

objects, representing suspicious activity, employs a background subtraction algorithm. Key features for activity 

classification include the displacement rate of segmented foreground areas' centroids and the rate of change in their 

size. The study utilizes a sequential set of procedures, involving video frame division, background-object separation, 

noise removal through morphological operations, and mathematical operations to determine images containing 

suspicious activity. The proposed algorithms demonstrate a high accuracy rate in determining the type of activity, 

enhancing the effectiveness of smart surveillance for security purposes. 

This paper [8] highlights the extensive use of anomaly detection systems in conjunction with machine learning and 

artificial intelligence for behavioural analysis. These systems play a crucial role in identifying and predicting anomalies 

across various domains, including enterprise, intrusion detection, system health monitoring, fraud detection in financial 

transactions, and fault detection in operational environments. The increasing global crime rates and concerns about 
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human security have led many countries, including India with a crime index of 42.38, to adopt advanced anomaly 

detection systems. The paper emphasizes that traditional security measures, such as CCTV installations, are 

insufficient, and modern anomaly detection systems, incorporating optimized versions with predictive capabilities, are 

essential. The study explores the application of Convolutional Neural Network (CNN) models in enhancing anomaly 

detection and prediction for improved security measures. 

This research [9] addresses the critical need for suspicious pre- and post-activity detection in crowded areas to prevent 

potential incidents. Traditionally, surveillance cameras capture footage that authorities later investigate for suspicious 

activities, requiring significant human intervention. The paper suggests the adoption of machine learning (ML) and 

deep learning (DL) techniques to create a pre-incident warning alarm system. The focus is on predicting suspicious 

activities based on human gestures and detecting unusual behaviour. While existing ML and DL methods have been 

proposed, the paper introduces an Enhanced Convolutional Neural Network (ECNN)-based system, aiming for higher 

accuracy, precision, and lower false-positive and false-negative rates. Experimental results, analysed using the 

Statistical Package for the Social Sciences (SPSS) tool, demonstrate promising outcomes. The ECNN model achieved a 

mean accuracy of 97.050%, mean precision of 96.743%, mean false-positive rate of 2.957%, and mean false-negative 

rate of 2.927%. A comparison with the traditional Convolutional Neural Network (CNN) algorithm further supports the 

effectiveness of the proposed ECNN-based system. The research suggests practical applications for enhancing pre-

suspicious activity alert security systems, contributing to improved safety in crowded environments. 

This paper [10] explores the integration of deep learning algorithms, a subset of machine learning, to address various 

challenges in artificial intelligence. It emphasizes the importance of machine learning in building algorithms based on 

data trends and historical connections. The study specifically focuses on utilizing image processing and deep learning 

methods within a machine learning system to identify fire, unauthorized vehicles, and individuals. The proposed model 

extends its application to control electrical equipment remotely, ensuring protection against fire and unauthorized 

access. The objective is to create an intelligent, trained neural network capable of tracking specific events and providing 

a scalable machine learning solution. The study involves capturing frames, preprocessing the data, and utilizing pre-

trained sets to track recurring events. A web interface is developed for presenting predictions, and simulations are 

conducted to analyse the model's performance. The combination of deep learning and machine learning aims to 

establish an effective and reliable security system for organizations, mitigating risks related to fire incidents and 

unauthorized access while also controlling device statuses through a web interface. 

This paper [11] addresses the increasing need for detecting suspicious activities in public places, given the rising 

incidents of shootings, knife attacks, and terrorist activities globally. It adopts a deep learning approach, specifically 

employing Convolutional Neural Networks (CNN), to analyse images and videos for identifying suspicious behaviours. 

The research explores various CNN architectures and compares their accuracy, providing insights into the effectiveness 

of different models. The paper introduces the architecture of a system designed to process real-time video footage from 

cameras, predicting whether observed activities are suspicious. The inclusion of Fast AI, a deep learning library, 

enhances the system's capabilities. Additionally, the paper outlines future developments for advancing the field of 

suspicious activity detection using deep learning methods.  

This paper [12] focuses on the detection of suspicious human activity in real-time CCTV footage using neural 

networks, particularly emphasizing the application of Convolutional Neural Networks (CNNs). The project addresses 

the longstanding challenge of predicting body part or joint locations of a person from images or videos. Recognizing 

suspicious human activity is crucial in various computer vision applications, such as video surveillance, behaviour 

understanding, and human-computer interaction. The use of low-cost depth sensors in existing systems has limitations, 

prompting the proposed solution's reliance on neural networks to overcome these challenges. The research aims to 

contribute to the active area of image processing and computer vision dedicated to recognizing suspicious activities in 

surveillance videos. The proposed intelligent video surveillance system is designed to monitor public places in real-

time, categorizing activities as usual or unusual and generating alerts for potential threats or criminal behaviour. 

Notably, the paper underscores the unique contribution of employing CNNs for detecting suspicious activities, 

distinguishing it from existing research that often focuses on images rather than video data. 

This paper [13] emphasizes the crucial role of video surveillance in today's advanced technological landscape, 

incorporating artificial intelligence, machine learning, and deep learning to enhance its capabilities. It particularly 
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explores the challenge of distinguishing between suspicious and normal human behaviour, acknowledging the inherent 

unpredictability of human actions. The proposed system utilizes deep learning approaches, specifically employing 

LSTM (Long Short-Term Memory) models, to detect suspicious or normal activities within academic environments. 

The surveillance system operates through consecutive frames extracted from video footage, and the overall framework 

is divided into two key parts. In the initial phase, features are computed from the video image, and in the subsequent 

phase, a classifier predicts the class of the observed activity as either suspect or normal based on the extracted features. 

The adoption of LSTM models adds a temporal dimension to the analysis, enabling the system to capture long-term 

dependencies in human behaviour for more accurate predictions. 

This paper [14] focuses on the application of neural networks, particularly Convolutional Neural Networks (CNN), for 

detecting suspicious human activity from surveillance videos. The primary goal is to address the challenges associated 

with monitoring public areas, such as bus stations, railway stations, airports, and more, to prevent various incidents like 

terrorism, accidents, vandalism, and other suspicious activities. The utilization of intelligent video surveillance becomes 

essential due to the difficulty of continuous human monitoring in public spaces. The proposed system employs CNN, a 

deep learning model, to analyse video footage and categorize human activities as either usual or unusual. The objective 

is to generate alerts for unusual activities, providing a proactive approach to security and risk prevention in public 

settings. The adoption of CNN signifies the system's reliance on convolutional layers for effective feature extraction 

and pattern recognition in the context of suspicious activity detection. 

This paper addresses [15] the application of recognizing suspicious human activities, focusing on anomaly detection. 

The primary concern is the safety of individuals, given the rising threats from deliberate violence to accidents. 

Traditional CCTV installations are deemed insufficient as they rely on continuous human monitoring, leading to 

inefficiencies. The proposed system aims to overcome this limitation by introducing a fully automated security system 

capable of real-time detection of anomalous activities, providing immediate assistance to potential victims. The system 

utilizes machine learning techniques, specifically Convolutional Neural Networks (CNN), to examine and detect 

suspicious human actions in real-time CCTV footage. Alerts are generated promptly when abnormal activities are 

identified. The experimental results on a dataset containing both normal and anomaly activities showcase the 

effectiveness of the proposed method. The adoption of CNN signifies the reliance on convolutional layers for robust 

feature extraction and accurate detection of suspicious activities. 

According to [16] Sparse coding has constructed anomaly detection which showed better performance, even containing 

the theories of feature learning, sparse representation, and dictionary learning. In this paper, an innovative neural 

network is proposed for anomaly detection which is also labelled as Anomaly Net by deeply accomplishing feature 

learning, sparse representation as well as dictionary learning in three joint neural processing blocks. Specifically, to 

learn improved features, the authors design a motion fusion block accompanied by a feature transfer block to relish the 

benefits of eliminating background noise, capturing motion and improving data insufficiency. 

According to [17] A suspicious activity is any observation of action that could state a person may be involved in a 

crime or is about to commit a certain criminality. Anomaly detection is the process of detecting suspicious activity. 

Surveillance cameras are one of the best solutions to the issue of security in various places. Present-day system needs 

manpower for monitoring the system as detecting and identifying criminal and abnormal activity is so challenging. So, 

this paper carries out a survey on anomaly detection for video surveillance using different concepts like deep learning, 

RNN etc.  

This paper [18] automates the detection of anomalous actions within long video series is challenging due to the 

uncertainty of how such events are defined. The authors tactic the problem by learning generative models that can 

discover anomalies in videos using restricted supervision. Projected end-to-end trainable complex Convolutional Long 

Short-Term Memory (Conv-LSTM) networks that are able to predict the development of a video sequence from a 

minor number of input frames.  

According to the paper [19], authors inspired by the capability of sparse coding based suspicious detection, projected a 

Temporally-coherent Sparse Coding (TSC) where they implement similar neighbouring frames encoded with similar 

reconstruction coefficients. Then mapped the TSC with a distinct type of stacked Recurrent Neural Network (sRNN). 

The contributions of the paper are- i) proposed a TSC, which can be recorded to a sRNN which facilitates the parameter 
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optimization and speeds up the doubtful prediction. ii) Build a very huge dataset that is even larger than the summation 

of all existing dataset for finding anomalous activity.  

This paper [20] presented an efficient technique for identifying anomalies in videos. Recently applications of 

convolutional neural networks have shown possibilities of convolutional layers for object detection and recognition, 

specifically in images. Though, convolutional neural networks are supervised and have need of labels as learning 

signals. Authors as well as proposed a spatiotemporal architecture for suspicious detection in videos with crowded 

scenes. 

 

III. METHODOLOGY 

The methodology of the web application revolves around a sequential process initiated upon video upload. Firstly, upon 

a user uploading a surveillance video through the application interface, the backend system comes into play. This 

backend infrastructure is responsible for the video preprocessing phase, where the uploaded video undergoes 

segmentation into individual frames to prepare them for analysis. Once segmented, the system leverages a pre-existing 

Convolutional Neural Network (CNN) model, trained specifically for detecting anomalous or suspicious activities 

within these frames. 

The CNN model's role is pivotal; it scrutinizes each frame, utilizing its trained algorithms and learned patterns to 

discern any predefined abnormal behaviours or actions. The model's expertise in recognizing these predefined 

activities, such as carrying weapons or erratic movement, aids in the identification of suspicious occurrences within the 

video footage. Upon detection of such suspicious behaviour in any frame, the system activates an alert mechanism. This 

mechanism initiates an email alert, swiftly notifying the user of the identified irregular activity. This alerting 

functionality can be seamlessly integrated using the APIs provided by web service providers, ensuring prompt email 

notifications to the user's mobile device or PC. Ultimately, this methodology integrates video preprocessing, CNN 

analysis, and email alerting, offering users rapid notifications when suspicious activities are detected within the 

uploaded surveillance videos.Furthermore, the system is fortified with live detection capabilities, enabling the real-time 

streaming and analysis of videos. During live detection, the identical machine learning model continuously scrutinizes 

video frames for any indications of suspicious behaviour. Upon detecting such anomalies, the system promptly triggers 

email notifications to the respective users. 

 

IV. CONCLUSION 

The integration of computer vision and artificial intelligence in automated video detection systems represents a critical 

advancement in enhancing security measures in public places. Traditional surveillance methods often fall short in 

effectively identifying abnormal behaviours, necessitating the development of more sophisticated solutions. Through 

the utilization of deep learning techniques, particularly Convolutional Neural Network (CNN) models, this project 

proposes a revolutionary approach to surveillance by segmenting video footage, extracting features, and detecting 

irregular or suspicious activities in real-time. 
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