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Abstract: Chatbots powered by AI technology are revolutionizing banking by enhancing customer support, 

streamlining processes, and increasing digital security measures. These chatbots employ artificial 

intelligence, natural language processing, and machine learning techniques to offer rapid assistance, 

execute transactions, and deliver customized financial guidance. Banks can achieve cost reductions, 

enhanced efficiency, and more effective fraud detection with their assistance. This study examines the 

primary technologies driving banking chatbots, encompassing AI, blockchain, and predictive analytics. The 

analysis also looks at security concerns including data confidentiality, verification processes, and 

adherence to financial rules. Developers can create chatbots that offer secure and efficient digital banking 

experiences by implementing these guidelines. With advancements in AI technology, chatbots are expected 

to gain more sophistication, ultimately leading to quicker, more secure, and more user-friendly banking 

services. This study is designed to facilitate the creation of AI-driven banking solutions in a rapidly 

evolving financial environment. 
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I. INTRODUCTION  

The banking sector is undergoing a significant transformation through the implementation of Artificial Intelligence 

(AI), which is simplifying customer communication, automating financial procedures, and enhancing security 

protocols. AI-driven messaging systems have become integral to contemporary banking, offering speedy responses, 

supporting financial transactions, and guaranteeing adherence to industry rules and regulations. Virtual assistants 

enhance productivity by handling routine queries, reducing operational costs, and offering personalized financial 

insights. As Chatbots evolve, ensuring security and maintaining effectiveness continues to remain a challenge [3]. 

Initially, the primary function of banking chatbots was based on simple rule-based models that were only capable of 

handling a restricted number of customer queries. Advances in Machine Learning (ML) and Natural Language 

Processing (NLP) have enabled intelligent assistants to comprehend intricate inquiries, identify deceitful transactions, 

and offer anticipatory financial advice. Presently, chatbots are being integrated with cutting-edge analytics and speech 

recognition technology, resulting in enhanced accessibility and efficiency for customers. The transition from basic 

automated responses to AI-powered interactions has substantially improved the overall banking experience [3]. 

This study examines the effects of AI-driven chatbots on banking services, concentrating on their deployment, security 

concerns, and recommended guidelines for programmers. The paper examines how chatbots improves customer service, 

increases productivity, and minimizes potential risks related to cybersecurity vulnerabilities and regulatory 

requirements. Furthermore, it explores emerging trends like predictive analytics and blockchain integration to enhance 

financial automation capabilities even further. Developers can create more secure, efficient, and user-friendly chatbot 

solutions for the banking sector by grasping these critical elements. 
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II. THE ROLE OF AI-POWERED CHATBOTS IN BANKING 

2.1 Key Functions and Use Cases 

Chatbots powered by artificial intelligence perform a range of tasks in banking, including fundamental customer 

assistance and intricate financial administration. The service provides assistance with user inquiries regarding account 

balances, transaction records, loan applications, and interest rates. Numerous chatbots have been integrated with 

payment systems, permitting customers to transfer funds, settle bills, and oversee their financial outlays with minimal 

human involvement [3]. 

Alongside conventional banking services, AI-driven chatbots are employed for identifying and preventing fraudulent 

activities and security surveillance. These systems can alert customers to potential fraudulent activities by analyzing 

transaction patterns and pinpointing anomalies within them. Certain financial institutions utilize chatbots to conduct 

credit risk evaluations, thereby aiding users in determining their loan eligibility by analyzing past financial transactions 

and user behavior. Chatbots also enhance financial advisory services by offering analysis of spending habits, possible 

investment options, and suggestions for budgeting [3],[4],[5]. 

 

2.2 Benefits for Banks and Customers 

Implementing AI chatbots presents substantial benefits to both financial institutions and their clients. Chatbots can help 

financial institutions lower their operational expenses by significantly reducing the necessity for human customer 

support staff. Automated responses help banks to process a large volume of customer inquiries quickly, thereby 

streamlining their response times. Chatbots enhance the accuracy of transaction handling and lower the occurrence of 

mistakes [3]. 

From a customer perspective, AI chatbots provide 24/7 support, eliminating the need to wait for business hours to 

access banking services. Processing information swiftly guarantees a seamless and stress-free experience, particularly 

for everyday tasks such as reviewing account balances, making transactions, and accessing historical statements. 

Tailored financial recommendations and proactive alerts contribute to increased customer satisfaction through 

personalized interactions. The ease and convenience that chatbots offer enhance the user experience and streamline 

banking processes [3],[4],[5]. 

 

2.3 Challenges and Limitations 

AI-powered chatbots in banking still encounter numerous challenges and drawbacks despite their numerous benefits. 

Security and data protection are amongst the main issues of concern. Chatbots  process sensitive financial information 

posing a potential vulnerability to cyber threats, necessitating the implementation of robust encryption and 

authentication protocols to safeguard user data. Financial institutions are required to adhere to rules like General Data 

Protection Regulation (GDPR) and Payment Card Industry Data Security Standard (PCI-DSS) in order to uphold 

security and confidentiality guidelines [1]. A restriction of the chatbot is its capacity to manage intricate or emotionally 

charged customer inquiries. Despite advancements in AI technology, these systems may continue to face challenges in 

comprehending subtle conversations and offering sympathetic reactions in contexts like fraudulent activity disputes or 

loan rejection scenarios. Inaccurate or outdated information can have a significant impact on the reliability of AI 

chatbots, as poor data quality can result in errors in their responses. 

Integration of chatbots with existing banking systems often poses technical difficulties. Certain banks rely on outdated 

systems that may not efficiently integrate with AI-driven automation processes. Implementing a seamless shift and 

incorporating new elements demands substantial investment in technological advancements and staff development 

programs. In spite of these obstacles, AI chatbots persist in evolving, growing more intelligent, secure, and easy to use. 

As advancements in artificial intelligence and Natural Language Processing (NLP) continue to develop, these systems 

will have an increasingly significant impact on redefining the banking experience, thereby enhancing the accessibility 

and efficiency of financial services for customers globally [3],[4],[5]. 
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III. CORE TECHNOLOGIES BEHIND BANKING CHATBOTS 

3.1 Natural Language Processing (NLP) and Understanding (NLU) 

Effective human language comprehension and response is a vital feature of AI-powered banking chatbots. Natural 

Language Processing (NLP) technology makes this possible, allowing chatbots to break down, understand, and create 

informative responses. NLP also enables chatbots to pick up on user intent, pull out relevant details, and handle 

intricate banking-related inquiries [6],[7]. 

A sophisticated element of NLP is Natural Language Understanding (NLU), which allows chatbots to grasp the context 

and subtleties of a conversation, rather than merely processing predefined keywords. Natural Language Understanding 

(NLU) capabilities enable chatbots to distinguish between similar-sounding user queries, determine the underlying 

customer intent, and adapt their responses accordingly, based on the intent. Although both a user requesting to know 

their current account balance and a user inquiring if they can afford a $500 transaction are balance-related questions, 

they differ in their underlying intent. Using NLU, chatbots can deliver context-specific and pertinent responses, thereby 

enhancing user interaction and overall satisfaction [6],[7]. 

 

3.2 Machine Learning and AI Algorithms 

Banking chatbots rely heavily on Machine Learning (ML) to boost their intelligence and operational efficiency. 

Chatbots can improve their performance by applying machine learning algorithms to historical data, revising their 

responses, and adjusting to user behavior as time progresses. Differing from rule-based chatbots, which depend on pre-

set scripts, AI-powered chatbots progress and adapt through the processes of pattern detection and data examination 

[8],[9].  

Learning techniques, both supervised and unsupervised, allow chatbots to classify user queries, forecast financial 

preferences, and tailor banking services. For example, machine learning-based chatbots can examine individual 

spending patterns and give customized guidance on budgeting or recommend investment options based on their 

transaction records. Deep learning models, including neural networks, improve chatbot accuracy by enhancing response 

generation and fraud detection capabilities. Anomaly detection is a crucial function of machine learning in banking 

chatbots. Using transaction patterns, AI-powered chatbots can detect unusual activities and notify customers or 

financial institutions instantly. This capability enables proactive security measures by preventing fraud [8],[9]. 

 

3.3 API Integration with Banking Systems  

For banking chatbots to operate smoothly, it's essential that they interface with existing financial systems via 

Application Programming Interfaces (APIs). APIs serve as middlemen that enable banking chatbots to retrieve real-

time financial information, process transactions, and interact with customer accounts securely [10]. 

Integration of well-structured APIs allows chatbots to retrieve account balances, process fund transfers, initiate bill 

payments, and conduct loan eligibility assessments. Regulations such as Payment Services Directive (PSD2) in Europe 

have enabled Open Banking APIs to securely grant third-party developers access to banking data, thereby expanding 

chatbot capabilities. Implementing this approach encourages innovation while upholding rigorous security measures 

and verification procedures [10]. 

API integration security is a major concern, given that banking transactions involve sensitive customer information. 

Banks use robust encryption, OAuth authentication, and Multi-Factor Authentication (MFA) to prevent unauthorized 

access and reduce potential risks. Moreover, chatbot APIs must adhere to industry standards including PCI-DSS and 

GDPR, in order to safeguard data confidentiality and accuracy [1],[13]. 
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Fig. 1. Multi-Factor Authentication(Accessed from https://www.intechopen.com/journals/1/articles/100) 

 

IV. BEST PRACTICES FOR DEVELOPERS IN CHATBOT IMPLEMENTATION 

4.1 Designing a User-Centric Conversational Flow 

A well-designed conversational flow is vital for delivering a seamless and user-friendly user experience. Chatbot 

interactions should be designed by developers to replicate natural human conversations, making responses feel organic 

and pertinent. Chatbots should be constructed to direct users in a dynamic and context-dependent manner, rather than 

following strict, pre-set algorithms. 

Developers can accomplish this by utilizing decision trees in conjunction with AI-driven intent recognition. Well-

organized message flows enable users to quickly and effortlessly navigate financial services without encountering 

confusion. Fallback options for unclear search queries enables users to receive relevant suggestions instead of standard 

error notifications. Clear options, confirmation prompts, and brief responses greatly enhance usability when provided. 

 

4.2 Ensuring Multi-Channel Support 

Today's banking customers engage with financial services through various channels, including web-based platforms, 

mobile applications, and voice-enabled assistance tools. A chatbot should operate cohesively across various platforms, 

enabling users to seamlessly transition between devices without forfeiting relevant information. 

Chatbot developers must guarantee that the chatbot's structure facilitates API-driven interactions, allowing for effortless 

linking across various platforms. Chatbots should be accessible through banking applications, messaging platforms like 

WhatsApp and Messenger, and websites for web and mobile interfaces [11],[12]. The chatbot's design should also be 

responsive, guaranteeing that interactions stay user-friendly on any device being utilized. Providing a seamless banking 

experience and synchronizing multiple channels boosts user engagement. 

 

4.3 Optimizing AI Models for Accurate Responses 

A chatbot's ability to provide accurate responses hinges on the efficiency of its artificial intelligence model. Developers 

need to guarantee that the chatbot is trained on high-quality data sets so it can comprehend various customer inquiries. 

Using Natural Language Processing (NLP) techniques, such as intent classification and entity recognition, enhances the 

accuracy of responses [6],[7]. 

To reduce inaccuracies, AI systems should be frequently updated with actual banking transactions from the real world. 

Machine learning models can be refined over time through the use of ongoing feedback loops, which involve the 

analysis of chatbot conversations to enhance their accuracy continuously. Further enhancing the chatbot's capabilities 

involves testing various AI algorithms and adjusting their hyperparameters. Chatbots should be equipped with context 
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retention functionality, enabling them to recall previous conversations within a single session. The chatbot's capacity 

for giving relevant responses is enhanced and the overall user experience is improved [3],[5],[8]. 

 

4.4 Personalization and Adaptive Learning 

What sets banking chatbots apart is their capacity to tailor interactions according to individual user behavior. Chatbots 

should be designed to examine transaction history, daily spending habits, and user preferences in order to offer 

customized suggestions. A chatbot could propose savings strategies, alert users to unusual financial activities, or 

provide tailored financial intelligence [3],[5],[8]. 

Over time, adaptive learning techniques allow chatbots to continually refine their interactions. Analyzing user input and 

behavioral patterns, AI-powered chatbots can refine their output and provide more relevant monetary guidance. 

Chatbots can be integrated with reinforcement learning algorithms that enable them to adjust their responses in real-

time based on user interactions. Personalization features must be implemented with a priority given to both privacy and 

security. While delivering personalized assistance, it is essential to safeguard confidential customer data, it is essential 

that data encryption and rigorous access restrictions are implemented [3],[5],[8]. 

 

V. SECURITY CONSIDERATIONS IN AI CHATBOT DEVELOPMENT 

5.1 Data Privacy and Protection 

Maintaining data confidentiality is essential to the security of banking chatbots, as they handle extremely sensitive 

financial data. Strong encryption methods must be implemented by developers to safeguard user data while it is being 

transferred and when it is stored. The use of End-to-End Encryption (E2EE), which relies on secure protocols such as 

Transport Layer Security (TLS), helps in preventing data interception during user and chatbot communication [14],[17]. 

Besides encryption, adherence to financial regulations like the General Data Protection Regulation (GDPR), Payment 

Card Industry Data Security Standard (PCI-DSS), and the California Consumer Privacy Act (CCPA) is also required 

[1],[2]. These regulations require organizations to handle data securely by implementing customer consent 

management, minimizing the collection of data, and maintaining audit logs. Developers should implement 

anonymization and tokenization methods to bolster data privacy by blocking unauthorized access to individual details. 

 

5.2 Authentication and Authorization Mechanisms 

Implementing a comprehensive authentication and authorization system is crucial to guarantee that only approved users 

can access banking chatbot services. This involves integrating Multi-factor Authentication (MFA) including One-Time 

Passwords (OTP), biometric verification (such as fingerprint or facial recognition), and device-based security tokens, to 

create multiple levels of verification and bolster security [13]. 

 
Fig.2. One-time password(OTP) (Accessed from: https://www.intechopen.com/journals/1/articles/100) 

Role-Based Access Control (RBAC) and OAuth 2.0 protocols facilitate secure authorization, guaranteeing users can 

only access approved features and transactions. In such cases where a chatbot identifies an unexpected login attempt 

from an unfamiliar device, it may require further identity confirmation prior to allowing access [13],[15]. 

 

5.3 Secure API and Backend Development 

Chatbot functionality relies heavily on APIs, enabling seamless communication between the chatbot, banking systems, 

and external services. If APIs are not properly secured, they can pose a significant vulnerability, making customer data 

and financial transactions susceptible to cyber threats. 

Developers should implement security measures for APIs, including OAuth authentication, API gateways, and rate 

limiting, to prevent unauthorized access and Denial-of-Service (DoS) attacks. Conducting regular API security testing 
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involves penetration testing and vulnerability assessments which helps identify and address potential security 

vulnerabilities prior to deployment. Implementing secure development practices for the backend, such as least privilege 

access, database encryption, and automated security monitoring strengthens a chatbot's resistance to cyber threats. Real-

time detection of suspicious activities is facilitated by secure logging and monitoring systems, which enable swift 

responses to security breaches [10],[13],[16]. 

 
Fig. 3. Denial-of-Service Attack (Accessed from https://www.spanning.com/blog/denial-of-service-attacks-web-based-

application-security-part-7/) 

 

5.4 Preventing Fraud and Cyber Threats 

Sophisticated AI chatbots have been matched by cybercriminals with increasingly advanced strategies to target 

vulnerabilities in security systems. Implementing proactive measures such as AI-driven fraud detection, anomaly 

detection, and behavior analytics is essential to prevent fraud and cyber threats. 

Machine learning algorithms can be utilized to identify patterns in transactions and detect fraudulent activities, for 

example, unauthorized fund transfers or account takeovers. Programmable chatbots can be configured to send alerts and 

require extra verification when they identify potentially suspicious transactions. Implementing real-time threat 

intelligence enables banks to remain one step ahead of evolving cybersecurity threats. Regular software updates, 

security patches, and simulated hacking attempts help to safeguard chatbot security by discovering weaknesses before 

they can be taken advantage of. Chatbots should be integrated with strong anti-phishing features, allowing them to 

identify and alert users to potential phishing scams and deceitful links. 
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VI. FUTURE TRENDS IN AI CHATBOTS FOR BANKING 

Rapid advancements in AI chatbots for banking are significantly enhancing the security, speed, and customization of 

banking services. Conversational AI is being enhanced, enabling chatbots to better comprehend and interact with 

customers in a more natural way. Unlike older chatbots that relied on pre-determined scripts, contemporary ones use 

artificial neural networks to furnish more precise and context-sensitive responses. Interactions can feel more natural and 

human-like due to their ability to detect emotions and adjust their tone accordingly. Voice-enabled AI-powered 

assistance is increasingly prevalent, enabling banking to become more convenient without the requirement for typing. 

Protecting financial transactions is a top priority, and the integration of blockchain with chatbots plays a key role in 

safeguarding these transactions. Blockchain technology enhances transaction security by safeguarding against 

tampering and fraudulent activities. This enables safer authentication and allows for instant verification of transactions, 

thereby reducing processing delays and enhancing transparency within the banking industry. 

A significant breakthrough is predictive analytics, enabling chatbots to provide customized financial guidance. Chatbots 

can now tailor their responses by analyzing user spending habits, providing customized savings plans, and suggesting 

investment options based on their individual behavior patterns. Through analyzing customer interactions, they can 

predict financial requirements and offer solutions in advance. 

 

VII. CONCLUSION 

The introduction of AI-driven chatbots in banking has substantially enhanced customer support, security measures, and 

internal operational productivity. Traditional banking has undergone a significant transformation through the 

introduction of chatbots, which offer immediate assistance, streamline financial dealings through automation, and 

improve the effectiveness of fraud prevention. Recent breakthroughs in natural language processing, machine learning, 

blockchain security, and predictive analytics have significantly enhanced chatbots' capabilities, enabling them to 

efficiently manage intricate financial inquiries. For these systems to achieve optimal performance, developers should 

place a high priority on user experience, security, and ongoing professional development to guarantee efficiency and 

adherence to banking regulatory requirements. 

To improve banking services, developers should adhere to established guidelines when creating AI-powered chatbots. 

Conversational flow that is easy to use is crucial in order to guarantee interactions that are trouble-free, with multi-

channel support allowing users to interact via web, mobile, and voice platforms without any difficulties. Improving the 

accuracy of chatbot responses can be achieved by utilizing high-quality training data to fine-tune AI models, and 

integrating adaptive learning enables the personalization of financial recommendations. To ensure the safety of user 

information and financial dealings, protecting data through encryption and authentication practices is essential, and 

developers should prioritize secure API connections. Compliance with financial regulations, including GDPR and PCI-

DSS, is essential to preserve data privacy and ensure regulatory compliance. 

Future advancements in technology will see AI-driven chatbots develop further, incorporating increasingly complex 

functionalities to enhance banking services. Chatbots are likely to become a more essential component in the banking 

sector as financial institutions adopt AI-driven automation, thereby enhancing customer experiences, lowering 

expenses, and providing increased security. By embracing these advancements and prioritizing both security and user 

requirements, developers and financial institutions can unlock the full potential of AI chatbots and shape the future of 

digital banking. 

 

REFERENCES 

[1]. L. Elluri, A. Nagar and K. P. Joshi, "An Integrated Knowledge Graph to Automate GDPR and PCI DSS 

Compliance," 2018 IEEE International Conference on Big Data (Big Data), Seattle, WA, USA, 2018, pp. 

1266–1271, doi: 10.1109/BigData.2018.8622236. 

[2]. J. (S.) Baik, "Data privacy against innovation or against discrimination?: The case of the California 

Consumer Privacy Act (CCPA)," Telemat. Informatics, vol. 52, p. 101431, 2020. DOI: 

10.1016/j.tele.2020.101431. 

[3]. I A. Cîmpeanu, D. A. Dragomir, and R. D. Zota, "Banking chatbots: How artificial intelligence helps the 

banks," Proc. Int. Conf. Bus. Excell., vol. 17, no. 1, pp. 1716–1727, 2023. DOI: 10.2478/picbe-2023-0153. 



IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

                               International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 4, Issue 2, January 2024 

Copyright to IJARSCT DOI: 10.48175/IJARSCT-15300C   656 

www.ijarsct.co.in  

Impact Factor: 7.57 

[4]. S. Hwang and J. Kim, "Toward a chatbot for financial sustainability," Sustainability, vol. 13, no. 6, p. 3173, 

2021. DOI: 10.3390/su13063173. 

[5]. M. Adam, M. Wessel, and A. Benlian, "AI-based chatbots in customer service and their effects on user 

compliance," Electron. Markets, vol. 31, pp. 427–445, 2021. DOI: 10.1007/s12525-020-00414-7. 

[6]. C. Bhattacharya and M. Sinha, “The Role of Artificial Intelligence in Banking for Leveraging Customer 

Experience,” Australasian Accounting, Business and Finance Journal, vol. 16, no. 5, pp. 89–105, 2022. doi: 

10.14453/aabfj.v16i5.07. 

[7]. S. Rustamov, A. Bayramova, and E. Alasgarov, "Development of dialogue management system for banking 

services," Applied Sciences, vol. 11, no. 22, p. 10995, 2021. DOI: 10.3390/app112210995. 

[8]. S. Kalyani and N. Gupta, "Is artificial intelligence and machine learning changing the ways of banking: A 

systematic literature review and meta-analysis," Discover Artificial Intelligence, vol. 3, no. 41, 2023. DOI: 

10.1007/s44163-023-00094-0. 

[9]. B. Divija, M. P. Pavani, S. A. Reddy, and A. Kumari, "Banking chatbot using NLP and machine learning 

algorithms," Int. Res. J. Eng. Technol. (IRJET), vol. 10, no. 5, May 2023. 

[10]. M. Preziuso, F. Koefer, and M. Ehrenhard, "Open banking and inclusive finance in the European Union: 

perspectives from the Dutch stakeholder ecosystem," Financ. Innov., vol. 9, no. 111, 2023. DOI: 

10.1186/s40854-023-00522-1. 

[11]. S. Loaba, "The impact of mobile banking services on saving behavior in West Africa," Global Finance J., vol. 

53, p. 100620, 2022. DOI: 10.1016/j.gfj.2021.100620. 

[12]. H. D. Wube, S. Z. Esubalew, F. F. Weldesellasie, and T. G. Debelee, "Text-based chatbot in financial sector: 

A systematic literature review," Data Sci. Finance Econ., vol. 2, no. 3, pp. 232–259, 2022. DOI: 

10.3934/DSFE.2022011. 

[13]. M. Papathanasaki, L. Maglaras, and N. Ayres, "Modern authentication methods: A comprehensive survey," 

AI, Computer Science and Robotics Technology, Jun. 2022. DOI: 10.5772/acrt.08. 

[14]. R. Moura, R. Lopes, D. R. Matos, M. L. Pardal, and M. Correia, "MultiTLS: Using multiple and diverse 

ciphers for stronger secure channels," Computers & Security, vol. 132, p. 103342, 2023. DOI: 

10.1016/j.cose.2023.103342. 

[15]. R. S. Sandhu, "Role-based access control," in Advances in Computers, M. V. Zelkowitz, Ed. Amsterdam, 

Netherlands: Elsevier, vol. 46, pp. 237–286, 1998. DOI: 10.1016/S0065-2458(08)60206-5. 

[16]. U. Islam, A. Muhammad, R. Mansoor, M. S. Hossain, I. Ahmad, E. T. Eldin, J. A. Khan, A. U. Rehman, and 

M. Shafiq, "Detection of Distributed Denial of Service (DDoS) attacks in IoT-based monitoring system of 

banking sector using machine learning models," Sustainability, vol. 14, no. 14, p. 8374, 2022. DOI: 

10.3390/su14148374. 

[17]. R. Singh, A. N. S. Chauhan, and H. Tewari, "Blockchain-enabled end-to-end encryption for instant 

messaging applications," in Proc. 2022 IEEE 23rd Int. Symp. World Wireless, Mobile Multimedia Netw. 

(WoWMoM), Belfast, United Kingdom, 2022, pp. 501–506, doi: 10.1109/WoWMoM54355.2022.00078. 

 

 


