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Abstract: Because of the recent exponential rise in attack frequency and sophistication, the proliferation of
smart things has created significant cybersecurity challenges. Even though the tremendous changes cloud
computing has brought to the business world, its centralization makes it challenging to use distributed
services like security systems. Valuable data breaches might occur due to the high volume of data that
moves between businesses and cloud service suppliers, both accidental and malicious. The malicious
insider becomes a crucial threat to the organization since they have more access and opportunity to
produce significant damage. Unlike outsiders, insiders possess privileged and proper access to information
and resources. In this work, a machine learning-based system for insider threat detection and classification
is proposed and developed a systematic approach to identify various anomalous occurrences that may point
to anomalies and security problems associated with privilege escalation. By combining many models,
ensemble learning enhances machine learning outcomes and enables greater prediction performance.
Multiple studies have been presented regarding detecting irregularities and vulnerabilities in network
systems to find security flaws or threats involving privilege escalation. But these studies lack the proper
identification of the attacks. This study proposes and evaluates ensembles of Machine learning (ML)
techniques in this context. This project implements machine learning algorithms for the classification of
insider attacks
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I. INTRODUCTION

Multiple studies have been presented regarding detecting irregularities and vulnerabilities in network systems to find
security flaws or threats involving privilege escalation. But these studies lack the proper identification of the attacks.
This study proposes and evaluates ensembles of Machine learning (ML) techniques in this context.They utilized the
“CERT Insider Threat Tools’’ dataset since obtaining genuine business system logs is extremely challenging.
Employee computer actions logs are included in the CERT dataset and certain organizational data such as employee’s
departments and responsibilities. They built insider-threat detection models to emulate real- world companies using
machine learning-based methods.Privilege escalation attacks involve an attacker gaining higher-level access
permissions than originally intended, potentially compromising the entire cloud infrastructure. Traditional security
measures may not be sufficient to detect and prevent these sophisticated attacks. This research explores the integration
of machine learning into cloud security to fortify defenses against privilege escalation threats.To detect privilege
escalation attempts, our system employs supervised machine learning models trained on historical data and anomaly
detection algorithms. These models analyze patterns of user behavior, system interactions, and access requests to
identify deviations from normal activities. By continuously learning and adapting to evolving threat landscapes, the
system can identify suspicious activities indicative of privilege escalation attempts

II. PURPOSE
Attackers target data sources because they have the most valuable and sensitive information. Every cloud user’s
privacy and security are affected if data is lost. Insider threats are harmful operations cazeigd out by people with
authorization. In this problem we are providing best solution to avoid attack and detg f
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evaluate the proposed system using real-world datasets and simulated privilege escalation scenarios. Performance
metrics such as precision, recall, and false positive rates will be analyzed to assess the effectiveness of the
machine learning models in detecting and mitigating privilege escalation attacks.

II1. OBJECTIVE OF SYSTEM

e Detection Enhancement: Improve the current capabilities of privilege escalation attack detection by
leveraging machine learning algorithms.

e Automated Mitigation: Develop and integrate automated mitigation strategies to respond promptly to
detected privilege escalation attempts.

e Feature Engineering: Explore and optimize relevant features for machine learning model training, including
user behavior, access timestamps, and resource utilization.

e Comprehensive Data Sources: Utilize diverse data sources, including logs from authentication systems,
access control lists, and system call traces, to provide a holistic view of user activities.

e Evaluation Metrics: Evaluate the proposed system's performance using real-world datasets and simulated
scenarios.

IV. PROPOSED SYSTEM
Because of the recent exponential rise in attack frequency and sophistication, the proliferation of smart things has
created significant cybersecurity challenges. Even though the tremendous changes cloud computing has brought to the
business world, its centralization makes it challenging to use distributed services like security systems. Valuable data
breaches might occur due to the high volume of data that moves between businesses and cloud service suppliers, both
accidental and malicious.
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Attackers target data sources because they have the most valuable and sensitive information. Every cloud user’s privacy
and security are affected if data is lost. Insider threats are harmful operations carried out by people with authorization.
With the fast growth of networks, many companies and organizations have established their internal networks.The
malicious insider becomes a crucial threat to the organization since they have more access and opportunity to produce
significant damage. Unlike outsiders, insiders possess privileged and proper access to information and resources.Insider
risks may be defined and addressed using criteria including insider indications, detection approaches, and insider kinds.
There are two sorts of analysis intervals: real-time, which may identify malicious activity in real-time, and offline
anomaly detection, which gathers log data and looks for certain patterns

VI. CONCLUSION

The malicious insider becomes a crucial threat to the organization since they have more access and opportunity to pro-
duce significant damage. Unlike outsiders, insiders possess privileged and proper access to information and resources.
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from multiple files of the CERT dataset is used in this work. Using these super- vised machine learning algorithms, this
paper demonstrated the effective experimental results having higher accuracy in the classification report.
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