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Abstract: Since 2009, the term "mobile cloud computing," or "MCC," has gained popularity in the IT 

community and become a key topic of discussion. MCC is the combination of mobile and cloud computing. 

Given the early stages of MCC development, a comprehensive understanding of the technology is necessary 

to guide future research directions. In pursuit of the latter goal, this paper provides an overview of the 

history, foundation, and principles of MCC, as well as its features, current and upcoming research 

endeavours. A synopsis of the history of MCC—from mobile to cloud computing—is given, and is followed 

by a review of its features and current research projects. The infrastructure and features of mobile cloud 

computing are then examined. The remainder of the paper examines the difficulties associated with mobile 

cloud computing, provides an overview of a few relevant research efforts, and identifies areas for future 

research that show promise 
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I. INTRODUCTION 

Recent developments in network-based computing and applications on demand have resulted in a massive expansion of 

application models, including cloud services. Since 2007, cloud services—a prominent application model in the Internet 

era—have drawn considerable attention from the scientific and business communities as a subject of significant 

research.  

A common definition of cloud computing is a collection of services delivered via an Internet-based cluster system. 

Based on the renowned global analytical and consulting firm Gartner's estimate of the top ten strategic technology 

trends for 2012, cloud computing topped the list, indicating a greater impact on the enterprise and most organisations in 

the coming year. Since smartphones are connected to the Internet thanks to the quickly advancing wireless network 

technology, they are regarded as a representative example of the numerous mobile gadgets. Two key characteristics of 

the future generation network, which offers a variety of customised network services via several network terminals and 

access methods, are mobility and ubiquity. Centralising processing, services, and particular applications as a utility to 

be sold to customers like gas, electricity, or water is the fundamental technology of cloud computing. Thus, a new 

computing paradigm called Mobile Cloud Computing is created when cloud computing and ubiquitous mobile networks 

are combined. Resources in mobile cloud computing networks are virtualized and assigned in a collection of multiple 

distributed computers instead of in traditional local computers or servers, and they are made available to mobile devices 

like smartphones, portable terminals, and so forth. This is an evolution and continuation of cloud computing. 
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II. MOBILE CLOUD SERVICE 

1. Mobile Cloud Computing: 

The hardware and software of mobile devices are improving faster than ever before. Some smartphones, like the iPhone 

4S, Android smartphones, Windows Mobile smartphones, and Blackberry smartphones, are now more than just 

standard mobile phones with conversation, SMS, email, and web browsing capabilities—they are daily necessities for 

their users. In the meantime, those smartphones come equipped with a variety of sensing modules, such as those for 

navigation, optics, gravity, orientation, and so on, which gives users a smart and convenient mobile experience. In an 

interview, Google CEO Eric Schmidt predicted that "mobile phones will become increasingly complicated, and evolve 

to a portable super computer, based on cloud computing service development." Given the array of mobile cloud 

services offered by companies such as Microsoft, Apple, Google, HTC, and others, customers can be perplexed 

regarding the nature of mobile cloud computing and its characteristics. 

A. Concept and Principle: Similar to cloud computing, mobile cloud computing has many definitions but none of its 

own. In this research, we consider it as a novel computing mode that combines cloud computing and mobile computing 

to offer cloud-based services to users via mobile devices and the Internet. On the one hand, mobile cloud computing is 

both an expansion of cloud computing and a development of mobile computing. The development, operation, 

deployment, and use of mobile applications have all undergone complete transformation as a result of the usage of prior 

mobile-based applications in mobile cloud computing for traffic network traffic produced by cloud network 

problems.However, the terminals that users used to access and purchase cloud services are not limited to fixed devices 

(like PCs), but rather work with mobile devices like smartphones, PDAs, tablets, and iPad. This illustrates the Cloud 

computing and mobile computing are the two basic categories into which mobile cloud computing falls. These mobile 

devices, which connect via 3G, WIFI, or GPRS to a hotspot or base station, can be computers, PDAs, cellphones, and 

so on. The capacity requirements of mobile devices have decreased due to the migration of computing and important 

data processing tasks to the "cloud." Some low-cost mobile handsets, or even non-smartphones, can also accomplish 

mobile cloud computing by utilising a cross-platform middleware. The core idea of mobile cloud computing remains 

the same, even though the client is now mobile devices rather than PCs or other stationary computers. 

 
B. Challenges and solutions: The primary goal of mobile cloud computing is to make cloud computing resources 

easily and quickly accessible to the public. This can be achieved through the efficient use of mobile devices to access 

cloud computing resources. The main obstacles to mobile cloud computing are the characteristics of mobile devices and 
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wireless networks, as well as their own limitations. Because of these obstacles, developing, designing, and deploying 

applications for mobile and distributed devices is more difficult than for fixed cloud devices. 

C. Limitation of Mobile Devices: Smartphones still have significant limits even though they have clearly improved in 

a number of areas, including storage, wireless connectivity, operating systems, CPU and memory capacity, screen size, 

and sensing technology. These smartphones, such as the iPhone 4S, Android smartphones, and Windows Mobile 

smartphones, have three times the processing power, eight times the memory, five to ten times the storage capacity, and 

ten times the network bandwidth of PCs and laptops under the same conditions. A smartphone typically has to be 

charged every day in order to use additional internet applications, make calls, send messages, browse the web, and 

access communities. Based on historical development patterns, there will be more challenges and solutions related to 

mobile cloud computing due to the growing capability of mobile computing and the quick advancement of screen 

technology. Solutions Image and virtualization limitations of mobile devices. 

D. Quality of Communication: While the data transfer rate in a mobile cloud computing environment is always 

changing and the connection is discontinuous due to the existing clearance in network overlay, a wired network uses a 

physical link to assure bandwidth constancy. Furthermore, end users—especially those who use mobile devices—

typically have to travel a considerable distance to access data centres in large enterprises and ISP resources. In a 

wireless network, the "last mile" latency delay could be 200 ms, whereas in a standard wired network, it would only be 

50 ms. Other factors that will cause variations in bandwidth and network overlay include the weather, user mobility, 

and dynamic changes in application throughput. As a result, compared to wired networks, mobile networks have a 

longer handover delay. 

 

 

2. Mobile Internet Censorship: 

Blacklists are the primary tool used to conduct mobile filtering. Often, a specialised Internet filtering company develops 

the filtering system itself.Filtering systems can occasionally result in the wrong persons being prevented from accessing 

the wrong stuff. Errors may occur when a website is misclassified, or abuse may occur when a website is added to a 

blacklist for purposes other than those specified when the blocking was put in place. In the UK, inadvertent blockage of 

mobile networks is more common than intentional misuse. 

Why over-blocking is a problem: 

Over-blocking is a distinct issue. It can imply that a company is shut off from a portion of its market. All it can see is 

when someone is unable to find their way to a bar. It might prevent a well-known political outfit from getting in touch 

with worried citizens. These ramifications are covered in more detail below. 

It is more difficult to ensure that the filtering is applied as broadly as possible to the appropriate individuals at the 

appropriate times when customers are unaware of when filters are activated, which exacerbates the issues associated 

with over-blocking. 

 

3. Lack of Transparency: 

First off, there is presently a problem with transparency, which means that it is unclear enough when and how Internet 

filtering occurs on mobile devices. 

It is not made obvious enough by mobile operators that blocking is enabled by default. Many users learn about blocking 

on their account for the first time when they visit a website that has been blocked. It can be challenging for website 

owners who deal with filtering to determine whether and why their site is prohibited. 

Additionally, it's unclear who controls and how the filtering systems of the cell operators operate. 

 

4. Reporting problems and Addressing mistakes: 

When consumers have concerns, the employees of mobile operators are frequently uninformed about mobile Internet 

filtering and hence ill-prepared to assist them, regardless of whether they are attempting to report an error in blocking or 

have blocking lifted. Customers' requests may be interpreted as adult consent, indicating that they are primarily 

interested in adult sexual content, regardless of how much of it is prohibited by modern filtering systems. 
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5. Mobile Cloud and IOT model: 

 

6. Reference model and architecture: 

•An Architecture Reference and a Reference Model are the two primary components of an ARM.

•A reference model employs several sub-models to describe the domain.

 

Information Model: 

The "Thing" in the Internet of Things is referred to as a virtual entity in the IoT Domain Model. The IoT information 

model contains the specifics of a model that is virtual entity

Unified Modelling Language (UML) diagrams, just like the IoT D

 

Functional Model: 

While the Functional View of a Reference Architecture provides the functional components of a FG, interfaces, and 

interactions between the components, the IoT Functional Model primarily intends to describe the Functional G

(FG) and their interaction with the ARM.   High

generate the Functional View. 
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•An Architecture Reference and a Reference Model are the two primary components of an ARM. 

models to describe the domain. 

referred to as a virtual entity in the IoT Domain Model. The IoT information 

model contains the specifics of a model that is virtual entity-centric. The IoT Information Model is displayed using 

Unified Modelling Language (UML) diagrams, just like the IoT Domain Model. 

While the Functional View of a Reference Architecture provides the functional components of a FG, interfaces, and 

interactions between the components, the IoT Functional Model primarily intends to describe the Functional G

(FG) and their interaction with the ARM.   High-level requirements and the Functional Model are usually used to 
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referred to as a virtual entity in the IoT Domain Model. The IoT information 

centric. The IoT Information Model is displayed using 

 

While the Functional View of a Reference Architecture provides the functional components of a FG, interfaces, and 

interactions between the components, the IoT Functional Model primarily intends to describe the Functional Groups 

level requirements and the Functional Model are usually used to 
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Communication Model: 

Safety: To the degree that it is feasible and under the control of a system designer, the IoT Reference Model can only 

offer IoT-related principles for guaranteeing a secure system. 

For instance, smart grid. 

Privacy: An Internet of Things system must prioritise safeguarding user privacy since human interaction with the 

physical world can occur often.  The following functional elements are necessary for the IoT-A Privacy Model to 

function: Trust & Reputation, Authentication, Authorization, and Identity Management 

Trust: When one entity assumes that another will act in the precise manner that the first entity anticipates, that first 

entity is said to "trust" the second entity. 

Security: The identity management, authentication, authorization, and trust and reputation functional components as 

well as communication security, which primarily protects the confidentiality and integrity of interacting entities, make 

up the Internet of Things Security Model. 

 

III. CONCLUSION 

By connecting the internet and items, the internet of things enhances human lives. IoT will not only make things more 

comfortable for people, but it will also increase their intelligence and efficiency. Human nature will always be 

diversified as a result of the IOT's ability to give us with convenience and ease of living through its services. In this 

essay, we've covered a variety of IoT networking designs, cloud architectures, and IoT applications, including how 

these applications benefit society. Additionally, this study will assist researchers and practitioners in comprehending 

possible IoT research difficulties that will be beneficial for future researchers to learn about for knowledge base 

subjects. 
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