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Abstract: The amount of data in world is growing day by day. Data is growing because of use of internet,
smart phone and social network. Big data is a collection of data sets which is very large in size as well as
complex. Generally, size of the data is Petabyte and Exabyte. Traditional database systems is not able to
capture, store and analyse this large amount of data. As the internet is growing, amount of big data
continues to grow. Big data analytics provide new ways for businesses and government to analyse
unstructured data. Now a days, big data is one of the most talked topics in IT industry. It is going to play
important role in future. Big data changes the way that data is managed and used. Some of the applications
are in areas such as healthcare, traffic management, banking, retail, education and so on. Organizations
are becoming more flexible and more open. New types of data will give new challenges as well. The present
paper highlights important concepts of Big Data. In this write up we discuss various aspects of big data. We
define Big Data and discuss the parameters along which Big Data is defined. This includes the three V's of
big data which are velocity, volume and variety. The authors also look at processes involved in data
processing and review the security aspects of Big Data and propose a new system for Security of Big Data
and finally present the future scope of Big Data.

Keywords: Petabyte, Zettabytes, Veracity, Valence Rest, Rollback Attack, Sybil Attack, Database,
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L. INTRODUCTION

Big data is a collective term referring to data that is so large and complex that it exceeds the processing capability of
conventional data management systems and software techniques. However with big data come big values. Data
becomes big data when individual data stops mattering and only a large collection of it or analyses derived from it are
of value. With many big data analyzing technologies, insights can be derived to enable better decision making for
critical development areas such as health care, economic productivity, energy, and natural disaster prediction The term
Big Data appeared for the first time in 1998 in a Silicon Graphics (SGI) slide deck by John Mashey having the title Big
Data and the Next Wave of Infra Stress. The first book mentioning Big Data is a data mining book that came to fore in
1998 too by Weiss and Indrukya. The first academic paper having the word Big Data in the title appeared in the year
2000 in a paper by Diebold. The era of Big Data has bought with it a plethora of opportunities for the advancement of
science, improvement of health care, promotion of economic growth, enhancement of education system and more ways
of social interaction and entertainment. But as is said everything has its flip side as well big data too has its issues.
Security and privacy are great issues in big data due to its huge volume, high velocity, large variety like large scale
cloud infrastructure, variety in data sources and formats, data acquisition of streaming data, inter cloud migration and
others. The use of large scale cloud infrastructure having a varied number of software platforms across large networks
of computers increases the region of attack to an all new level of the entire system. The various challenges related to big
data and cloud computing and its security and privacy issues and the reasons why they crop up are explained later in
details.

Distributed & Heterogeneous Big Data

Big data refers to huge, heterogeneous, distributed and often unstructured digital content that is difficult to process
using traditional data management tools and techniques. The term encompasses the complexity and range of data and
data types, real-time data collection and processing needs, and the value that can be obtained by smart analytics. Big
data also has new sources, like machine generation (e.g., log files or sensor networks), mobile devices (video,
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veracity and value. Volume, It estimates that 2,500,000,000,000,000,000 bytes of data are created now each day.

Velocity, increasing data rates because of network bandwidth. Variety additional unstructured data types. Veracity of
data, large set of decisions and analysis. Finally, the Value can be extracted and analysed for useful data findings.
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When compared to relational database records big data is less structured. Highly developed data mining techniques and
associated tools can help take out information from huge, difficult datasets and create new insights in big data mining
techniques in a limited time [15]. When dealing out a query in big data, speed is an important claim [16]. However, the
process may take time because mostly it cannot traverse all the related data in the whole database in a short time. In this
case, index will be an optimal choice. At present, indices in big data are only aiming at simple type of data, while big
data is becoming more complicated. The combination of appropriate index for big data and up-to-date preprocessing
technology will be a desirable solution when we encountered this kind of problems. There is several application
paradigms used for big data problems. The traditional serial algorithm is inefficient for the big data. Cloud*s reduced
cost model to use hundreds of computers for a short time costs of the big data application. By using online big data
application, a lot of companies can greatly reduce their IT cost. However, security and privacy affect the entire big data
storage and processing, since there is a massive use of third-party services and infrastructures that are used to host
important data or to carry out critical operations. The scale of data and applications grow exponentially, and bring huge
challenges of dynamic data monitoring and security protection. Unlike traditional security method, security in big data
is mainly in the form of how to process data mining without exposing sensitive information of users. Besides, current
technologies of privacy protection are mainly based on static data set, while data is always dynamically changed,

privacy protection in this complex circumstance.
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II. BIG DATA GOALS

Big data helps to achieve various goals, which are the following: 1. Cost Reduction Hadoop is a framework for storing
huge amount of data on distributed clusters. In Hadoop cluster, one year storage cost for one terabyte is $2,000. That is
800 times less than the traditional relational databases. 2. Time Reduction Macy’s merchandise pricing optimization
application calculates data sets in seconds or in minutes which actually can take hours for calculation. 3. Support in
Internal Business Decisions The main idea of big data is to assist in the interior company decisions like, what kind of
new products should be offered to people? How much stock should be detained? And what must be the cost of our
item? 4. Developing New Big Data-Based Offerings Big data must be used to create new products and offerings.
LinkedIn is the top example, which has used big data to develop products and offerings, including jobs you may be
interested in, who have viewed my profile, people you may know, and numerous others. These ideas have pulled people
to LinkedIn.

I11. BIG DATA APPLICATIONS
1. Understanding and Targeting Customers
This is one of the biggest and most publicized areas of big data use today.
Here, big data is used to better understand customers and their behaviors and preferences.
Companies are keen to expand their traditional data sets with social media data, browser logs as well as text analytics
and sensor data to get a more complete picture of their customers.
The big objective, in many cases, is to create predictive models. Using big data, Telecom companies can now better
predict customer churn; Wal-Mart can predict what products will sell, and car insurance companies understand how
well their customers actually drive. Even government election campaigns can be optimized using big data analytics.
Some believe, Obama’s win after the 2012 presidential election campaign was due to his team’s superior ability to use
big data analytics.

2. Understanding and Optimizing Business Processes

Big data is also increasingly used to optimize business processes.

Retailers are able to optimize their stock based on predictions generated from social media data, web search trends and
weather forecasts.

One particular business process that is seeing a lot of big data analytics is supply chain or delivery route optimization.
Here, geographic positioning and radio frequency identification sensors are used to track goods or delivery vehicles and
optimize routes by integrating live traffic data, etc.

3. Improving Healthcare and Public Health

The clinical trials of the future won’t be limited by small sample sizes but could potentially include everyone.

Big data techniques are already being used to monitor babies in a specialist premature and sick baby unit.

By recording and analyzing every heart beat and breathing pattern of every baby, the unit was able to develop
algorithms that can now predict infections 24 hours before any physical symptoms appear.

4. Improving Sports Performance

Most elite sports have now embraced big data analytics.

We have the IBM SlamTracker tool for tennis tournaments; we use video analytics that track the performance of every
player in a football or baseball game, and sensor technology in sports equipment such as basket balls or golf clubs
allows us to get feedback (via smart phones and cloud servers) on our game and how to improve it.

Many elite sports teams also track athletes outside of the sporting environment — using smart technology to track
nutrition and sleep, as well as social media conversations to monitor emotional wellbeing.

5. Optimizing Machine and Device Performance
Big data analytics help machines and devices become smarter and more autonomous.
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For example, big data tools are used to operate Google’s self-driving car. The Toyota Prius is fitted with cameras, GPS
as well as powerful computers and sensors to safely drive on the road without the intervention of human beings.

6. Improving Security and Law Enforcement

Big data is applied heavily in improving security and enabling law enforcement.

The National Security Agency (NSA) in the U.S. uses big data analytics to foil terrorist plots (and maybe spy on us).
Others use big data techniques to detect and prevent cyber attacks.

Police forces use big data tools to catch criminals and even predict criminal activity and credit card companies use big
data use it to detect fraudulent transactions.

7. Improving and Optimizing Cities and Countries

Big data is used to improve many aspects of our cities and countries.

For example, it allows cities to optimize traffic flows based on real time traffic information as well as social media and
weather data.

A number of cities are currently piloting big data analytics with the aim of turning themselves into Smart Cities, where
the transport infrastructure and utility processes are all joined up, where a bus would wait for a delayed train and where
traffic signals predict traffic volumes and operate to minimize jams.
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IV. CHALLENGES IN BIG DATA
Meeting the challenges presented by big data will be difficult. The volume of data is already enormous and increasing
every day.
The velocity of its generation and growth is increasing, driven in part by the proliferation of internet connected devices.
Furthermore, the variety of data being generated is also expanding, and organization™s capability to capture and
process this data is limited.
Current technology, architecture, management and analysis approaches are unable to cope with the flood of data, and
organizations will need to change the way they think about, plan, govern, manage, process and report on data to realize
the potential of big data.

V.SECURITY AND PRIVACY
Cloud security alliance big data working group identify top security and privacy problems that need to capture for
making the big data computing and infrastructure more secure.
Most of these issues are related to the big data storage and computation.
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Some of the challenges are secure data storage. Various security challenges related to data security and privacy are
discussed in which include data breaches, data integrity, data availability and data backup.

VI. DYNAMIC PROVISIONING
A service of the cloud computing is infrastructure as service in which it provides computation resources on demand,
many cloud related companies are implementing this concept and to making it easy for customers to access these
services.
Current frameworks do not have the property of the dynamic provisioning.
Here is an issue that Compute resources can be insufficient for the submitted job, some process may requires more
resources.
Another issue is scheduling and protection algorithm, current algorithms does not consider these aspects.

VII. ALGORITHMS
Organizations were granting the papers by capturing key words from the abstract and titles.
Analyzing the science with hand was a difficult task.
After that, work was done by the program analyst. They use algorithms to do this work.
These algorithms can be varying from each other. This difference can reduce the effectiveness and reliability of the
final result.
Improvement in the data management will result in better technology but it will face many issues.
Misuse of Big Data
Challenges including potential misuse of big data are here, because information is power.
Types of the data which people will produce in the future are unknown. To overcome these challenges we have to
strengthen and increase our intent and capacity.
Data Management Data Big data comes in all shapes, colors and sizes. Rigid schemas have no place here; instead you
need a more flexible design. You want your technology to fit your data, not the other way around. And you want to be
able to do more with all of that data — perform transactions in realtime, run analytics just as fast and find anything you
want in an instant from oceans of data, no matter what from that data may take.

VIII. CONCLUSION

To handle big data and to work with it and obtaining benefits from it a branch of science has come up and is evolving,
called Data Science. Data Science is the branch of science that deals with discovering knowledge from huge sets of
data, mostly unstructured and semi structured, by virtue of data inference and exploration. It’s a revolution that’s
changing the world and finds application across various industries like finance, retail, healthcare, manufacturing, sports
and communication. Search engine and digital marketing companies like Google, Yahoo and Bing, social networking
companies like Facebook, Twitter and finance and e commerce companies like Amazon and EBay are requiring and
will require a lots of data scientists. As far as security is concerned the existing technologies are promising to evolve as
newer vulnerabilities to big data arise and the need for securing them increases.
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