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Abstract: Cloud data storage is the most crucial service. Textual data and data pertaining to data bearers' 

privacy may occasionally be encrypted and kept in the cloud. Deduplication of encrypted text data 

continues to present new difficulties, and this has serious implications for the cloud's ability to store and 

handle large amounts of data. Cloud data should be protected so that unauthorised users can't access it. A 

data security technique called encryption is now available. The data is kept in the cloud in an encrypted 

manner to protect the users' privacy and security. Data access control and revocation cannot be flexible 

supported by these issues. We implement a method to deduplicate encrypted textual data saved in cloud-

based services in this work. 

In order to prevent wasting the storage capacity supplied by cloud providers, good file storage and 

management is now crucial. The technique of data de-duplication, which only allows for the storage of one 

copy of a file, is commonly used to prevent file duplication in cloud storage systems. It contributes to a 

significant cost reduction for cloud service consumers by reducing the amount of storage space and 

bandwidth required. Data that must be stored today is encrypted for security purposes. Therefore, since 

data encryption with a key changes data, data encryption by data owners with their own keys prevents 

cloud service subscribers from doing data de-duplication. Cloud computing is a network-based computing 

system with a large storage area that allows authorized users to access the platform from any location at 

any time as long as there is strong network or internet connectivity. Cloud computing is mostly used to 

supply the device with shared hardware, software, and resources on demand. Instead of using a desktop, it 

functions like a remote server on the internet to store, manage, and process data. Therefore, compared to 

other local computers, the working time is quicker. 
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I. INTRODUCTION 

As social media grows in popularity and use, people are posting, sharing, and sending data in record numbers. The 

majority of software apps, social media sites, and businesses utilize cloud services to store their massive amounts of 

data. Files with the same content might be uploaded by the same or different users, causing the system to store the same 

files again and over, wasting the relatively costly storage space purchased from cloud service providers. Existing cloud 

storage company de-duplicate data to minimize wasting space, which benefits both themselves and their consumers. 

Deduplication may save backup storage requirements by up to 9095 percent and regular file system storage 

requirements by up to 68 percent. Encrypting the same files with different keys entered by users results in the 

generation of different cypher messages, even though the underlying plain text is the same. 1 As a result, 

classicalencryption fails in data de-duplication on encrypted files. However, encryption is expected to protect the 

security and secrecy of data. Previous de-duplication technologies, however, cannot guarantee the data's robustness. 

Furthermore, many de1duplication technologies require the data owner to all be brought online 1 in order to exchange a 

convergence key, therefore decryption cannot be performed just at time it is requested. Previous systems did not 

address storage server assaults and data retrieval in such attacks. In this research, 1 we propose a de-duplication method 

which is based on an erasure correction technique that splits the file into shards and distributes it over several cloud 

storage providers' servers. Even if only one of the servers is attacked by an intruder, the system can re-generate the 
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original files using the remaining of repaired shards. Like a outcome, the system can guarantee the encrypted file's 

dependability and robustness. 

 

II. RELATED WORK 

In this chapter we are going to have an overview about how much time does it took to complete each task like- 

Preliminar0y Survey Introduction and Problem Statement, Literature Survey, Project Statement, Software Requirement 

and Specification, System Design, Partial Report Submission, Architecture Design.Implementation, Deployment, 

Testing, Paper Publish, Report Submission and etcetera. This chapter also gives focus on stakeholder list which gives 

information about project type, customer of the proposed system, user and project member who developed the 

system.S. Nagaprasad et al. [8], Ajay S. Ladkat et al. [9], S. L. Bangare et al. [10-15], K. Gulati et al. [16], P. S. 

Bangare et al. [17-18], Xu Wu et al. [19], V. Durga Prasad Jasti et al. [20], A. S. Zamani et al. [21], M. L. Bangare et al. 

[22] and S. Mall et al. [23] have proposed various research models which were referred here. 

 

III. METHODOLOGY 

AES  

The United States government selected the Advanced Encryption Standard (AES) as a symmetric block cypher to 

safeguard sensitive data. 

AES is used to encrypt sensitive data in hardware and software across the globe. It is crucial for government computer 

security, cyber security, and the safeguarding of electronic data. 

When the National Institute of Standards and Technology (NIST) declared that a replacement for the Data Encryption 

Standard (DES), which was beginning to be vulnerable to brute-force attacks, was required, AES was put into 

development. 

 

AES includes three block ciphers: 

AES-128 uses a 128-bit key length to encrypt and decrypt a block of messages. 

AES-192 uses a 192-bit key length to encrypt and decrypt a block of messages. 

AES-256 uses a 256-bit key length to encrypt and decrypt a block of messages 

 

What are the features of AES? 

NIST specified the new AES algorithm must be a block cipher capable of handling 128-bit blocks, using keys sized at 

128, 192 and 256 bits. 

Other criteria for being chosen as the next AES algorithm included the following: 

Security. Competing algorithms were to be judged on their ability to resist attack as compared to other submitted 

ciphers. Security strength was to be considered the most important factor in the competition. 

 

MD5  

With the help of the cryptographic hashing technique Message Digest Algorithm 5 (MD5), a string of any length can be 

converted into a value of 128 bits. Despite vulnerabilities being discovered, MD5 is still frequently  

used. The most popular method for examining the consistency of files is MD5. SSH, SSL, and IP  

Sec are just a few security applications and protocols that utilise it. Some applications enhance the MD5 algorithm by 

hashing the plaintext numerous times or by adding a salt value. 

 

IV. SYSTEM ARCHITECTURE 

To provide clients with options, we have examined their needs and suggested a number of CRM dashboard-based 

applications. Growing supply codes, enterprise-good judgement integration, and structure builds are all part of our plan. 

All of the mentioned features are converted into character sprints in accordance with the most recent approaches used in 

the agile improvement strategy. The execution of the task is broken down into three phases. 
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Requirement accumulating Application improvement

Deployment and Hosting 

A user sends a request to Management centre, and encrypts the file, then it results as the cipher text to CSP. Users who 

belong to completely different role grou

server, the user will upload or transfer the files from Cloud Service Provider. And user can download the file from the 

cloud server. A Cloud Service Provider is mainly for dat

Provider stores and manages the uploaded files from authorized users. Management centre is the trusted third party that 

is for the authorized user and for the role key management.

 

AES - Encryption Decryption Algorithm

The AES encryption algorithm is a symmetric block cipher with a block size of 128 bits. It transforms these individuals 

block using 128, 192 and 256-bit keys. Once it has encrypted the blocks, it concatenates them to form th

Advanced Encryption Standard (AES) is a symmetric clock code developed in the United States. The government 

protects classified information. AES is implemented in software and hardware around the world to encrypt sensitive 

data. It is essential to government computer security, network security and electronic data protection.

 

MD 5 - Data Deduplication 

Methodology: -MD5: -

The MD5 message digest algorithm is a

a 128-bit hash value. The MD5 hash function

verifying digital signatures. But MD5 has been decrypted for users other than as a non

a data integrity and detect unintentional data corruption.

 

The performance of the functions and every module must be well. The overall performance of the software will enable 

the users to work efficiently. Performance of encryption of data should be fast. Performance of 

environment should be fast Safety Requirement. The application is designed in modules where errors can be detected 

and easily. This makes it easier to install and update new functionality if required.
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accumulating Application improvement 

Fig.1. Architecture Diagram 

A user sends a request to Management centre, and encrypts the file, then it results as the cipher text to CSP. Users who 

belong to completely different role groups owning the corresponding role keys, with the role keys the user access cloud 

server, the user will upload or transfer the files from Cloud Service Provider. And user can download the file from the 

cloud server. A Cloud Service Provider is mainly for data storage, management and verification. Cloud Service 

Provider stores and manages the uploaded files from authorized users. Management centre is the trusted third party that 

is for the authorized user and for the role key management. 

V. ALGORITHM 

Algorithm 

The AES encryption algorithm is a symmetric block cipher with a block size of 128 bits. It transforms these individuals 

bit keys. Once it has encrypted the blocks, it concatenates them to form th

Advanced Encryption Standard (AES) is a symmetric clock code developed in the United States. The government 

protects classified information. AES is implemented in software and hardware around the world to encrypt sensitive 

ial to government computer security, network security and electronic data protection.

a cryptographically broken but still commonly used hash

function was originally designed as a secure cryptographic

signatures. But MD5 has been decrypted for users other than as a non-cryptographic checksum verify 

unintentional data corruption. 

VI. REQUIREMENT 

The performance of the functions and every module must be well. The overall performance of the software will enable 

the users to work efficiently. Performance of encryption of data should be fast. Performance of 

environment should be fast Safety Requirement. The application is designed in modules where errors can be detected 

and easily. This makes it easier to install and update new functionality if required. 
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A user sends a request to Management centre, and encrypts the file, then it results as the cipher text to CSP. Users who 

ps owning the corresponding role keys, with the role keys the user access cloud 

server, the user will upload or transfer the files from Cloud Service Provider. And user can download the file from the 

a storage, management and verification. Cloud Service 

Provider stores and manages the uploaded files from authorized users. Management centre is the trusted third party that 

The AES encryption algorithm is a symmetric block cipher with a block size of 128 bits. It transforms these individuals 

bit keys. Once it has encrypted the blocks, it concatenates them to form the cipher text. 

Advanced Encryption Standard (AES) is a symmetric clock code developed in the United States. The government 

protects classified information. AES is implemented in software and hardware around the world to encrypt sensitive 

ial to government computer security, network security and electronic data protection. 

hash function that produces 

cryptographic hashing algorithm for  

cryptographic checksum verify  

The performance of the functions and every module must be well. The overall performance of the software will enable 

the users to work efficiently. Performance of encryption of data should be fast. Performance of the providing virtual 

environment should be fast Safety Requirement. The application is designed in modules where errors can be detected 
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VII. RESULT AND DISCUSSION 
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In this study, we discussed the use of encryption and decryption to prevent duplication. And we employ three 

algorithms for text uploading. We are utilizing the Structural Similarity AES Algorithm for cloud uploading, and the 

major goal of the similarity index is to examine the image quality, including luminance, contrast, and structure, before it 

calculates how similar two images are to one another. We use the encryption approach to store big amounts of data 

efficiently and prevent duplicating text and image.
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VIII. CONCLUSION 

In this study, we discussed the use of encryption and decryption to prevent duplication. And we employ three 

algorithms for text uploading. We are utilizing the Structural Similarity AES Algorithm for cloud uploading, and the 

al of the similarity index is to examine the image quality, including luminance, contrast, and structure, before it 

calculates how similar two images are to one another. We use the encryption approach to store big amounts of data 

plicating text and image. 
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