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Abstract: Cloud computing provides high performance, accessibility and low cost for data storing and 

sharing, provides a better consumption of resources. In cloud computing, cloud service providers 

compromise an abstraction of infinite storage space for clients to mass data. It can help clients diminish 

their financial overhead of data managements by drifting the local managements system into cloud servers. 

However, security concerns develop the main constraint as we now outsource the storage of data, which is 

possibly sensitive, to cloud providers. To preserve data privacy, a mutual approach is to encrypt data files 

before the clients upload the encrypted data into the cloud. Cloud storage services can help clients reduce 

their monetary and maintenance overhead of data managements. It is complex to design a secure data 

sharing scheme, especially for dynamic groups in the cloud. To overcome the problem, here propose a 

secure data sharing scheme for frequently changed groups. In this work, an AES based encryption scheme 

is proposed which incorporates the cryptographic approaches with Group Data Sharing and also an 

anonymous control scheme to address the privacy in data as well as the user identity privacy in current 

access control schemes. If the group member can be revoked means, automatically change public keys of 

existing group and no need encrypt again the original data. Any user in the group can access data source in 

the cloud and revoked users does not allowed accessing the cloud again after they are revoked. Finally 

implement this secure distribution scheme into group data sharing environments. To reduce the 

computation burden on the user side, a Third Party Auditor (TPA) is introduced to verify the integrity of the 

cloud data on behalf of user. When owner send request for file auditing, TPA will check the file integrity 

using TPA verification key and send results to the owner. 
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