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Abstract: On any computer, there are two access points that can be used for remote access. One requires 

user credentials to connect while the other access point is also known as backdoor access point. It allows 

users to bypass security checks to log in. The backdoor is a simple executable that gets installed on the 

target computer to get a reverse shell if needed. There are several ways to create a backdoor to a computer. 

A savvy attacker can easily create a custom backdoor. Most of these custom backdoors are easily 

recognized as malicious files by Windows security system. To solve this problem, we have developed an 

advanced backdoor that works like a normal file but works like a backdoor. Once installed, the backdoor 

allows an attacker to retain access to the computer and make changes to it. Initially, access to the reverse 

shell obtained through the backdoor will have user privileges, and privilege escalation methods are used to 

access an administrator privilege shell. It is used to remotely access a computer using an RCE (Remote 

Code Execution) vulnerability. 
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