(, IJARSCT ISSN (Online) 2581-9429

~( " International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJA RSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.301 Volume 3, Issue 8, April 2023

Robust Image Forgery Detection Over Online
Social Network Shared Images

Dr. K. Velmurugan' and Preethiyangaradevi. A%, Shalini.S’

Head of the Department, Department of Computer Science and Engineering1
Student, Department of Computer Science and Engineering™
AnjalaiAmmalMahalingam Engineering College, Thiruvarur, India
csehod@aamec.edu.in' and preethipree040622@gmail.com” shaliniésoundhar@gmail.com’

Abstract: In servers and mobile users, an image is sent over the social network or exchanged. Due
to the fact that it contains delicate personal information, the privacy of that data is crucial. A
hacker may use social information about a person to discredit them if their image is hacked. Text-
based encryption can be used in mobile cloud computing under the current architecture. There
are various ways to store data securely utilizing mobile computing, including end-to-end
encryption of data transmission and dynamic credential generation that only generates text. We'll
be creating a brand-new wavelet watermarking technique called the discrete wavelet transform
for use in real-time social network applications like Facebook, and this study suggests an efficient
image forgery detection method that recognizes a manipulated foreground or background. Using
this technique, images can be used and safely kept on servers. We categorize the image as either
common or delicate, and we also enhance the project to include copy right implementation. Run
copyright algorithms referred to as wavelet transform algorithms when employing sensitive
techniques. After that, provide the receiver secure access to download the pictures. Using C# NET
as the front end and SQL SERVER as the back end, experimental results show the efficiency of
current algorithms in real-time social network contexts and a comparison of their privacy rates.

Keywords: Social Network, Watermarking, Discrete Wavelet Transform.

REFERENCES
[1]. S.Saravana Kumar, R.Barath, Mrs.A.G.JessyNirmal, "COPY MOVE FORGERY IMAGE DETECTION"
International Journal of Advanced Research in Computer Science Engineering and Information Technology
Volume: 4, Issue: 3, Special Issue: 2.
[2]. BarnaliSarma, Gypsy Nandi, "A Study on Digital Image Forgery Detection” International Journal of
Advanced Research in Computer Science and Software Engineering, Volume 4, Issue 11.
[3]. Reshma Raj, Niya Joseph, "Keypoint extraction using SURF algorithm for CMFD" Science Direct Procedia
Computer science93, 6th International Conference on Advances in Computing & Communications, ICACC.
[4]. Hany, F. Image forgery detection. IEEE Signal Process Mag. 2009, 26, 16-25.
[S]. Yousif, S.F.; Abboud, A.J.; Radhi, H.Y. Robust image encryption with scanning technology, the El-Gamal
algorithm and chaos theory. IEEE Access 2020, 8, 155184—-155209.
[6]. Gul, E.; Ozturk, S. A novel hash function based fragile watermarking method for image integrity.
Multimed.Tools. Appl. 2019, 78, 17701-17718.
[7]. Gull, S.; Loan, N.A.; Parah, S.A.; Sheikh, J.A.; Bhat, G.M. An efficient watermarking technique for tamper
detection and localization of medical images. J. Ambient Intell. Humaniz.Comput. 2020, 11, 1799-1808
[8]. Bhalerao, S.; Ansari, [.A.; Kumar, A. A secure image watermarking for tamper detection and localization. J.
Ambient Intell. Humaniz.Comput. 2021, 12, 1057-1068.
[9]. Gardella, M.; Musé, P.; Morel, J.M.; Colom, M. Forgery Detection in Digital Images by Multi-Scale Noise
Estimation. J. Imaging. 2021, 7, 119.
Copyright to IJARSCT DOI: 10.48175/IJARSCT-9573

www.ijarsct.co.in | 2581-9429 |
e\ IJARSCT /&

272

ISSN




(/ IJARSCT ISSN (Online) 2581-9429

-~ (Y International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJA RSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.301 Volume 3, Issue 8, April 2023

[10]. Kumar, C.; Singh, A.K.; Kumar, P. A recent survey on image watermarking techniques and its application in
e-governance.Multimed.Tools. Appl. 2018, 77, 3597-3622.

[11]. Abboud, A.J.; Jassim, S.A. Biometric templates selection and update using quality measures. In Mobile
Multimedia/Image Processing, Security, and Applications 2012; SPIE: New York, NY, USA, 2012; Volume
8406, p. 840609

[12]. Amiri, T.; Moghaddam, M.E. A new visual cryptography based watermarking scheme using DWT and SIFT
for multiple cover images. Multimed.Tools. Appl. 2016, 75, 8527-8543.

[13]. MaddumaBuddhika, and Sheela Ramanna. "Content-based image authentication framework with semi-
fragile hybrid watermark scheme." Man-Machine Interactions 2.Springer Berlin Heidelberg, 2011.239-247.

Copyright to IJARSCT DOI: 10.48175/IJARSCT-9573 1SSN 273

www.ijarsct.co.in 4| 2581-9429 |2

B\ IJARSCT ¢/




