(l IJARSCT ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJA RSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Impact Factor: 7.301 Volume 3, Issue 7, April 2023
Cyber Hacking Breaches Prediction using Machine

Learning

Sampath Kumar R', Krishna V R%, N Ashok Reddy’, N Naveen Upadhyaya®, Abdula Muaz Ali’
Assistant Professor, Department of Computer Science'
Students, Department of Computer Science™ >
Rao Bahadur Y Mahabaleswarappa Engineering College, Bellary, Karnataka, India
krishna.cse.rymec@gmail.com, ashokreddy.cse.rymec@gmail.com,
naveen.cse.rymec@gmail.com, muiz.cse.rymec@gmail.com

Abstract: Cyber-attacks are a major threat to these systems. Unlike faults that occur by accidents in cyber-
physical systems, cyber-attacks occur intelligently and stealthily. Some of these attacks which are called
deception attacks, inject false data from sensors or controllers, and also by compromising with some cyber
components, corrupt data, or enter misinformation into the system. If the system is unaware of the existence
of these attacks, it won’t be able to detect them, and performance may be disrupted or disabled altogether.
The proposed method in this study is to use the structure of deep neural networks for the detection phase,
which should inform the system of the existence of the attack in the initial moments of the attack. In the
presented control method, after the attack detection phase with the use of a deep neural network, the
control system uses the reputation algorithm to isolate the misbehaving agent. Experimental analysis shows
us that deep learning algorithms can detect attacks with higher performance than usual methods and can
make cyber security simpler, more proactive, less expensive, and far more effective.
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