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Abstract:  In this research, we investigate the efficacy of phishing blacklists. We utilised 191 fresh phishes 

that were less than 30 minutes old to do two tests on eight anti-phishing toolbars. We discovered that 63% 

of the phishing efforts in our sample lasted less than two hours. Blacklists were originally useless in 

safeguarding users, since most of them detected fewer than 20% of phish at hour zero. We also discovered 

that blacklists were updated at different rates and had varying coverage, with 47% - 83% of phish 

appearing on blacklists 12 hours after the original test. We discovered that two programmes that used 

heuristics in addition to blacklists captured substantially more phish from the start than those that merely 

used blacklists. However, phish spotted by heuristics took a long time to emerge on blacklists. Finally, we 

ran the toolbars against a database of 15,345 authentic websites. URLs for false positives and found no 

evidence of mislabelling for blacklists or heuristics. We show our findings and explain how anti-phishing 

solutions might be improved. 
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